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Regulatory Notices

United States Federal Communication
Commission (FCC)

Part 15: Class A Statement. This equipment has
been tested and found to comply with the limits for a
Class A digital device, pursuant to Part 15 of the FCC
Rules. Test limits are designed to provide reasonable
protection against harmful interference when the
equipment is operated in a commercial environment.
This equipment generates, uses and can radiate
radio-frequency energy and, if not installed and used
in accordance with the instruction manuals, may
cause harmful interference to radio communications.
Operation of this equipment in a residential area is
likely to cause harmful interference, in which case the
user will be required to correct the interference at his
or her own expense.

Part 68: Network Registration Number. This
equipment is registered with the FCC in accordance
with Part 68 of the FCC Rules. This equipment is
identified by the FCC registration number.

If requested, the FCC registration Number and REN
must be provided to the telephone company.

Any repairs to this equipment must be carried out by
Polycom Inc. or our designated agent. This
stipulation is required by the FCC and applies during
and after the warranty period.

United States Safety Construction Details:
. All connections are indoor only.

. Unit is intended for RESTRICTED ACCESS
LOCATION.

. Unit is to be installed in accordance with the
National Electrical Code.

. The branch circuit overcurrent protection shall
be rated 20 A for the AC system.

. This equipment has a maximum operating
ambient of 40°C, the ambient temperature in
the rack shall not exceed this temperature.

To eliminate the risk of battery explosion, the battery
should not be replaced by an incorrect type.
Dispose of used batteries according to their
instructions.

CE Mark R&TTE Directive

Polycom Inc., declares that the Polycom RMX™
2000 is in conformity with the following relevant
harmonized standards:

EN 60950-1:2001
EN 55022: 1998+A1:2000+A2:2003 class A
EN 300 386 V1.3.3: 2005

Following the provisions of the Council Directive
1999/CE on radio and telecommunication terminal
equipment and the recognition of its conformity.

Canadian Department of Communications
This Class [A] digital apparatus complies with
Canadian ICES-003.

Notice: The Industry Canada label identifies certified
equipment. This certification means that the
equipment meets telecommunication network
protective, operational and safety requirements as
prescribed in the appropriate Terminal Equipment
Technical Requirements document(s). The
Department does not guarantee the equipment will
operate to the user's satisfaction.

Before installing this equipment, users should ensure
that it is permissible to be connected to the facilities
of the local telecommunications company. The
equipment must also be installed using an acceptable
method of connection. The customer should be
aware that compliance with the above conditions may
not prevent degradation of service in some situations.
Repairs to certified equipment malfunctions, may give
the telecommunications company causes to request
the user to disconnect the equipment.

Users should ensure for their own protection that the
electrical ground connections of the power utility,
telephone lines and internal metallic water pipe
system, if present, are connected together. This
precaution may be particularly important in rural
areas.

Caution: Users should not attempt to make such
connections themselves, but should contact the
appropriate electric inspection authority, or
electrician, as appropriate.
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RMX 2000: Chinese Communication Certificate
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Singapore Certificate
RMX 2000 complies with IDA standards G0916-07
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Conference Profiles

Profiles stored on the MCU enable you to define all types of conferences.
Profiles include conference parameters such as Bit Rate, Video Layout,
Encryption, etc.

A maximum of 40 (RMX 2000) or 80 (RMX 4000) Conference Profiles can be
defined.

Conference Profiles are saved to Conference Templates along with all
participant parameters, including their Personal Layout and Video Forcing
settings, enabling administrators and operators to create, save, schedule
and activate identical conferences. For more information see Chapter 8,
“Conference Templates” .

The RMX is shipped with a default Conference Profile which allows users to
immediately start standard ongoing conferences. Its settings are as
follows:

Table 1-1  Default Conference Profile Settings

Setting Value

Profile Name Factory Video Profile

Bit Rate 384Kbps

H.239 Settings Graphics

High Definition Video Disabled

Switching

Operator Conference Disabled

Encryption Disabled

LPR Enabled for CP Conferences
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Table 1-1 Default Conference Profile Settings (Continued)

Setting

Value

Auto Terminate

* After last participant quits - Enabled
* When last participant remains - Disabled

Echo Suppression Enabled
Keyboard Noise Suppression Disabled
Video Quality Sharpness
Video Clarity™ Enabled

Content Video Definition

¢ Content Settings: Graphics
e Content Protocol: Up to H.264

Send Content to Legacy Enabled

Endpoints

Layout Auto Layout - Enabled
Same Layout - Disabled

Skin Polycom

IVR Name Conference IVR Service

This Profile is automatically assigned to the following conferencing

entities:
Name ID
Meeting Rooms
Maple_Room 1001
Oak_Room 1002
Juniper_Room 1003
Fig_Room 1004
Entry Queue
Default EQ 1000
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Conferencing Modes

Standard Conferencing

When defining a new video Profile, you select the parameters that
determine the video display on the participant’s endpoint and the quality
of the video. When defining a new conference Profile, the system uses
default values for standard conferencing. Standard conferencing enable
several participants to be viewed simultaneously and each connected
endpoint uses its highest video, audio and data capabilities up to the
maximum bit rate set for the conference.

The main parameters that define the quality of a video conference are:

Bit Rate - The transfer rate of video and audio streams. The higher
the bit rate, the better the video quality.

Audio Algorithm - The audio compression algorithm determines the
quality of the conference audio.

Video protocol, video format, frame rate, annexes, and interlaced
video mode - These parameters define the quality of the video
images. The RMX will send video at the best possible resolution
supported by endpoints regardless of the resolution received from
the endpoints.

— When Sharpness is selected as the Video Quality setting in the
conference Profile, the RMX will send 4CIF (H.263) at 15fps
instead of CIF (H.264) at 30fps.

— H.264 protocol provides better compression of video images in
bit rates lower than 384 Kbps and it will be automatically
selected for the endpoint if it supports H.264.

— When working with RMXs at low bit rates (128, 256, or 384Kbps),
HDX endpoints will transmit SD15 resolution instead of 2CIF
resolution.

When using 1x1 conference layout, the RMX transmits the same

resolution it receives from the endpoint.

Lost Packet Recovery (LPR) - LPR creates additional packets that
contain recovery information used to reconstruct packets that are lost
during transmission.
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Video Clarity - Video Clarity feature applies video enhancing
algorithms to incoming video streams of resolutions up to and
including SD.

Supported resolutions:

H.261 CIF/QCIF - Is supported in Continuous Presence (CP)
conferences at resolutions of 288 x 352 pixels (CIF) and

144 x 176 pixels (QCIF). Both resolutions are supported at frame
rates of up to 30 frames per second.

H.263 4CIF - A high video resolution available to H.263
endpoints that are not H.264 enabled. It is only supported for
conferences in which the video quality is set to sharpness and for
lines rates of 384kbps to 1920kbps.

Standard Definition (SD) - A high quality video protocol which
uses the H.264 video algorithm. It enables HD compliant
endpoints to connect to Continuous Presence conferences at
resolutions of 720X576 pixels for PAL systems and 720X480
pixels for NTSC systems. Bit rates for SD range from 256Kbps to
2Mbps. For more information, see "Video Resolutions in CP” on
page 2-3.

High Definition (HD) - HD is an ultra-high quality video
resolution. Depending on the RMX’s Card Configuration mode,
compliant endpoints are able to connect to conferences at
resolutions ranging from 720p (1280 x 720 pixels) to 1080p (1920
x 1080 pixels) (in MPM+ Mode) at bit rates ranging from 1024
Kbps to 4 Mbps (6 Mbps with HD VSW). For more information,
see "Video Resolutions in CP” on page 2-3.

Operator Conferences - Offers additional conference
management capabilities to the RMX users, enabling them to
attend to participants with special requirements and acquire
participant details for billing and statistics. This service is
designed usually for large conferences that require the personal
touch. Operator assistance is available in both MPM and MPM+
Card Configuration Modes. For more information, see Chapter 7,
“Operator Assistance & Participant Move” on page 7-1.
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Supplemental Conferencing Features

In addition to Standard Conferencing the following features can be enabled:

H.239 - Allows compliant endpoints to transmit and receive two
simultaneous streams of conference data to enable Content sharing.
H.239 is also supported in cascading conferences. Both H.263 and
H.264 Content sharing protocols are supported. If all endpoints
connected to the conference have H.264 capability, Content is shared
using H.264, otherwise Content is shared using H.263.

For more information, see "H.239” on page 2-12.

Lecture Mode - The lecturer is seen by all participants in full screen
while the lecturer views all conference participants in the selected
video layout.

For more information, see "Lecture Mode” on page 2-23.

Presentation Mode - When the current speaker’s speech exceeds a
predefined time (30 seconds), the conference layout automatically
changes to full screen, displaying the current speaker as the
conference lecturer on all the participants” endpoints. During this
time the speaker’s endpoint displays the previous conference layout.
When another participant starts talking, the Presentation Mode is
cancelled and the conference returns to its predefined video layout.
Presentation mode is available with Auto Layout and Same Layout.

— If the speaker in a video conference is an Audio Only participant,
the Presentation Mode is disabled for that participant.

— Video forcing works in the same way as in Lecture Mode when
Presentation Mode is activated, that is, forcing is only enabled at
the conference level, and it only applies to the video layout
viewed by the lecturer.

Telepresence Mode - enables the connection of numerous high
definition telepresence rooms and of different models (such as TPX
and RPX) into one conference maintaining the telepresence
experience. This mode is enabled by a special license.

Encryption - Used to enhance media security at conference and
participant levels. For more information, see "Media Encryption” on
page 2-30.

Conference Recording - The RMX enables audio and video recording
of conferences using Polycom RSS 2000 recording system.

1-5
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Viewing Profiles

Conference Profiles are listed in the Conference Profiles list pane.

1-6

To list Conference Profiles:

1

2

In the RMX Management pane, expand the Rarely Used list.

Click the Conference Profiles button.
The Conference Profiles are displayed in the List pane.

Profile Toolbar Profile List

POLYCOM | RMX 2000

i View Administration Setup Help

PG R L e m

MCU Prefis in GK: 9431 Logout

Bispiay n[statme_[10[StartTon[End i

Dispiay Hame el | B

2 oLy 05300 60z PN 5:22 FT

B3 Mecting Rooms

2 Reservations

Rarely Used

Entry Queues

B Sip Factories
B Log Analysis

4% Factory_video_Profile Auto Layout 384 Kbps  Factory_video_Profile Mo

{866)100gssa1ppy

g
H
8
s
g

| Systemilertsiil  Participantalerts

PortUsage: ¥oice | 0740 MM video |- 677z Bl /)\MCU State: MAJOR

The following Conference Profile properties are displayed in the List

pane:

Table 1-2  Conference Profiles Pane Columns

Field Description
Name The name of the Conference Profile.
Layout Displays either “Auto Layout” or an icon of the

layout selected for the profile.
For information about video layouts, see Table 1-9
"Video Layout Options” on page 1-19.
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Conference Profiles Pane Columns (Continued)

Field

Description

Line Rate

The maximum bit rate at which endpoints can
connect to the conference.

Routing Name

Displays the Routing Name defined by the user or

automatically generated by the system.

Encryption

Displays if media encryption is enabled for the
Profile (Yes). For more information about

encryption, see "Media Encryption” on page 2-30.

Profile Toolbar

The Profile toolbar provides quick access to the Profile functions:

Table 1-3  Profile Toolbar buttons
Button Button Descriptions
Name
=y New Profile To create a new Profile.
EL
% Delete Profile | To delete a profile, click the Profile name and
then click this button.
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Defining Profiles

1-8

Profiles are the basis for the definition of all ongoing conferences,
Reservations, Meeting Rooms, Entry Queues, and Conference Templates
and they contain only conference properties.

To define a new Profile:

1 Inthe RMX Management pane, click Conference Profiles.

2 In the Conference Profiles pane, click the New Profile button.
The New Profile - General dialog box opens.

3 General

5 Advanced Display Mame: I
5 Video Quality
5 Video Settings

3 skins

2 E TS Routing Name:
3 Recording
Line Rate: 3B4Kbps ™

[ High Definition Vidso Switching  [HD720 -

[~ operator Conference

The RMX displays the default settings, so you need only define the
Profile name.
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3  Define the Profile name and, if required, the Profile general
parameters:

Table 1-4  New Profile - General Parameters

Field/Option Description

Display Name Enter a unique Profile name, as follows:

* English text uses ASCII encoding and can contain
the most characters (length varies according to the
field).

e European and Latin text length is approximately
half the length of the maximum.

* Asian text length is approximately one third of the
length of the maximum.

It is recommended to use a hame that indicates the

Profile type, such as Operator conference or Video

Switching conference.

Note: This is the only parameter that must be defined

when creating a new profile.

Routing Name Enter the Profile name using ASCII characters set.

The Routing Name can be defined by the user or

automatically generated by the system if no Routing

Name is entered as follows:

e If an all ASCII text is entered in Display Name, it is
used also as the Routing Name.

* If any combination of Unicode and ASCII text (or
full Unicode text) is entered in Display Name, the
ID (such as Conference ID) is used as the Routing
Name.

Line Rate Select the conference bit rate. The line rate represents
the combined video, audio and Content rate.
The default setting is 384 Kbps.

1-9
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Table 1-4  New Profile - General Parameters (Continued)

Field/Option

Description

High Definition
Video Switching

If the Operator Conference option is selected, this

option is disabled, and the selection is cleared.

When selected, the conference is ultra-high quality

video resolution, in a special conferencing mode which

implies that all participants must connect at the same

line rate and use HD video and all participants with

endpoints not supporting HD will connect as

secondary (audio only).

For more information, see "High Definition Video

Switching” on page 2-8.

Select the High Definition resolution; select either

HD 720p or HD 1080p (in MPM+ mode only).

If HD 1080p is selected, endpoints that do not support

HD 1080p resolution are connected as Secondary

(Audio Only) participants.

Notes:

* High Definition Video Switching conferencing mode
is unavailable to ISDN participants.

Operator
Conference

Select this option to define the profile of an Operator
conference.

An Operator conference can only be a Continuous
Presence conference, therefore when selected, the
High Definition Video Switching option is disabled and
cleared.

When defining an Operator Conference, the Send
Content to Legacy Endpoints option in the Video
Settings tab is cleared and disabled.

For more information, see Chapter 7, “Operator
Assistance & Participant Move” on page 7-1.

4 (lick the Advanced tab.
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The New Profile - Advanced dialog box opens.

> General
> Advanced

> Video Quality
5 Video Settings
5> Skins

> VR

5 Recording

Display Mame: |

[ Encryption
¥ LPR

[ Auto Terminate

Before First Joins: 10 = vinutes
At the End: 1 = winutes

" after last participant quits

@ wihen last participant remains

[ Echo Suppression

[ Keyboard Noise Suppression

5 Define the following parameters:

Table 1-5 New Profile - Advanced Parameters

Field/Option Description

Encryption Select this check box to activate encryption for the
conference. For more information, see RMX 2000
Administrator’s Guide, "Media Encryption” on
page 2-30.

LPR When selected (default for CP conferences), Lost

Packet Recovery creates additional packets that
contain recovery information used to reconstruct
packets that are lost during transmission.

LPR check box is automatically cleared if High
Definition Video Switching is selected, but can be
selected if required. For more information, see RMX
2000 Administrator’'s Guide, "LPR — Lost Packet
Recovery” on page 2-38.
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Table 1-5 New Profile - Advanced Parameters (Continued)

Field/Option

Description

Auto Terminate

When selected (default), the conference automatically
ends when the termination conditions are met:

Before First Joins — No participant has connected to
a conference during the n minutes after it started.
Default idle time is 10 minutes.

At the End - After Last Quits — All the participants
have disconnected from the conference and the
conference is idle (empty) for the predefined time
period. Default idle time is 1 minute.

At the End - When Last Participant Remains —
Only one participant is still connected to the
conference for the predefined time period (excluding
the recording link which is not considered a participant
when this option is selected). This option should be
selected when defining a Profile that will be used for
Gateway Calls and you want to ensure that the call is
automatically terminated when only one participant is
connected. Default idle time is 1 minute.

Note: The selection of this option is automatically
cleared and disabled when the Operator Conference
option is selected. The Operator conference cannot
automatically end unless it is terminated by the RMX
User.

Echo
Suppression

When enabled (default), an algorithm is used to search

for and detect echo outside the normal range of human

speech (such as echo) and automatically mute them

when detected.

Clear this option to disable the Echo Suppression

algorithm.

Notes:

* This option is activated only in MPM+ Card
Configuration Mode.

* The CMA uses the Profiles that are stored in the
RMX. When the Echo Suppression is enabled, it
will be enabled in the conference that is started
from the CMA with that Profile. However, the CMA
does not display an indication that this option is
enabled for the conference.
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Table 1-5 New Profile - Advanced Parameters (Continued)

Field/Option Description
Keyboard Noise | Select this option to let the system use an algorithm to
Suppression search for and detect keyboard noises and
automatically mute them when detected.
Notes:

* This option is activated only in MPM+ Card
Configuration Mode.

* The CMA uses the Profiles that are stored in the
RMX. When the Keyboard Noise Suppression is
enabled, it will be enabled in the conference that is
started from the CMA with that Profile. However,
the CMA does not display an indication that this
option is enabled for the conference.

Click the Video Quality tab.
The New Profile - Video Quality dialog box opens.
FerPrme————————————————————

> General

> Advanced Display Name:
3 Video Quality
3> Vidso Settings

> skins

> VR People Video Definition

5 Recording

Video Quality: Sharpress -

¥ widea Clarity

~ Content Video Definition

Content Settings: Graphics -
Content Protocol: Up taH.264 -
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Define the following parameters:

Table 1-6  New Profile - Video Quality Parameters

Field/Option

Description

People Video Def

inition

Video Quality

Depending on the amount of movement contained in

the conference video, select either:

* Motion — for a higher frame rate without increased
resolution. When selected, Video Clarity is
disabled.

e Sharpness — for higher video resolution and
requires more system resources.
Note: When Sharpness is selected as the Video
Quality setting in the conference Profile, the RMX wiill
send 4CIF (H.263) at 15fps instead of CIF (H.264) at
30fps. For more information, see RMX 2000
Administrator’s Guide, "Video Resolutions in CP” on
page 2-3.

Video Clarity™

When enabled (default), Video Clarity applies video
enhancing algorithms to incoming video streams of
resolutions up to and including SD. Clearer images
with sharper edges and higher contrast are sent back
to all endpoints at the highest possible resolution
supported by each endpoint.

All layouts, including 1x1, are supported.

Note: Video Clarity is enabled only when Video Quality
is set to Sharpness (default setting) and is disabled
when Video Quality is set to Motion.

Video Clarity can only be enabled for Continuous
Presence conferences in MPM+ Card Configuration
Mode.
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Table 1-6  New Profile - Video Quality Parameters (Continued)

Field/Option

Description

Content Video Definition

Content Settings

Select the transmission mode for the Content channel:

Graphics — basic mode, intended for normal
graphics

Hi-res Graphics — a higher bit rate intended for
high resolution graphic display

Live Video — Content channel displays live video

Selection of a higher bit rate for the Content results in
a lower bit rate for the people channel.

For more information, see RMX 2000 Administrator’s
Guide, "H.239" on page 2-12.

Content Protocol

H.263 — Content is shared using H.263 even if some
endpoints have H.264 capability.

Up to H.264 — H.264 is the default Content sharing
algorithm.

When selected:

Content is shared using H.264 if all endpoints have
H.264 capability.

Content is shared using H.263 if all endpoints do
not have H.264 capability.

Endpoints that do not have at least H.263 capability
can connect to the conference but cannot share
Content.
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8

Click the Video Settings tab.
The New Profile - Video Settings dialog box opens.

3 General

3 Advanced Display Name: [
3 Video Quality
5 Video Settings

5 skins {Z’
_— [™ Presentation Mode ™ Telepresence Mode

>

> Recording ™ Lecturer View Switching

[¥ Send Content to Legacy Endpaints
™ same Layout

[T Aute Layout

L

u [ |

Define the video display mode and layout using the following

parameters:

Table 1-7  Profile Properties - Video Settings

Field/Option Description
Presentation Select this option to activate the Presentation Mode.
Mode In this mode, when the current speaker speaks for a

predefined time (30 seconds), the conference changes
to Lecture Mode. When another participant starts
talking, the Presentation Mode is cancelled and the
conference returns to the previous video layout.
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Table 1-7  Profile Properties - Video Settings (Continued)

Field/Option

Description

Lecture View
Switching

Select this option to enable automatic switching of
participants on the Lecturer’s screen when Lecture
Mode is enabled for the conference.

The automatic switching is enabled when the number
of participants exceeds the number of video windows
displayed on the Lecturer’s screen.

Note: Lecture Mode is enabled in the Conference
Properties — Participants tab. For more information,
see "Lecture Mode” on page 2-23.

Send Content to
Legacy
Endpoints

When enabled (default), Content can be sent to H.323/

SIP/ISDN endpoints that do not support H.239 Content

(legacy endpoints) over the video (people) channel.

For more details, see Chapter 2, “Sending Content to

Legacy Endpoints” on page 2-16.

Notes:

e This option is enabled only in MPM+ Card
Configuration Mode and Resource Allocation Mode
is set to Flexible Mode.

e This option is valid when sending Content as a
separate stream is enabled in the System
Configuration and the flag: ENABLE_H239 is set to
YES.

* If High Definition Video Switching option is selected
in the Conference Profile - General tab, the Send
Content to Legacy Endpoints selection is cleared
and the option is disabled.

* If the Same Layout option is selected, the Send
Content to Legacy Endpoints selection is cleared
and is disabled.

Same Layout

Select this option to force the selected layout on all
participants in a conference. Displays the same video
stream to all participants and personal selection of the
video layout is disabled. In addition, if participants are
forced to a video layout window, they can see
themselves.
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Table 1-7  Profile Properties - Video Settings (Continued)

Field/Option

Description

Auto Layout

When selected (default), the system automatically
selects the conference layout based on the number of
participants currently connected to the conference.
When a new video participant connects or
disconnects, the conference layout automatically
changes to reflect the new number of video
participants.

For more information, see Table 1-8 "Auto Layout —
Default Layouts” on page 1-18.

Clear this selection to manually select a layout for the
conference.

The default Auto Layout settings can be customized by
modifying default Auto Layout system flags in the
System Configuration file. For more information see,
"Auto Layout Configuration” on page 16-33.

Telepresence
Mode

Select this option to enable the Telepresence Mode in

the Conference.

Notes:

e This field is enabled only if the RMX system is
licensed for Telepresence Mode.

¢ If the Auto Layout option is selected, the
Telepresence Mode option is disabled.

Table 1-8  Auto Layout — Default Layouts

Number of Video Participants Auto Layout Default Settings
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Table 1-8  Auto Layout — Default Layouts (Continued)
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Number of Video Participants

Auto Layout Default Settings

8+

The RMX supports the VUI addition to the H.264 protocol for endpoints that
transmit wide video (16:9) in standard 4SIF resolution.

10 To select the Video Layout for the conference, click the required
number of windows from the layouts bar and then select the

windows array.

The selected layout appears in the Video Layout pane.

Table 1-9 Video Layout Options

Number of . .
Video Windows Available Video Layouts
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=~ When there is a change of speaker in a Continuous Presence conference, the
-ig ‘ i transition is set by default to fade in the current speaker while fading out the
previous speaker.

To make this transition visually pleasant, fading in the current speaker while
fading out the previous speaker is done over a period of 500 milliseconds.
The Fade In / Fade Out feature can be disabled by adding a new flag to the
System Configuration. The Value of the new flag must be:
FADE_IN_FADE_OUT=NO.

For more information about System Flags, see the RMX 2000 Administrator’s
Guide, Chapter 16, “System Configuration” on page 16-5.

11 Click the Skins tab to modify the background and frames.
The New Profile - Skins dialog box opens.

In Classic View (for the first two skin
options) the frames fill the screen with —9
their borders touching

_ /\
mﬁi

3 General

3 Advanced Display Name: |Rate )
> WVidea Quality
3 Wideo Settings

3 skins

5 IVR

3 Recording
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12 Select one of the Skin options.

system uses a black background and the frames and speaker indication are

@ When Telepresence Mode is enabled, the Skin options are disabled as the

disabled.

13 Click IVR tab.

The New Profile - IVR dialog box opens.

General
Advanced
Wideo Quality
Wideo Settings
skins

I¥YR

L L L L

Recording

Display Mame:  [Rate 760
Conference [VR Service: Caonference IVR Service j
[T Conference Requires Chairperson

14 If required, set the following parameters:

Table 1-10 Profile Properties - IVR

Field/Option

Description

Conference IVR
Service

The default conference IVR Service is selected. You
can select another conference IVR Service if required.
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Table 1-10 Profile Properties - IVR (Continued)

Chairperson

Field/Option Description
Conference Select this option to allow the conference to start only
Requires when the chairperson connects to the conference and

to automatically terminate the conference when the
chairperson exits. Participants who connect to the
conference before the chairperson are placed on Hold
and hear background music (and see the Welcome
video slide). Once the conference is activated, the
participants are automatically connected to the
conference.

When the check box is cleared, the conference starts
when the first participant connects to it and ends at the
predefined time or according to the Auto Terminate
rules when enabled.

15 Optional. Click the Recording tab to enable conference recording
with Polycom RSS 2000.

16 Select the Enable Recording check box.

General
Advanced
Video Quality
Video Settings
Ekins

VR

L T L VL P

Recording

Display Mame: Rate 768

[~ Enable Recording )

Start Recording

Iimmediate\y j

[T audic Cnly
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17 Define the following parameters:

Table 1-11 Profile Properties - Recording Parameters

Parameter

Description

Start Recording

Select one of the following:

¢ Immediately — conference recording is
automatically started upon connection of the first
participant.

¢ Upon Request — the operator or chairperson
must initiate the recording (manual).

Audio Only

Select this option to record only the audio channel of
the conference.

18 Click OK to complete the Profile definition.
A new Profile is created and added to the Conference Profiles list.

Modifying an Existing Profile

You can modify any of the Profile’s parameters but you cannot rename

the Profile.

To modify the Profile Properties:

1  In the Conference Profiles list, double -click the Profile icon or right-
click the Profile icon, and then click Profile Properties.

S wideo7es

Mews Prafile

<

Delete Profile

Profile Properties

The Profile Properties - General dialog box opens.

1-23
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Deleting a Conference Profile

To delete a Conference Profile:

1 In the Conference Profiles list, select the Conference Profile you want to
delete.

2 Click the Delete Profile ( 3¢ ) button.
or
Right-click the Conference Profile to be deleted and select
Delete Profile from the drop-down menu.

A confirmation dialog box is displayed.

3 Click OK in the confirmation dialog box.
4  The Conference Profile is deleted.

7 A Conference Profile cannot be deleted if it is being used by any conferencing
\ ‘ | entities such as Ongoing conferences, Meeting Rooms, Entry Queues, SIP
== Factories and Reservations.
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Additional Conferencing
Information

Various conferencing modes and video features require additional
settings, such as system flag settings, conference parameters and other
settings. In depth explanations of these additional settings are described
in the following sections.

The RMX 2000 can function with two types of video Media Processing
Modules (MPM): MPM and MPM+. These cards differ in their port
capacity and their support of video resolutions. In addition to all video
modes and features supported by MPM cards, MPM+ cards support
additional video resolutions and video quality enhancement such as
Video Clarity™ .

The RMX 4000 contains only MPM+ cards.

Video Session Modes

The RMX offers two video session modes: Continuous Presence and High
Definition Video Switching. The video session type determines the video
display options (full screen or split screen with all participants viewed
simultaneously) and the method in which the video is processed by the
MCU (with or without using the MCU’s video resources).

Dynamic Continuous Presence (CP) Mode

The Continuous Presence mode offers 24 layouts to accommodate
different numbers of participants and conference settings including
support of the VUI annex to the H.264 protocol for endpoints that
transmit wide video instead of 4CIF resolution.
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For conferences with more participants than display squares, the RMX
dynamic video mix capability allows the viewed sites to be modified
throughout the conference. The displayed layout can be changed during
an ongoing conference, allowing a participant to view different screen
layouts of the other conference participants. These layout options allow
conferences to have greater flexibility when displaying a large number of
participants and maximizes the screen’s effectiveness.

High Definition Video Switching Mode

In Video Switching mode all participants see the same video picture (full
screen) and use only one CIF video resource for each connection. The
current speaker is displayed in full screen on all the participants'
endpoints, while the speaker sees the previous speaker. Switching
between participants is voice-activated; whenever a participant starts to
speak, he or she becomes the conference speaker and is viewed on all
screens. All conference participants must use the same line rate and video
parameters such as video protocol, frame rate, annexes and interlaced
video mode as no video processing is performed.

High Definition Video Switching is an ultra-high quality video resolution
enabling compliant endpoints to connect to conferences at resolutions

of 1280x720 pixels (720p) and at line rates ranging from 384kbp to 4Mbps
(with MPM) and 1920 x 1080 pixels (1080p) at line rates ranging from
384kbp to 6Mbps (with MPM+).

HD Video Switching uses less system resources. The maximum
conference size is 160 (RMX 2000) 1080p HD video participants at
2048Kbps, or 80 (RMX 2000) or 160 (RMX 4000) 1080p HD video
participants at 4096 Kbps.

Continuous Presence (CP) Conferencing

2-2

Video quality in Continuous Presence mode is affected by the conference
line rate (that determines the maximum line rate to be used by the
connecting endpoints), and the video capabilities of the endpoints such as
the video protocol, video resolution and frame rate.

The video protocol selected by the system determines the video
compression standard used by the endpoints. In Continuous Presence
conferences, the system selects the best video protocol for the endpoint
according to its capabilities.
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The following Video protocols are supported:

*  H.261 - the video compression algorithm mandatory to all endpoints.
It is used by endpoints that do not support other protocols.

*  H.263 - a video compression algorithm that provides a better video
quality than H.261. This standard is not supported by all endpoints.

* H.264 - a video compression standard that offers improved video
quality, especially at line rates lower than 384 Kbps.

Video Resolutions in CP

The RMX always attempts to connect to endpoints at the highest line rate.
If the connection cannot be established, the RMX attempts to connect at
the next highest line rate at its highest supported resolution.

The video resolution is also defined by the Quality settings:
e Motion, when selected, results lower video resolution.
*  Sharpness, when selected, sends higher video resolution.

The combination of frame rate and resolution affects the number of video
resources required on the MCU to support the call.

Table 2-1  Video Resolution by Line Rate, Frame Rate & Video Resources

Maximum Minimum Maximum Video Resources Required
Resolution | Line Rate Kbps | Frame Rate
MPM+ MPM

CIF 128 30 1 1
2CIF/WCIF 256 30 2.66 2
SD 256 15 2.66 2
SD * 256 30 2.66 4
SD * 1024 60 4 Not Supported
HD720p 1024 30 4 4
HD720p 1920 60 8 Not Supported
HD1080p 4096 30 8 Not Supported

* SD includes all resolutions above 2CIF (576 x 352 pixels) and below HD (720 x 1280 pixels)..
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Additional Video Resolutions in MPM+ Mode

The following higher video quality resolutions are available when the
RMX is working in MPM+ Mode:

« (IF 352 x 288 pixels at 50 fps.

*  WCIF 512 x 288 pixels at 50 fps.
 WSD 848 x 480 pixels at 50 fps.

*  WA4CIF 1024 x 576 pixels at 30 fps.

e HD720p 1280 x 720 pixels at 60 fps.
*  HD 1080p 1920 x 1080 pixels at 30 fps.

The video resolution transmitted to any endpoint is determined by the
endpoint’s capabilities, the conference line rate, the Conference Profile’s
Motion and Sharpness settings and the RMX’s Card Configuration Mode
(MPM or MPM+).

Additional Intermediate Video Resolutions

2-4

Two higher quality, intermediate video resolutions replace the
transmission of CIF (352 x 288 pixels) or SIF (352 x 240 pixels) resolutions
to endpoints that have capabilities between:

*  CIF (352 x 288 pixels) and 4CIF (704 x 576 pixels) - the resolution
transmitted to these endpoints is 432 x 336 pixels.

*  SIF (352 x 240 pixels) and 4SIF (704 x 480 pixels) - the resolution
transmitted to these endpoints is 480 x 352 pixels.

The frame rates (depending on the endpoint’s capability) for both
intermediate resolutions are:

* In MPM Mode - 25 or 30 fps.
* In MPM+ Mode - 50 or 60 fps.
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Video Display with CIF, SD and HD Video Connections

Although any combination of CIF, SD and HD connections is supported
in all CP conferences, the following rules apply:
* Ina1X1 Video Layout:

— SD: If the speaker transmits CIF, the MCU will send CIF to all
participants, including the SD participants. In any other layout
the MCU will transmit to each participant at the participant’s
sending resolution.

— HD: The MCU transmits speaker resolution (including input
from HD participants) at up to SD resolution. If 1x1 is the
requested layout for the entire duration of the conference, set the
conference to HD Video Switching mode.

* Inasymmetrical Video Layouts:

— SD: A participant in the large frame that sends CIF is displayed

in CIF.

— HD: Where participants’ video windows are different sizes, the
RMX transmits HD and receives SD or lower resolutions.

* In panoramic Video Layouts:
— SD: Participants that send CIF also receive CIF.

— HD: the RMX transmits HD and receives SD or lower
resolutions, the RMX scales images from SD to HD resolution.

Setting the Maximum CP Resolution for Conferencing

The maximum CP resolution of the system is determined by the
MAX_CP_RESOLUTION system flag. The default setting of the flag is
HD 1080.

The flag values determine the maximum CP capability that each endpoint
can declare:

Table 2-2  System Flag — MAX_CP_RESOLUTION Values

MPM MPM+
Flag Value
Each endpoint can declare capability up to:
HD1080 HD HD1080
HD720 HD HD720

2-5
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Table 2-2  System Flag — MAX_CP_RESOLUTION Values (Continued)

MPM MPM+
Flag Value
Each endpoint can declare capability up to:
HD HD HD720
SD30 SD30 SD30
SD15 SD15 SD30
CIF CIF

For information about setting system flags, see " Systern Configuration” on

page 16-5.

CP Conferencing with H.263 4CIF

The video resolution of 4CIF in H.263 endpoints is only supported for
conferences in which the video quality is set to sharpness and for line
rates of 384 Kbps to 1920 Kbps as shown in Table 2-3.

Table 2-3  Video Quality vs. Line Rate

Video Quality
Endpoint .
Line Rate Motion Sharpness
Kbps
Resolution St Resolution At
Rate Rate
128 QCIF 30 CIF 30
256 CIF 30 CIF 30
384 - 1920+ CIF 30 ACIF 15

The RMX Web Client supports monitoring of H.263 4CIF information. The
H.245 or SDP tab includes the additional information.
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The creation of a new H.263 4CIF slide is supported in the IVR Service in
addition to the current H.263 IVR slide. If users utilize the default
Polycom slides that are delivered with RMX 2000/4000, the slide’s
resolution will be as defined in the profile, i.e. SD, HD, CIF, etc.... If users
create a custom IVR slide, regardless of its resolution, the slide will be
displayed in CIF resolution.

H.263 4CIF Guidelines

H.263 4CIF is supported with H.323, SIP and ISDN connection
endpoints.

H.263 4CIF is supported in CP mode only. VSW is supported on the
RMX 2000/4000 in HD only.

Click & View is supported in H.263 4CIF.
AES encryption is supported with H.263 4CIF.

H.263 4CIF is supported in recording by the RSS2000 and other
recording devices.

All video layouts are supported in H.263 4CIF, except 1x1 layout. In a
1x1 layout, the resolution will be CIF.

For information about Resource Usage see Table 16-10 on page 16-41.

H.239 is supported in all 3 resolutions and based on the same
bandwidth decision matrix as for HD.

2-7
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High Definition Video Switching

Guidelines

2-8

High Definition Video Switching enables compliant endpoints to connect
to conferences at resolutions of 1280x720 pixels (720p) at line rates ranging
from 384kbp to 4Mb and 1920 x 1080 pixels (1080p) at line rates ranging
from 384kbp to 6Mbps (with MPM+). Video display is in full screen mode
only and video is switched to the speaker.

HD Video Switching uses less system resources than HD CP: only one CIF
video resource per participant for HD resolution.

The supported conference size is up to 80 video participants and 120 voice
participants.

High Definition Video Switching conferences require:
*  All participants to have HD compliant endpoints.

*  All participants to connect using the same conference line rate.

High Definition Video Switching conferencing mode is unavailable to ISDN
participants.

The recommended number of connections at HD1080p resolution in an
RMX 2000 with two MPM+ cards/RMX 4000 with four MPM+ cards is:

Line Rate/Participants | RMX 2000 RMX 4000
2Mbps 160 320
4Mbps 80 160
6Mbps 40 80

*  The display aspect ratio is 4x3 or 16x9.
*  Site names, skins, etc... are not supported in HD Video Switching.
*  Video forcing is enabled at the conference and participant levels.

*  Endpoints that do not support HD or are unable to meet these
requirements connect as Secondary (audio only).
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Enabling HD Video Switching

For the MCU to run HD Video Switching conferences the following
criteria must be met:

* The HD_THRESHOLD_BITRATE flag must be set in the System
Configuration. The value of this flag is the system minimum threshold
bit rate.

==, The HD_THRESHOLD_BIT RATE flag is responsible for negotiation only,
\ ‘ . It does not guarantee that the endpoint will open an HD channel or transmit on
=< an opened HD channel.

e The line rate selected in the conference Profile must be the same as or
higher than that specified by the HD_THRESHOLD_BITRATE flag.

*  The High Definition Video Switching option must be selected in the
profile. For more information see "Defining Profiles” on page 1-8.

* The RMX must have available resources (ports).
*  The endpoints must support HD.

Modifying the HD Video Switching Threshold Bit Rate

To Modify the HD Video Switching Threshold:

1 Click Setup>System Configuration.
The System Flags dialog box opens.

2 Setthe HD_THRESHOLD_BITRATE flag to the required line rate
value (range 384kbps to 4Mbs, default is 768 Kbps).

3 Click OK.
The MCU must be reset the MCU for flag changes to take effect.

For more information see "System Configuration” on page 16-5.

Creating a High Definition Video Switching Profile

An HD Video Switching enabled Profile must be created prior to running
HD Video Switching conferences.

High Definition Video Switching conferences, Entry Queues and Meeting
Rooms are created by selecting an HD Video Switching-enabled Profile
and must be set to the same line rate as the target conference.

To connect to an HD Video Switching conference via an Entry Queue, the
Entry Queue must be HD Video Switching enabled. It is recommended to
use the same Profile for both the target conference and Entry Queue.

2-9
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To Create an HD Enabled Profile:

1

2

In the New Profile - General tab, in the Line Rate field, enter a bit rate
that is higher than the defined HD threshold.

Select the High Definition Video Switching check box.
D

3 General

5 Advanced Display Mame: HD W5
5 Video Quality
5 Video Settings

3 skins

> VR Routing Name:

3 Recording

| Line Rate:

I ¥ High Definition Video Switching  |HD720 j|

[~ operator Conference

Select the resolution for the conference: HD720 or HD1080 (with
MPM+).

Click OK.

For more information, see "Defining Profiles” on page 1-8.
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Monitoring High Definition Video Switching Conferences

HD conferences appear with the HD (g% ) icon in the conferences list to
indicate the currently running HD conference(s).

POLYCOM | RMX 2000

View Administration Setup  Help Signa
G ¥ L el SR o RGO ® e

Name ‘Status |ID |Start'| Mame |Status ‘Rule |IP Addres‘»\l\as Na |Netwurk |D|ahng D||Aud|u |V\\jED ‘E

S5 SUPPOR 69412 12:Z71 | POLYCOM_1269461166 (S5 participants)

{3 POLTCO 78323 1:121| (g EncPart <= conn 172,22, H.323 45 Dialo
i EncPart =@= conn 17222, H323 43 Dialo £
fex EncVidl <@= conn 172,22, H.323 43 Dislo L= &
Ry Encvidz <= conn 172,22, H.323 43 Dislo L= &
S Encvid3 <@= conn 172,22, H.323 4% Dialo o ' &

HD Conference

Monitoring is done in the same way as for standard conferences.

For more information, see "Conference and Participant Monitoring” on
page 9-1.



Chapter 2-Additional Conferencing Information

H.239

The H.239 protocol allows compliant endpoints to transmit and receive
two simultaneous video streams:

* People Conference - Continuous Presence or Video Switched
conference

*  Content Conference - Video Switching conference for content
sharing

By default, all conferences, Entry Queues, and Meeting Rooms launched
on the RMX 2000/ RMX 4000 have H.239 capabilities.

To view Content, endpoints must use the same Bit Rate, Protocol, and
Resolution. An endpoint may not send Content while connecting to an
Entry Queue.

Endpoints without H.239 capability can connect to the video conference
without Content.

Cascade links declare H.239 capabilities and they are supported in Star
and MIH cascading topologies. For more details, see "Cascading
Conferences - H.239-enabled MIH Topology” on page 2-61.

Content Transmission Modes

2-12

The Content channel can transmit one of the following modes:

*  Graphics - default mode, for standard graphics

*  Hi-res Graphics - requiring a higher bit rate, for high quality display
or highly detailed graphics

* Live Video - highest bit rate, for video clips or live video display

The highest common Content bit rate is calculated for the conference each
time an endpoint connects. Therefore, if an endpoint connects to an
ongoing conference at a lower bit rate than the current bit rate, the
Content bit rate for the current conference is re-calculated and decreased.

Bit rate allocation by the MCU is dynamic during the conference and
when the Content channel closes, the video bit rate of the People conference
is restored to its maximum.

During a conference the MCU will not permit an endpoint to increase its
bit rate, it can however change its Content resolution. The RMX can
decrease the allocated Content bit rate during a conference.
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The following table shows the bit rate allocated to the Content channel
from the video channel in each of the three Content modes:

Table 2-4  Bit Rate Allocation to Content Channel

Conf

64/ 1472/1920/
Kbps / 9% 128 | 256 | 384 | 512 | 768 | 1024 4096-VSW
Mode
Graphics 0 64 64 | 128 | 128 | 256 | 256 256
Hi-res 0 64 | 128 | 192 | 256 | 384 | 384 512
Graphics
Live 0 64 | 128 | 256 | 384 | 512 | 768 768
Video

Content Protocol

H.263 Annex T and H.264 protocols are supported for the Content
transmission.

H.264 provides higher video quality at video resolutions of up to HD.

Endpoint Capabilities

If an endpoint that supports only H.263 for Content Sharing connects
to a conference with an Up to H.264 Content sharing Profile:

— H.263 is used for Content if that participant is the first to connect
to the conference

— Content sharing is stopped for all participants if the connection
occurs after Content sharing has started. When Content sharing
is restarted by the user, Content is shared using H.263.

If an endpoint that does not support H.264 Content sharing
disconnects from a conference with an Up to H.264 Content Sharing
Profile, the Content sharing continues using H.263. This is true even if
all the remaining connected endpoints support H.264. If Content
sharing is stopped and restarted by the user, Content sharing is
automatically upgraded to use H.264.

The H239_FORCE_CAPABILITIES System Flag in system.cfg gives
additional control over Content sharing,.

When the flag is set to NO, the RMX only verifies that the endpoint
supports the content protocols: Up to H.264 or H.263.
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When set to YES, the RMX checks frame rate, bit rate, resolution,
annexes and all other parameters of the Content mode as declared by
an endpoint during the capabilities negotiation phase. If the endpoint
does not support the Content capabilities of the MCU the participant
will not be able to send or receive content over a dedicated content
channel. The flag’s default value is NO.

If the System Flag, does not exist in the system, it must be created
using the RMX Menu - Setup option. For more information see the
RMX 2000/4000 Administrator’s Guide, "Modifying System Flags” on
page 16-5.

Entry Queues

The selection of either H.263 or Up to H.264 in the Entry Queue Profile
does not affect how Content is shared.

When the endpoint is moved to the conference from the Entry Queue,
the endpoint shares Content according to the guidelines set out under
Endpoint Capabilities and according to the content protocol that is
defined for the target conference.

Cascade Links

Content is shared across a Cascaded Link using H.263 irrespective of
whether either or both the cascade-enabled Entry Queue and the
Cascaded Link have Up to H.264 Content sharing defined in their profiles.

Defining Content Sharing Parameters for a Conference

2-14

To define Content Sharing Parameters:

1
2

In the RMX Management pane, click Conference Profiles.
In the Conference Profiles pane, click New Profile.

The New Profile - General dialog box opens.

Define the Profile General parameters.

Optional. Click the Advanced tab and define additional conference
parameters.
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5 Click the Video Quality tab.

D

> General

> Advanced Display Mamne: HD WS

> ¥ideo Quality

5 Video Settings

5 Skins

> ¥R ~Feopls Video Definition

5 Recording

videa Quality: Sharpriess =

™ wideo Clarity

[ Content Wideo Definition

Content Settings:

Content Protocol: UptoH.264 -

6 In the Content Video Definition section, select the Content Settings and
Protocol as follows:

Table 2-5 H.239 Content Options

Field Description

Content Select the transmission mode for the Content channel:

Settings e Graphics — basic mode, intended for normal
graphics

* Hi-res Graphics — a higher bit rate intended for
high resolution graphic display
* Live Video — Content channel displays live video

Selection of a higher bit rate for the Content results in a
lower bit rate for the people channel.
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Table 2-5 H.239 Content Options (Continued)

Field Description
Content H.263 — Content is shared using H.263 even if some
Protocol endpoints have H.264 capability.
Up to H.264 — H.264 is the default Content sharing
algorithm.

When selected:

* Content is shared using H.264 if all endpoints have
H.264 capability.

* Contentis shared using H.263 if all endpoints do not
have H.264 capability.

* Endpoints that do not have at least H.263 capability

can connect to the conference but cannot share
Content.

7 Click OK.

Sending Content to Legacy Endpoints
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The RMX can be configured to send Content to H.323/SIP/ISDN
endpoints that do not support H.239 Content (legacy endpoints) over the
video (people) channel, allowing the participants using the legacy
endpoints to view the Content as the other conference participants.

Guidelines for Sending Content to Legacy Endpoints

This option is enabled only in MPM+ Card Configuration Mode and
Resource Allocation Mode is set to Flexible Mode.

This option is valid when sending Content as a separate stream is
enabled in the System Configuration and the flag: ENABLE_H?239 is set
to YES.

One additional SD (3CIF) video resource is allocated to the
conference when Content is sent to legacy endpoints. The allocation
is done only when a legacy endpoint is connected to the conference
and a Content session is initiated and transmitted via the video
channel.

Once the resource is allocated, it remains allocated to the conference
until the conference ends.
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If the system cannot allocate the resource required for sending the
Content, the conference status changes to “Content Resource
Deficiency” and Content will not be sent to the legacy endpoints.

As the resource required for sending Content to legacy endpoints is
allocated on the fly, when scheduling a reservation, in rare occasions
when the MCU is fully loaded, “Resource deficiency” may be
encountered. This may prevent participants from connecting to the
conference or from Content being sent to the legacy endpoint. To
ensure resource for sending Content to legacy endpoints, add one
resource to the number of resources defined in the Reserve Resources
for Video Participants field, in the Conference Properties - General dialog
box.

*  Non-H.239 (legacy) endpoints receive the Content via the video
channel using the same video protocol and resolution with which
they receive video.

*  The highest Content resolution is HD720p, even if HD1080p is
selected in the Profile.

*  Content cannot be sent to legacy endpoints when Same Layout mode
is selected for the conference.

*  This option in not supported in High Definition Video Switching
conferences.

*  When Content is transmitted, the Site Name of the endpoints cannot
be viewed.

*  Content can be sent to legacy endpoints in gateway calls.

*  When moving a legacy participant to the Operator conference, Content
will not be available to the legacy endpoint.

Interoperability with Polycom CMA and DMA

The CMA uses the Profiles that are stored in the RMX. If the Send Content
to Legacy Endpoints option is enabled in the Conference Profile, this option
will be enabled in the conference started from the CMA that uses that
Profile. However, the CMA does not display an indication that this option
is enabled for the conference.
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A new conference can be started on the DMA using a Conference Profile
that is defined on the RMX or by defining all the conference parameters.
The Send Content to Legacy Endpoints option can be enabled only in the
Conference Profile defined in the RMX, therefore, to include this option in
the conference started on the DMA use an RMX existing Profile. However,
the DMA does not display an indication that this option is enabled for the
conference.

Content Display on Legacy Endpoints

When Contents is sent to legacy endpoints, their video layout
automatically changes to a “Content layout” which is defined by the
system flag LEGACY_EP_CONTENT_DEFAULT_LAYOUT and the
Content is shown in the larger/top left (“speaker”) window. The video
layouts of the other conference participants do not change.

The switch to the Content layout occurs in the Auto Layout, Presentation
Mode, Lecture Mode and when a layout is selected for the conference.
However, in Lecture Mode, when Content is sent to legacy endpoints,
when switching to the Content layout, the Content is shown in the
“lecturer/speaker” window and the lecturer is show in a second window.
If the layout contains more than two windows, all other windows will be
empty. All other participants will see the lecturer in full screen.

In Same Layout mode, Content cannot be sent to legacy endpoints.

The LEGACY_EP_CONTENT_DEFAULT_LAYOUT Flag default is set to
a layout of 1+4 where the Content is shown in the large window and the
other conference participants are shown in the small windows. This
default value can be changed in the System Configuration.

When Content is stopped, the layout of the legacy participants returns to
the last video layout seen prior to the Content mode.

The Legacy participants can change their layout using Click& View. In such
a case, the Content is forced to the “speaker” window.

The RMX user can also change the layout for the participants the legacy
endpoints (selecting personal layout).

When forcing a video participant to the Content window (instead of
Content), the Content display can be restored only by selecting any other
video layout.
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Enabling the Send Content to Legacy Endpoints Option

The Send Content to Legacy Endpoint option is enabled in the Conference
Profile - Video Settings tab. It is selected by default.

3 General

3 Advanced Display Name: [
3 Video Quality
5 Video Settings

5 skins {Z’
_— [™ Presentation Mode ™ Telepresence Mode

>

> Recording ™ Lecturer View Switching

¥ Send Content to Legacy Endpaints
[ same Layout

[T Aute Layout

L

u [ |

If High Definition Video Switching option is selected in the Conference Profile
- General tab, the Send Content to Legacy Endpoints selection is cleared and
the option is disabled.

If the Same Layout option is selected in the Conference Profile - Video Settings
tab, the Send Content to Legacy Endpoints selection is cleared and is
disabled.
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Changing the Default Layout for Displaying Content
on Legacy Endpoints

The default layout that will be used to display Content on the screens of
legacy endpoints is defined by the system flag
LEGACY_EP_CONTENT_DEFAULT_LAYOUT.

The configured default layout is 1+4 (mg CP_LAYOUT_1P4VER). You can
change the default layout configuration by entering a new value for the
flag in the system configuration.

To modify system flags:
1 Onthe RMX 2000 menu, click Setup > System Configuration.
The System Flags dialog box opens.

2 Inthe MCMS_PARAMETERS tab, click the
LEGACY_EP_CONTENT_DEFAULT_LAYOUT entry.
The Update Flag dialog box is displayed.

3 Inthe Value field, enter the flag value for the required layout as
follows:

Table 2-6 LEGACY_EP_CONTENT_DEFAULT_LAYOUT Flag Values

Layout Flag Value
D CP_LAYOUT 1X1
nn CP_LAYOUT_1X2
= CP_LAYOUT_1X2HOR
=/

CP_LAYOUT_1X2VER
oo - -
o CP_LAYOUT_2X1
O
g CP_LAYOUT_1P2HOR




Polycom RMX 2000/4000 Administrator’s Guide

Table 2-6 LEGACY_EP_CONTENT_DEFAULT_LAYOUT Flag Values
(Continued)

Layout Flag Value

=

a0 CP_LAYOUT_1P2HOR_UP

M8 CP_LAYOUT 1P2VER

og

oo CP_LAYOUT_2X2

g CP_LAYOUT_1P3HOR_UP
E CP_LAYOUT_1P3VER

[ CP_LAYOUT_1P4HOR_UP

ﬁ CP_LAYOUT_1P4HOR

CP_LAYOUT_1P4VER

CP_LAYOUT 1P5

Eg CP_LAYOUT_1P7

ﬂﬂﬂ:

LR CP_LAYOUT_1P8UP

/=

ﬁ CP_LAYOUT_1P8CENT
% CP_LAYOUT_1P8HOR_UP
[=T=T=]

aog CP_LAYOUT_3X3
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Table 2-6 LEGACY_EP_CONTENT_DEFAULT_LAYOUT Flag Values

(Continued)
Layout Flag Value
b CP_LAYOUT 2P8
EEE CP_LAYOUT_1P12
gooo CP_LAYOUT_4X4
4 C(Click OK.
The flag is updated in the MCMS_PARAMETERS list.
5 Click OK.
‘f""""’ﬂ;, For flag changes to take effect, reset the MCU. For more information, see the

'/

RMX 2000/4000 Administrator’s Guide, "Resetting the RMX" on page 16-107.

Stopping a Content Session

In some cases, when one participant ends the Content session from his/
her endpoint, the Content token is not released and other participants
cannot send Content.

The RMX User can withdraw the Content token from the current holder
and to return it to the MCU for assignment to other endpoints.
To end the current Content session:

>> In the Conferences list pane, right-click the conference icon and then
click Abort H.239 Session.

[Conferences T S PartiCipants §
G K £ (o |m o by <
Display Mame ‘Status ‘ |Name

'S4 SUPPGRT 20371120 i = suppoRT 2

Delete Conference B

Save Col emplate

Abort H.239 Session

Conference Properties
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Lecture Mode

Lecture Mode enables all participants to view the lecturer in full screen
while the conference lecturer sees all the other conference participants in
the selected layout while he/she is speaking. When the number of sites/
endpoints exceeds the number of video windows in the layout, switching
between participants occurs every 15 seconds.

Automatic switching is suspended when one of the participants begins
talking, and it is resumed automatically when the lecturer resumes
talking.

Enabling Lecture Mode

Lecture Mode is enabled at the conference level by selecting the lecturer.

Automatic switching between participants viewed on the lecturer’s screen
is enabled in the conference Profile.

Enabling the Automatic Switching

>> In the Profile Properties - Video Settings dialog box, select the Lecturer
View Switching check box.

s General -

3 Advanced Display Name:
> Video Quality

3 Video Settings
3 Skins

> IVR

3 Recording @ Lecturer View Switching

™ Presentation Mode [~ Telepresence Mode

I Send Content to Legacy Endpoints
™ same Layout

™ Auto Layout

r |

| =l

This option is activated when the conference includes more sites than
windows in the selected layout. If this option is disabled, the
participants will be displayed in the selected video layout without
switching.

For more information about Profile definition, see "Defining Profiles”
on page 1-8.
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Selecting the Conference Lecturer

A conference can be set to Lecture Mode when:

*  Defining a new ongoing Conference, after the adding or defining the
participant to be designated as lecturer

*  During an ongoing conference, after the participant (to be designated
as lecturer) has connected to the conference.

To enable Lecture Mode for the Conference:

>> In the Conference Properties - Participant dialog box, select the Lecturer
from the list.

FEw Conference .

Display Name: [History 101
> Infarmstion et T
Name *[1P Addres|Alias Na_|Netwark [Dialing Dil Encryption
R Mum 17222, H323  Dialout  auto
Ry Potsr 17222, Ha23  Disl oot auta
\% Rolan 172.21. H323  Dialout  auto

Stefa 24.23.2 H.323 Dial out  auta

172.18. Schutz H.323 Dial in auta

Rerove Add from Address Book

Lecturer: [None] ~| I pial out Manually

Horel
Mumbai V5

Peter

Foland

Tom Schutz - Polyeom

Restricting Content Broadcast to Lecturer

Content broadcasting can be restricted to the conference lecturer only,
when one of the conference participants is set as the lecturer (and not
automatically selected by the system). Restricting the Content Broadcast
prevents the accidental interruption or termination of H.239 Content that
is being shared in a conference.
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Content Broadcast restriction is enabled by setting the
RESTRICT_CONTENT_BROADCAST_TO_LECTURER system flag to
ON. When set to OFF (default) it enables all users to send Content.

When enabled, the following rules apply:

* Content can only be sent by the designated lecturer. When any other
participant tries to send Content, the request is rejected.

* If the RMX user changes the designated lecturer (in the Conference
Properties - Video Settings dialog box), the Content of the current
lecturer is stopped immediately and cannot be renewed.

e The RMX User can abort the H.239 Session of the lecturer.

*  Content Broadcasting is not implemented in conferences that do not
include a designated lecturer and the lecturer is automatically
selected by the system (for example, in Presentation Mode).

Lecture Mode Monitoring

A conference in which the Lecture Mode is enabled is started as any other
conference. The conference runs as an audio activated Continuous
Presence conference until the lecturer connects to the conference. The
selected video layout is the one that is activated when the conference
starts. Once the lecturer is connected, the conference switches to the
Lecture Mode.

When Lecturer View Switching is activated, it enables automatic switching
between the conference participants in the lecturer’s video window. The
switching in this mode is not determined by voice activation and is
initiated when the number of participants exceeds the number of
windows in the selected video layout. In this case, when the switching is
performed, the system refreshes the display and replaces the last active
speaker with the current speaker.

When one of the participants is talking, the automatic switching is
suspended, showing the current speaker, and it is resumed when the
lecturer resumes talking.

If the lecturer is disconnected during an Ongoing Conference, the
conference resumes standard conferencing.

Forcing is enabled at the Conference level only. It applies only to the
video layout viewed by the lecturer as all the other conference
participants see only the lecturer in full screen.
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If an asymmetrical video layout is selected for the lecturer (i.e. 3+1, 4+1,
8+1), each video window contains a different participant (i.e. one cannot
be forced to a large frame and to a small frame simultaneously).

When Lecture Mode is enabled for the conference, the lecturer is indicated
by an icon (&) in the Role column of the Participants list.

e L
O Bl a ® G @ == (e 4

Mame |Status |ROIe |IP Addres|AIias Ma |Netw0rk |Dia|ing Di|Audi0 |\.-'id
= POLYCOM_1346662979 (6 participants)

f Brian W= connected 0 172.22. H.323 42 Dialo

fax Debb «@= connected 172.22.  deb H.323 42 Dialo

fax Duke =@= connected 172.22. H.323 42 Dialo

fax Ipow =@= connected 172.22. H.323 42 Dialo

fax Sabr «@= connected 172.22. H.323 42 Dialo

fax ZivN W= connected 172.22.  Ziv Nam H.323 42 Dialo

Participant désignated as the
Lecturer

To control the Lecture Mode during an Ongoing Conference:

During the Ongoing Conference, in the Conference Properties - Video

Settings dialog box you can:

* Enable or disable the Lecture Mode and designate the conference
lecturer in the Lecturer list; select None to disable the Lecture Mode or
select a participant to become the lecturer to enable it.



Designate a new lecturer.
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ATstory 10T Properties
3 General
Display Name:
S vareed play [Faistory 100
2 Midoalua Duration: i=:m 5
5 video se
> Skins
[~ Presentation Made [T Telepresence M
5 VR
3 Information [T Lecturer wiew Switching Lecturer: Wanda =
. [Hone]
5 Recording ¥ send Comtent to Legary Endpaints ke
Fivan
I =ame Layout
¥ Auto Layout
1]
2o =l

]

Enable or disable the Lecturer View Switching between participants
displayed on the lecturer monitor window by selecting or clearing
the Lecturer View Switching check box.

Change the video layout for the lecturer by selecting another video

layout.
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Closed Captions
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Endpoints can provide real-time text transcriptions or language
translations of the video conference by displaying closed captions. The
captions for a conference may be provided by the captioner who is
present in the conference, or the captioner may use a telephone or web
browser to listen to the conference audio. When the captioner sends a unit
of text, all conference participants see it on the main monitor for 15
seconds. The text then disappears automatically.

The captioner may enter caption text using one of the following methods:
*  Remotely, via a dial-up connection to the system’s serial RS-232 port.
*  In the room using equipment connected directly to the serial port.

* In the room or remotely, using the Polycom HDX web interface.

Closed Captions Guidelines

*  The Captions display properties are configured on the endpoint
sending the captions.

*  Closed Captions content is defined from the endpoint. The RMX only
transmits it to the endpoints.

*  When enabled, Closed Captions are available to all endpoints
supporting FECC.

*  Closed Captions are supported in H.323 and SIP connections.

* The FECC indications during ongoing conferences are used when
closed captions are active.

*  When Closed Captions are enabled, muting an endpoint may cause
the display of the “Far Mute” indication on all the screens of the
endpoints connected to the conference.

*  The Closed Captions option is not supported in cascading
conferences (they can only be viewed in the local conference) as
FECC is not supported in cascading links.

*  Site name display is not affected by closed captions display.

* Closed Captions are supported by the RMX in the following
configurations and conferencing modes:
— MPM and MPM+ Card Configuration Modes.

— High Definition Video Switching and Continuous Presence
conferencing modes.
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— Encrypted and non-encrypted conferences.
— Conferences with Content.

Enabling Closed Captions

o~
' 7

Closed Captions are enabled by a system flag. By default, Closed Captions

are disabled.

To change the flag value:

1 Onthe RMX 2000 menu, click Setup > System Configuration.
The System Flags dialog box opens.

2 Inthe MCMS_PARAMETERS tab, click the New Flag ( EREIGEE
button.
The New Flag dialog box is displayed.

3 Inthe New Flag field enter ENABLE_CLOSED_CAPTION.

4 Inthe Value field enter YES to enable Closed Captions or NO to disable
their display.

5 Click OK to close the New Flag dialog box.
The new flag is added to the flags list.

6 Click OK to close the System Flags dialog box.

For flag changes to take effect, reset the MCU. For more information, see the
RMX 2000/4000 Administrator’s Guide, "Resetting the RMX” on page 16-107.

2-29



Chapter 2-Additional Conferencing Information

Media Encryption

Encryption is available at the conference and participant levels, based on
AES 128 (Advanced Encryption Standard) and is fully H.233/H.234
compliant and the Encryption Key exchange DH 1024-bit (Diffie-
Hellman) standards.

Media Encryption Guidelines

2-30

Encryption is not available in all countries and it is enabled in the
MCU license. Contact Polycom Support to enable it.

Endpoints must support both AES 128 encryption and DH 1024 key
exchange standards which are compliant with H.235 (H.323) to
encrypt and to join an encrypted conference.

The encryption mode of the endpoints is not automatically
recognized, therefore the encryption mode must be set for the
conference or the participants (when defined).

Media Encryption for ISDN/PSTN participants is implemented in RMX
systems with MPM+ cards only.

Conference level encryption must be set in the Profile, and cannot be
changed once the conference is running.

If an endpoint connected to an encrypted conference stops encrypting
its media it is disconnected from the conference.

Mixing encrypted and non-encrypted endpoints in one conference is
possible, based on system flag settings:
(ALLOW_NON_ENCRYPT_PARTY_IN_ENCRYPT_CONF).

The behavior is different for H.323 and ISDN participants.

In Cascaded conferences, to encrypt the conferences the link between
the cascaded conferences must be encrypted.

Media Encryption for ISDN/PSTN (H.320) participants is not
supported in cascaded conferences.

The recording link from an encypted conference to the RSS set to
encryption can be encrypted. For more details, see "Recording Link
Encryption” on page 10-5.

You can define whether access to conferences for encrypted and non-
encrypted participants is done at the conference level or at the participant
level.
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Conference Access

When H.323 and ISDN participants connect directly to the conference,

they can be defined or undefined participants. Undefined Participants can
connect to an encrypted conference only if the endpoint’s encryption is set
to YES; otherwise, the endpoint’s encryption is considered as if set to NO.

Encrypted ISDN/PSTN Participant can connect to a non-encrypted
conference while encrypted H.323 participants cannot connect to a non-
encrypted conference.

Non-encrypted participants can connect to an encrypted conference only
if they are defined in the conference’s participants list (defined
participants) and the system flag
ALLOW_NON_ENCRYPT_PARTY_IN_ENCRYPT_CONF is set to YES.
This flag does not apply to undefined participants. Table 2-7 summarizes
the conference access options for defined participants:

Table 2-7 Defined H.323 Participant Connection to the Conference Based on the
Encryption Settings

ALLOW_NON_ Conference Participant Participant
ENCRYPT_PARTY_ Encryption Encryption Connection
IN_ENCRYPT_CONF | Setting Setting Permitted

NO Yes Auto Yes (encrypted)

NO Yes No No

NO Yes Yes Yes (encrypted)

NO No Auto Yes (nhon-encrypted)
NO No No Yes (nhon-encrypted)
NO No Yes No

YES Yes Auto Yes (encrypted)
YES Yes No Yes (non-encrypted)
YES Yes Yes Yes (encrypted)
YES No Auto Yes (nhon-encrypted)
YES No No Yes (nhon-encrypted)
YES No Yes No
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Defined ISDN participant connection to the conference is enabled
according to the flag setting and the conference encryption setting.

Encryption Settings

Table 2-8 Defined ISDN Participant Connection to the Conference Based on the

ALLOW_NON_ Conference Participant Participant
ENCRYPT_PARTY_ Encryption Encryption Connection
IN_ENCRYPT_CONF | Setting Setting Permitted

NO Yes Auto Yes (encrypted)

NO Yes No No

NO Yes Yes Yes (encrypted)

NO No Auto Yes (non-encrypted)
NO No No Yes (non-encrypted)
NO No Yes Yes (encrypted)
YES Yes Auto Yes (encrypted)
YES Yes No Yes (non-encrypted)
YES Yes Yes Yes (encrypted)
YES No Auto Yes (non-encrypted)
YES No No Yes (non-encrypted)
YES No Yes Yes (encrypted)

Entry Queue Access

To be able to join a conference from an Entry Queue as an encrypted
participant, encryption must be enabled in the Profile assigned to the
Entry Queue. All non-encrypted participants connecting to an encrypted
Entry Queue are disconnected from the MCU.

When an undefined participant connects to an Entry Queue the
participant inherits the encryption characteristics of the Entry Queue as

defined in the Entry Queue’s profile.
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The participant’s move to the destination conference will be successful
depending on the Encryption flag setting and the destination conference
encryption setting, as summarized in Table 2-9:

Table 2-9 Encryption: Flag vs. Conference and Entry Queue Settings When
H.323 Participant Encryption is set to Auto

ALLOWNON_ | Enry Queue | TSR0 | CO00E,
ENCRYPT_PARTY_ Encryption Encrvption Move fFr’om EQ
IN_ENCRYPT_CONF | Setting P

Setting to Conference
NO Yes No No
NO Yes Yes Yes
NO No No Yes
NO No Yes No
YES Yes No No
YES Yes Yes Yes
YES No No Yes
YES No Yes Yes

Table 2-10 Encryption: Flag vs. Conference and Entry Queue Settings When
ISDN Participant Encryption is set to Auto

N - T o
ENCRYPT_PARTY _ Encryption Encrvption Move frr)om EQ
IN_ENCRYPT_CONF | Setting ryp

- - Setting to Conference
NO Yes No Yes
NO Yes Yes Yes
NO No No Yes
NO No Yes No
YES Yes No Yes
YES Yes Yes Yes
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Table 2-10 Encryption: Flag vs. Conference and Entry Queue Settings When
ISDN Participant Encryption is set to Auto (Continued)

ALLOWNON. | Enry Queue | CCRIE00 | IR
ENCRYPT_PARTY_ Encryption Encrvotion Move frr)om EQ
IN_ENCRYPT_CONF | Setting 'yp

Setting to Conference
YES No No Yes
YES No Yes Yes

Move Guidelines

*  When participants are moved to another conference their encryption
settings are evaluated to determine if the move is permitted. If not,
the move fails and the participants remain in their original conference.

*  When the flag is set to YES, participants can move between conferences
that have different encryption settings. For example, encrypted
participants can move to encrypted and non-encrypted conferences.

*  When the flag is set to NO, the participant’s encryption setting must
match the conference encryption setting to be moved to the other
conference. For example, encrypted participants can move only from
an encrypted conference to another encrypted conference.

Encryption Flag Settings

2-34

To modify the Encryption flag:

1 Click Setup>System Configuration.

The System Flags dialog box opens.

2 Setthe ALLOW_NON_ENCRYPT _PARTY_IN_ENCRYPT_CONF

flag to YES or NO.
3 Click OK.

For more information, see "System Configuration” on page 16-5.
>> Reset the MCU for flag changes to take effect.
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Enabling Encryption in the Profile

Encryption for the conference is in the Profile and cannot be changed once
the conference is running.
To enable encryption at the conference level:

>> In the Conference Profile Properties - Advanced dialog box, select the
Encryption check box.

3 Gensral

Display Narme:

5 Video Quality

5 Video Settings

5 skins
3 IR

3 Recarding ¥ Encryption
¥ LPR
¥ Auto Terminate

Before First Joins: 10 3: Minutes

At the End: 1 e
@ After last participant quits

€ When last participant remains

¥ Echo Suppression

" Keyboard Moise Suppression

EEa
The recording link from an encypted conference to the RSS set to
encryption can be encrypted. For more details, see "Recording Link
Encryption” on page 10-5.

Enabling Encryption at the Participant Level

You can select the encryption mode for each of the defined participants.
Encryption options are affected by the settings of the flag in the system
configuration. Undefined participants are connected with the Participant
Encryption option set to Auto, inheriting the conference/Entry Queue
encryption setting.
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To enable encryption at the participant level:

>> In the Participant Properties — Advanced dialog box, in the Encryption
list, select one of the following options: Auto, On, or Off.

New Participan -

3 General

3 Advanced Name:

3 Information

Bit Rate: Suto - Khits/sec
Wideo Protocal: Auto B
Broadcasting Walumne: . =

Listening Volumes:

| Encryption: Auto B

3 General

Hame:
» Information Endpoint Wehsite

Video Bit Rate: W Auto Autornatic 3: Kbits/sec

Videa Protocol: At |
Broadcasting Yolurne: . ,-' .. 5
Listening Yolurne: . ,-' ]
Encryption: Auto B
Telepresence Mods: Mane -

¥ aGC

— Auto - The participant inherits the conference/Entry Queue
encryption setting. The participant connects as encrypted only if
the conference is defined as encrypted.

— Yes - The participant joins the conference/Entry Queue is
encrypted.

— No - The participant joins the conference/Entry Queue is
non-encrypted.
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Monitoring the Encryption Status

The conference encryption status is indicated in the Conference Properties -
General dialog box.

The participant encryption status is indicated by a check mark in the
Encryption column in the Participants list pane.

An encrypted participant who is unable to join a conference is
disconnected from the conference. The disconnection cause is displayed
in the Participant Properties — Connection Status tab, Security Failure
indication, and the Cause box identifies the encryption related situation.

For more information about monitoring, see "Conference and Participant
Monitoring” on page 9-1.
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LPR - Lost Packet Recovery

Lost Packet Recovery (LPR) and Dynamic Bandwidth Allocation (DBA) help
minimize media quality degradation that can result from packet loss in
the network.

Packet Loss

Packet Loss refers to the failure of data packets, transmitted over an IP
network, to arrive at their destination. Packet Loss is described as a
percentage of the total packets transmitted.

Causes of Packet Loss

Network congestion within a LAN or WAN, faulty or incorrectly
configured network equipment or faulty cabling are among the many
causes of Packet Loss.

Effects of Packet Loss on Conferences
Packet Loss affects the quality of:

* Video - frozen images, decreased frame rate, flickering, tiling,
distortion, smearing, loss of lip sync
*  Audio - drop-outs, chirping, audio distortion

*  Content - frozen images, blurring, distortion, slow screen refresh rate

Lost Packet Recovery

The Lost Packet Recovery (LPR) algorithm uses Forward Error Correction
(FEC) to create additional packets that contain recovery information.
These additional packets are used to reconstruct packets that are lost, for
whatever reason, during transmission. Dynamic Bandwidth Allocation
(DBA) is used to allocate the bandwidth needed to transmit the additional
packets.
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Lost Packet Recovery Guidelines

LPR is supported in H.323 networking environments only.

In LPR-enabled Continuous Presence conferences:

— Both LPR-enabled and non LPR-enabled endpoints are
supported.

— The LPR process is not applied to packet transmissions from non
LPR-enabled H.323, SIP and H.320 endpoints.

In LPR-enabled Video Switched conferences:
— SIP and H.320 endpoints are not supported.
— Cascaded links to MGC are not supported.

— Non H.323 participants cannot be created, added or moved to
LPR-enabled Video Switched conferences.

When connecting via an Entry Queue:
— A participant using an LPR-enabled endpoint cannot be moved
to a non LPR-enabled conference.

— SIP and H.320 participants cannot be moved to LPR-enabled
Video Switched conferences.

If packet loss is detected in the packet transmissions of either the
video or Content streams:

— LPRis applied to both the video and Content streams.

— DBA allocates bandwidth from the video stream for the insertion
of additional packets containing recovery information.

Enabling Lost Packet Recovery
LPR is enabled or disabled in the Conference Profile dialog box.

CP Conferences - LPR is enabled by default in the New Profile -
Advanced dialog box.

HD VSW Conferences - If High Definition Video Switching is selected,
the LPR check box is automatically cleared and LPR is disabled. LPR
can be enabled for HD VSW conferences but H.320 and SIP
participants will not be able to connect.

For more information, see "Defining Profiles” on page 1-8.
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Monitoring Lost Packet Recovery

In the Participant Properties - H.245 tab, LPR activity is displayed in all
three panes.

andaProperties

> General
3 Advanced Marme: Endpoint Website
3 Information
3 Media Sources
 Remote_Caparbibhe. rRemote Communication Mode
3 Connection Status ,Hﬁﬁtontro\ = G7221C_48k - 1 frame per packet =
7T |LPR- H2E4 - 336000 bps
» Channel Status versionlD 1 Baseline Profile
minProtectionPeriod 150 Level 2
» ChannelStatus - Advq || | o oupiolaclionPeiiod 150 CustomMaHMEPS ol 40 (20000 ME /3]
5 Gatekesper Status maxRecoverySet 24 Cush
\| maxRecoveryPackets 5 p - 128000 bps
NNagiPacketSize 1260 ¢ | H.239 Role: Presentation
G7: s el 4CIF at 15 fps
Supported Rates are: CIF &t 30 fps
48K 32K 24K, GCIF at 30 fps
Siren14_48k - 2 frames per packet Annex T
Sirenld_32k - 2 frames per packet ®GA - Standard MPI: 4
Siren14_24k - 2 frames per packet N SVGEA - Standard MPI: 3
G7221_32k - 2 frames per packet - Standard MPI: 2
G7221_24k - 2 frames per packet - |
GF11UlawEdk - 40 mill packet duration —
G7114lawEdk - 40 mill packet duration
H261 - 334000 bps rLocal Communication Mode————)
CIF at 30 fps G7221C_48k - 1 frame per packet -
[CIF at 30 fps H264 [Trarsmit] - 236000 bps ]
H2E3 - 384000 bps Baseli
ACIF at 15 fps
CIF at 30 fps 1 CustomiaxMBPS at 40 (20000 MB /<)
QCIF at 30 fps CustomiasFS at 7 (1792 MBs]
SOCIF at 30 fps H2E3 [Transmit] - O bps
Arnex F H.239 Role: Presentation
Annex T 4CIF at 15 fps
VGA - Standard MPI: 2 CIF at 30 fps
Genericviden - -100 bps, Generic Yideo GCIF at 30 fps
Algorithrn _I N _I
= -
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In the Participant Properties — Channel Status tab, check box indicators show
LPR activation in the local and remote (transmit and receive) channels.

WandaProperties

3 General
3 Advanced Marne: \wWanda Endpoint Website
» Information
3 Media Sources
5 H.245 Channels Used:
Channel |Faulty |Bit Rate |Pacl<at Ln| Fraction L|Jitter (Pe |Pacl<ats N| Latency | %
¥ audio 48.0 il 0.00%( 0(1) 31747 0
W Wideo 331.2 o 0.00%( 19(19) 31z80 o
3 Gatekeeper Status W Wideo 336.0 o 0.00%( 8(8) 37468 o
¥ Cont 0.0 il 0.00%(  0(0) il il
¥ Cont 0.0 il 0.00%(  0(0) il il 1
¥ FECC 0.0 il 0.00%(  0(0) 3 il
A FECr nn il nones  0iny il &

Sync Status:

Channel |Source |Posit\on |Protoco| SynclLoss |Wideo Intra Sync|Wideo Resalutio
video  wanda [l 0o m]

|Rate Video Sync Loss | LPR activation

Tx 384000 0 (1) o4
R 384000 ml) 0 €—

[T FECC Token [T content Token
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Telepresence Mode

RMX 2000 supports the Telepresence Mode allowing multiple
participants to join a telepresence conference from RPX and TPX high
definition rooms as well as traditional, standard definition video
conferencing systems.

TPX (Telepresence) and RPX (Realpresence) room systems are configured
with high definition cameras and displays that are set up to ensure that all
participants share a sense of being in the same room.

Figure 2-1 Realpresence Participants using two RPX HD 400 Room Systems

The following are examples of situations where an RMX is needed for
Telepresence configurations:

e RPXtoTPX
*  RPX 2-cameras/screens to RPX 4-cameras/screens
* 3 or more RPXs

e 3 ormore TPXs

RMX Telepresence Mode Guidelines

System Level

*  The RMX system must be licensed for Telepresence Mode.

*  The system must be activated with a Telepresence enabled license key.
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Conference Level

If the RMX is not licensed for Telepresence Mode, the Telepresence
option is not displayed in the New Profile dialog box

A Telepresence conference must have Telepresence Mode enabled in its
profile.

When Telepresence mode is selected in a conference profile, the
following options are disabled:

— borders

— site names

— speaker indication

— skins

— same layout

— presentation mode

— auto layout

— lecture mode

The master (center) camera is used for video, audio and content.
Conference Templates can be used to simplify the setting up

Telepresence conferences where precise participant layout and video
forcing settings are crucial. Conference Templates:

— Save the conference Profile.

— Save all participant parameters including their Personal Layout
and Video Forcing settings.

An ongoing Telepresence conference can be saved to a Conference
Template for later re-use.

For more information see "Conference Templates” on page 8-1.

Room (Participant/Endpoint) Level

To the RMX, each camera in a Telepresence room is considered to be an
endpoint and is configured as a participant.

The Telepresence Mode field is always displayed in the New Participant
dialog box. If the system is not licensed for Telepresence this field is
automatically set to None.

Telepresence participants (endpoints) must be specified as:
— RPX - transmitting 4:3 video

or
— TPX - transmitting 16:9 video
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RPX and TPX Video Layouts

2-44

Additional video layouts have been created to give Telepresence operators
more video layout options when configuring TPX and RPX room systems.
These additional video layout options are only available when

Telepresence is selected in the conference profile.

Table 2-11 TPX / RPX — Additional Video Layouts

Layouts
Number of o
Endpoints
P TPX RPX
1
43| 43| |43] 43 |
3
4:31 4:3 4:31] 4.3
4:31] 4:3 4:31] 4:3
4:31 4:3 4:3 143
4 4:31 4:3 4.3 143
4:31 4.3 4:31 4.3




Table 2-11 TPX / RPX — Additional Video Layouts (Continued)
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Number of
Endpoints

Layouts

TPX

RPX

10+
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The following example illustrates the use of standard and additional RMX
Telepresence layouts when connecting four Room Systems as follows:

*  Two TPX Room Systems
— 2 active cameras
— 6 screens

*  Two RPX Room Systems

— 8 cameras
— 8 screens
: 43043 43]43 Standard TPX Layout
TPX View
3 Screens 16:9 4343 4343 Camera Zoomed Out

Alignment of back-projectors
| eliminates the display of the
RPX View vertical blank areas of the
4 Screens 4:3 (\ video layouts

-~ —

S At A ot py )
mmiianEnniianEnniine
] I Ll |

~ ~ \ —~

-]

Figure 2-2 RPX and TPX Room System connected using RMX 2000/4000
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Enabling Telepresence

Conference Level

Telepresenice Mode must be configured in a new or existing Conference

Profile.

To enable Telepresence in a new or existing Conference Profile:

1 Inthe RMX Management pane, click Conference Profiles.

2 Click the New Profiles (&) button or open an existing Conference
Profile.

3 Define the fields of the profile and click the Video Settings tab.

For more information on defining Profiles, see the RMX 2000/4000
Administrator’s Guide, "Defining Profiles” on page 1-8.

4 Select Telepresence Mode to enable the feature in the Conference
Profile.

N

> General

» Advanced Display Marne: |Da||y
> Wideo Qualit

> Skins

e = Presentation Mode

3> Recording T Lecturer view Switching

[¥ send Content to Legacy Endpaints
[T same Layout

T Auto Layout

L]

u [
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o

@

5 Select the required video layout.

When Telepresence Mode is enabled, the Skin options are disabled as the
system uses a black background and the frames and speaker indication are
disabled.

6 Click OK.

Room (Participant/Endpoint) Level

Setting the participant/endpoint Telepresenice Mode configures the RMX to
receive the video format of the RPX or TPX room endpoints.

To configure a participant/endpoint for Telepresence:

1 Inthe Address Book pane, click New Participant ([§]) or double-click
an existing Telepresence endpoint.

The New Participant or Participant Properties - General dialog box is
displayed.

» General

> Infarmation Endpoint Website

Video Bit Rate: v Autn 3 Khits/sec

Video Protocol: Auta 2
Broadcasting Volume: . s
Listening Volume: TR
Encryption: Auto hd
Cascade: Nane -
Telepresence Mode: None -
Maone
¥ AGC il
TP%

Addto Addres

2 If defining a new participant, enter the required information in the
New Participant - General dialog box for the participant.
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For more information, see the RMX 2000/4000 Administrator’s Guide,
“Adding a new participant to the Address Book” on page 4-4.

3 Click the Advanced tab.
4  Select the Telepresence Mode for the participant:
Table 2-12 New Participant — Telepresence Mode
Mode Description
RPX Select this option for room endpoints that transmit
4:3 video format.
TPX Select this option for room endpoints that transmit
16:9 video format.
None Select this option for endpoints that are neither RPX
or TPX room endpoints.
5 Click OK.

Saving an Ongoing Conference as a Template

Any conference that is ongoing can be saved as a template.

To save an ongoing conference as a template:

1

In the Conferences List, select the conference you want to save as a
Template.

Click the Save Conference (i) button.
or
Right-click and select Save Conference.

-onterences [

] %[k | -

Cisplay Na|S atus i |StartTime End T
=) ;
e b vlete Caonference a1
=Y 11:1
=

| Save Conference to Template |

Conference Properties

The conference is saved to a template whose name is taken from the
ongoing conference Display Name.
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Starting an Ongoing Conference From a Template

An ongoing conference can be started from any Template saved in the
Conference Templates list.

To start an ongoing conference from a Template:

1  In the Conference Templates list, select the Template you want to start
as an ongoing conference.

Click the Start Ongoing Conference (*4) button.

or

Right-click and select Start Ongoing Conference.

Display Nam;

i suPPoRTySOSTEE0E0
i ales
i Daily

£ Bi-wepkly

lete Conference Template

| Start Conference from Template |

Schedule Reservation from Template

Template Properties

The conference is started.

The name of the ongoing conference in the Conferences list is taken from
the Template display name of the template.
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Cascading Conferences - Star Topology

Cascading enables administrators to connect one conference directly to
another conference using an H.323 connection, creating one large
conference. The conferences can run on the same MCU or different MCUs.
There are many reasons for cascading conferences, the most common are:

*  Connecting two conferences on different MCUs at different sites.

»  Utilizing the connection abilities of different MCUs, for example,
different communication protocols, such as, serial connections, ISDN,
etc....

The link between the two conferences is created when a participant that is
defined as a dial-out cascaded link in one conference (Conference A)
connects to the second conference (Conference B) via a special cascaded
Entry Queue (EQ). When MCU A dials out to the cascaded link to connect
it to conference A, it actually dials out to the cascaded Entry Queue

defined on MCU B.
PPN .
ey —_ A9, g
- - x
.y e
t Conference 0 Conference \
ascaded B =
|I_';| Link
_Cascaded
Link

MCU A

Figure 2-3 Cascaded Conferences - Star Topology

Though the process of cascading conferences mentioned in this section
refers to conferences running on two different RMX units, it is possible to
cascade conferences running between RMX units and other MCUs.

Simple cascade links are treated as endpoints in CP conferences and are
allocated resources according to Table 2-3 on page 2-6. Cascaded links in
1x1 video layout are in SD resolution.

In HD Video Switching, simple cascade links behave like HD endpoints if
all HD prerequisites are met - if not, the link is audio only.

2-51



Chapter 2-Additional Conferencing Information

2-52

When cascading two conferences, the video layout displayed in the
cascaded conference is determined by the selected layout in each of the
two conferences. Each of the two conferences will inherit the video layout
of the other conference in one of their windows.

In order to avoid cluttering in the cascaded window, it is advised to select
appropriate video layouts in each conference before cascading them.

Conference A Conference B
Without
Cascade
| . |
L
During
Cascading
Video layout of Conf. B in Video layout of Conf. Ain
window of Conf. A window of Conf. B

Figure 2-4 Video Layouts in Cascaded Conferences

The following features are not supported by the cascaded link and
therefore are not supported in the combined conference:

*  DTMEF codes are enabled in cascaded conference, but only in their
local conference. The operations executed via DTMF codes are not
forwarded between linked conferences.

*  FECC (Far End Camera Control will only apply to conferences
running in their local MCU).
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Enabling Cascading

Cascading two conferences requires that the following procedures are
implemented:

* Creating the cascade-enabled Entry Queue

A cascade-enabled Entry Queue must be created in the MCU hosting
the destination conference (Conference B). The cascade-enabled Entry
Queue is used to establish the dial-in link between the destination
conference and the linked conference and bypassing standard Entry
Queue, IVR prompt and video slide display.

* Creating a cascade-enabled Dial-out link

The creation of a cascade-enabled dial-out link (participant) in the
linked conference (Conference A). This dial-out participant functions
as the link between the two conferences.

*  (Optional) Enabling the cascaded linked participant to connect to the
linked conference (Conference A) without entering the conference
password. This can be done by modifying the default settings of the
relevant system flag.

Creating the Cascade-enabled Entry Queue

The cascade-enabled Entry Queue maintains the correct behavior of the
cascaded link when it dials into it.

{ ‘ % The cascade-enabled Entry Queue should be used only to connect cascaded
4 links and should not be used to connect standard participants to conferences.

When cascading High Definition (HD) conferences, the cascade-enabled
Entry Queue must have the same settings as both cascaded conferences
and the participants in both conferences must use the same line rate and
HD capabilities as set for the conferences and Entry Queue.

To define a Cascade-Enabled Entry Queue:
1 Inthe RMX Management pane, click the Entry Queues button.

The Entry Queues list pane is displayed.

2 (lick the New Entry Queue & button.
The New Entry Queue dialog box is displayed.
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Define the standard Entry Queue parameters (as described in

Chapter 3).

In the Cascade field, select Master or Slave depending on the Master/

Slave relationship.

—  Set this field to Master if the Entry Queue is defined on the MCU
that is at the center of the topology and other conferences dial

into it (acting as the Master).

— Set this field to Slave if the Entry Queue is defined on the MCU
acting as a Slave, that is, to which the link from the Master MCU

(MCU at the center of the topology) is dialing.

New Entry [Jueue .

Display Mame:

SUPPORT_1962535415

Routing Name:

Profile:
1D
Entry Queue IVR Service:

I~ ad Hoe

Cascade:

I” Enable ISDN/PSTN Access
ISDMN/PSTN Network Service:
Dial-in Mumber (1}:

Dial-in Mumber (2}:

| Factory Video_Profile j
|

|Entr_l,l Queue VR Service j
| MHone j
Mone

M aster

Slave

| [~

Cancel

If you are defining an HD cascaded Entry Queue, it is recommended
to select the same Profile that is selected for both conferences.

Click OK.

The new Entry Queue enabling cascading is created.
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Creating the Dial-out Cascaded Link

The dial-out link (participant) is created or added in the linked conference
(Conference A). The dial-out string defined for the participant is the
dialing string required to connect to the destination conference
(Conference B) Entry Queue defined on the MCU hosting the destination
cascaded conference. The dial-out participant can be defined in the
Address Book and added to the conference whenever using the same
cascade-enabled Entry Queue and a destination conference (with the

same ID and Password).

To define the Dial-out Cascaded Link:
1 Display the list of participants in the linked conference

(Conference A).

2 Inthe Participant List pane, click the New Participant button.
The New Participant - General dialog box is displayed.

New Participan

3> General
3 Advanced

5 Information

Mame:

Endpaoint Website

Cascade_Dial-out

Dialing Direction:

Type:

IP Address:

Alias Mame / Type:

website IP Address:

[ Audio Only

Dial out A
H.323 -

[17z.22.3.242

|75485¢# 24006

|E184 |

3 Inthe Name field, enter a participant name.

4  In the Dialing Direction field, select Dial-out.

5 Inthe Type list field, verify that H.323 is selected.
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There are two methods to define the dialing string;:

A Using the MCU’s IP Address and the Alias string.
B Using only the Alias string (requires a gatekeeper).
Method A (If no gatekeeper is used):

In the IP Address field, enter the IP address of the Signaling Host of
the MCU hosting the destination conference (in the example,
MCU B).

In the Alias Name/Type field, enter the ID of the cascade-enabled Entry
Queue (EQ), the Conference ID and Password of the destination
conference (MCU B) as follows:

EQ ID#Destination Conference ID#Password (Password is optional).

For Example: 78485#24006#1234

Cascade-enabled Destination Password (optional)
EQ ID Conference ID

Method B (Using a gatekeeper):

In the Alias Name field, enter the Prefix of MCU B, EQ ID, Destination
Conference ID, and Password, as follows:

MCU Prefix EQ ID#Conference ID#Password (Password is optional)
For Example: 92578485#24006#1234

MCU Prefix as Passwordl(optional)
reglzizrkee(ilne:he Cascade-enabled Conference ID
9 P EQID
Click the Advanced tab.
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In the Cascade field, select:

Slave, if the participant is defined in a conference running on a
Slave MCU and will connect to the Master MCU (in the center of
the topology).

Master, if the participant is defined in a conference running on
the Master MCU (in the center of the topology) dialing from the
Master MCU to the Slave MCU.

New Participan’

% General

> Information Endpoint 'Website

Video Bit Rate: [ Auto 3 Kbitsdsec

Video Protocal: At -
Broadcasting Yalume: o ‘J o [
Listening Wolume: . . s
Encryption: Auta =
Telepresence Made: Mone =7
[ AGC

Cancel

Click OK.

The cascade-enabled dial-out link is created and the system
automatically dials out to connect the participant to the linked
conference, as well as the destination conference.
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Enabling Cascaded Conferences without Password

If a password is assigned to the linked conference, cascaded links will be
prompted for a password when connecting to it (Conference A).
Administrators have the option of altering the MCU settings to enable
cascaded links to connect without a password.

To enable cascaded links to connect without a password:

1 Inthe RMX web client connected to MCU A (where the linked
conference is running), click Setup>System Configuration.
The System Flags dialog box opens.

2 Setthe ENABLE_ CASCADED_LINK TO_JOIN
_WITHOUT_PASSWORD flag to YES.

3 Click OK.
For more information, see "System Configuration” on page 16-5.
>> Reset the MCU for flag changes to take effect.
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Monitoring Cascaded Conferences

To monitor both conferences at the same time, two instances of the RMX
Web Clients must be opened (one for each MCU) by entering the IP
Address of each MCU. If both conferences are running on the same MCU,
only one RMX Web Client window is required.

When conferences are cascaded, the Participant list pane of each of the two

conferences will display a linked icon (£ ); a dial-in linked icon in the
destination conference (Conference B) and a dial-out linked icon in the
linked conference (Conference A).

The Conferences list panes in each of the two conferences will display a
cascaded conference icon (%) indicating that a conference running on the
MCU is presently cascading with another conference running on the same
or another MCU. The cascaded conference icon will be displayed for a
short period of time and then disappear.

Conference A (Linked Conference)

Dial-out Linked Participant

POLYCOM | RMX 2009

&
wt o

a X

G o ® % @0 & wm @

e i B

Hame  [starupd [1D

[start Tim[End Tir [Hame N\ [Status [role

|w Addres‘ﬂhas Na ‘Netwurk |D\a||ru; D\re‘nudm

[wigen

‘Encr Type V‘Nar

POLYCOM | RMX 2000

i View Administration Setup Help

Brferences

4

—

3 Dialin

S5y Conf.a 41861 8:01 AM  9:39 4 |2 Conf.A (4 INrticipants) 12
3 Fascaded_ 40021 B:0SAM 9:331| (R Singa <@ don 172,21, H.3z3 4% Dialout L] Mu
fex 123 == con 17122, H.323 43 Dialout o L= Ro
fex POLY @@= conn 2 172.22.  rmx H.323 Sir
ey singa <= conn 172.21 H.323 o

a )
(e Dial- @ conn 2

17z.2z, 40021# H.323 | 45 pislin P

Conference B (Destination Conference)

Cascaded conference icon

EQ created Dial-in Linked Participant

FEE L HRoRZEO B = e e
name [status |0 [ start Tim | End Til [Wame [status  [Role  [1p addresfalias na [metwork [Dialing Dire [audia  [videa  [er
2 Conf.B 58012 8:03 AM 9:39/ |2 Conf.B (3 participants)
—’ Qascadgd7 40021 Bi05 AM 9:39 i Mum <= conn 172.22 H.323 43 Dial out of L=
fe singa = conn 172.21. H.323 42 Dial out of L]
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Creating the Dial-out Link from a Conference Running on
the MGC to the Conference Running on the RMX

In the same way that the dial-out cascaded link is created in the RMX, you
can create a dial-out participant in the MGC.

In the MGC Manager application, define a new participant as follows:

1 In the Participant Properties dialog box, enter a Participant Name,
select Dial-out and H.323.

2 Define the dialing string as described in step 6 on page 2-56 (both
methods are applicable).

3 In the Advanced tab’s Node Type field, select MCU.

Default-Participant Properties 3 @ x|
|dentification |Advanced| v

Default-Participant Properties ﬂ
Narme: — i .
IDelauIt-F‘articipant Identification Wance |
Connection Type: Interface
|Dizt-our =l [H3zz widea Bit Rate KBits/sec:
Participant IF Signaling IAuto 3: ¥ &uto Video Bit Rate
|72, 22 . 189, 28 [1720
Service Mame: ‘Widen Pratocol

Alias Mame: Alias Type srce Hame [E=0 [HE e
[7rasgmom 1234 [H3231D | J st =l

Estension Recaording:

| |Hore =l ¥ A5C
User Defined 1: User Defi Encryption:
| [ |o Ra
User Defined 3: User Defi MNode Type:

I MCU - Quality Of Service... |
Broadcasting Volume(5] Listening

IJ e L [™ Erhanced Viden
[For Standard Wideo Cards only. Mot required for Yideo+.]
[ Audio Only I~ WP
I” Enable PSTH Diakin
4 Click OK.
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Cascading Conferences - H.239-enabled MIH
Topology

H.239 Multi-Hierarchy (MIH) cascading is available to RMX users
enabling them to run very large conferences on different MCUs in
multiple levels of Master-Slave relationships using an H.323 connection.
Multi-Hierarchy (MIH) Cascading is implemented where the cascaded

MCU s reside on different networks, whereas Star Topology Cascading
requires that all cascaded MCUSs reside on the same network.

MIH Cascading allows:
*  Ability to open and use a content channel (H.239) during
conferencing.

*  Full management of extremely large, distributed conferences.
*  Connecting conferences on different MCUs at different sites.

» Utilizing the connection abilities of different MCUs, for example,
different communication protocols, such as, serial connections, ISDN,
etc.

*  Significant call cost savings to be realized by having participants call
local MCUs which in turn call remote MCUs, long distance.

{ ‘ % Although participants in MIH Cascading conferences can connect using H.323,
SIP and ISDN, the MIH Cascading Links must connect via H.323.

MIH Cascading Levels

The cascading hierarchy topology can extend to four levels (Figure 2-5)
and should be deployed according to the following guidelines:

e Ifan RMX 2000 is deployed on level 1:

— Only RMX 2000 can be used on level 2, and DST MCS 4000 and
other MCUs can be deployed on levels 3 and 4.

* If an MGCis deployed on level 1:

—  MGC or RMX 2000 can be used on level 2, and DST MCS 4000
and other MCUs can be deployed on levels 3 and 4.
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DST MCS 4000 MCUs connect as endpoints to the RMXs or MGCs on
higher levels.

RMX 2000

Ceveld™ "~ '/" """ '//" """"" /" """ '/"/' """
MCU DST MCS 4000 For more information about this

configuration, see the relevant MGC
documentation.

Figure 2-5 MIH Cascade Levels

MIH Cascading Guidelines

Master and Slave Conferences
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In MIH Cascading conferences, although there are multiple levels of
Master and Slave relationships between conferences, the conference
that runs on the MCU on level 1 of the hierarchy must be the Master
for the entire cascading session. When an MGC is part of the
cascading topology, it must be set as Level 1 MCU.

Conferences running on MCUs on levels 2 and 3 and can be both
Masters and Slaves to conferences running on MCUs on levels above
and below them.

All conferences running on MCUs on level 4 are Slave conferences.
When the DST MCS 4000 is on level 3 and acting as slave to level 2,
the RMX 2000 on level 2 must dial out to it in order for the DST MCS
4000 to be identified as slave. The link between the two MCU (dial

out participant) is defined as a standard participant and not as a
cascading link.
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Conference A Master of Conferences B and C

Cascade Links \
Conference B / \ Conference C

Slave Conference of A
Master of Conferences D and E

Slave Conference of A
Master of Conferences

Fand G
44— Participant
ESETTN

Connections
LT
Conferences D & E Conferences F & G
Slaves of Conference B Slaves of Conference C

Figure 2-6 MIH Cascading — Master-Slave Relationship

Video Session Mode, Line Rate and Video Settings

The types of MCU s, their position in the cascade topology and the
endpoint capabilities (HD/CIF and H.263/H.264) determine the Video
Session Mode of the MIH Cascading conference.

When creating a cascading link between two RMXs:
— The RMXs operate in CP (Continuous Presence) mode.
When creating a cascading link between MGCs and RMXs:

— If there are no MGCs on level 2, the MGCs can operate in either
in CP or VSW (Video Switching) mode.

— If there are MGCs on level 2, the MGCs can only operate in VSW
mode.

When creating a cascading link between two MGCs:
— The MGCs must be configured to operate in VSW mode.

For more details about the MGC to MGC connection, see the MGC
Manager User’s Guide, Volume II, Chapter 1, “Ad Hoc Auto Cascading and
Cascading Links”.

To enable the connection of the links between cascaded conferences, they
must run at the same line rate.
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The following table summarizes Video Session Modes line rate options that
need to be selected for each conference in the cascading hierarchy
according to the cascading topology:

Table 2-13 MIH Cascading — Video Session Mode and Line Rate

Video Session

Topology MCU Type Mode Line Rate Endpoint
Level 1 RMX 2000
CP - HD 1.5Mg/|\j,b/1Mb/s, HDX
Level 2 RMX 2000 s
Level 1 RMX 2000
CP - CIF 768Kb/s, 2Mb/s VSX
Level 2 RMX 2000
Level 1 MGC CP - CIF 263 HDX
768Kb/s, 2Mb/s VSX’
Level 2 RMX 2000 CP - CIF 264
Level 1 MGC VSW - HD
1.5Mb/s HDX
Level 2 RMX 2000 VSW HD
Level 2 RMX 2000
CPvsw-HD | 1OMDIS MPS, HDX
Level 3 MCS 4000 s
Level 2 RMX 2000 HDX
CP - CIF 768Kb/s, 2Mb/s VSX,
Level 3 MCS 4000

H.239 Content Sharing

Content sharing is controlled by means of a token. The Content Token is
allocated to participants by the highest level master conference.

*  The Content Token must be released by the participant that is
currently holding it before it can be re-allocated.

*  After release, the Content Token is allocated to the participant that
most recently requested it.

*  The Content Token can be withdrawn from a conference participant by
using the RMX web client only if the highest level master conference
is running on the RMX unit.
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*  The following table lists the bit rate allocated to the Content channel
from the video channel in each of the three Content modes:

Table 2-14 Bit Rate Allocation to Content Channel

ConfKbps | 64/ | 150 | 056 | 384 | 512 | 768 | 1024 | 1472 | 1920
/ Mode 96

Graphics 0 | 64 | 64 | 128 | 128 | 256 | 256 | 256 | 256
Hi-res 0 | 64 | 128 | 192 | 256 | 384 | 384 | 512 | 512
Graphics

LiveVideo | 0 | 64 | 128 | 256 | 384 | 512 | 768 | 768 | 768

Setting up MIH Cascading Conferences

The cascading topology, the master/slave relationship and the dialing
direction determines the set-up procedure:

e  RMXto RMX
e  MGC to RMX

e  MGC to MGC
For more details about the MGC to MGC connection, see the MGC

Manager User’s Guide, Volume II, Chapter 1, “Ad Hoc Auto Cascading and
Cascading Links”.

RMX to RMX Cascading

Level 1 (Master) Level 2 (Slave to Level 1)

Figure 2-7 Dialing Direction

To establish the links between two RMXs requires the following
procedures be performed:

*  Establish the Master-Slave relationships between the cascaded
conferences by defining the dialing direction.
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*  Create a cascade-enabled Entry Queue for dial-in connections (you
create it once for all cascading links using the same line rate).

*  Create the Master and Slave conferences, defining the appropriate
line rate and whether it is a CP conference or HD Video Switching
conference.

*  Create a cascade-enabled Dial-out Participant link in the Master or the
Slave conference (depending on the dialing direction).

Establish the Master-Slave relationships and the dialing direction

MIH Cascading conferences are linked in a master-slave relationship with
each other according to the dialing direction. It determines the definition
of the cascaded links and the Entry Queues. Dialing directions can be top-
down or bottom-up or up from level 4 to level 3 and from level 3 to level 2
and down from level 1 to level 2.

It is recommended to select one dialing direction (usually bottom up) for the
entire hierarchy to simplify the setup procedure.

Table 2-15 Set up Procedures according to the Dialing Direction

DIEINg RMX 2000 Level 1 RMX 2000 Level 2
Direction
RMX 2000 Define the cascade-enabled
Level 1 Entry Queue, defining it as
to Slave.
RMX 2000
Level 2 Define the conference line Define the conference line
rate and if required to HD rate and if required to HD
Video Switching to be the Video Switching to be the
same as the one set on the same as the one set on the
RMX 2000 Level 2. RMX 2000 Level 1.
Define the dial-out participant
(Cascaded Link) to the
conference running on the
RMX 2000 on Level 2,
setting it as Master.
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Table 2-15 Set up Procedures according to the Dialing Direction

rate and Video Session
Mode to be the same as the
one set on RMX Level 2.

DI RMX 2000 Level 1 RMX 2000 Level 2
Direction

RMX 2000 Define the cascade-enabled

Level 2 Entry Queue, setting it as

to Master.

RMX 2000 - - - -
Level 1 Define the conference line Define the conference line

rate and Video Session Mode
to be the same as the one set
on RMX Level 1.

Define the dial-out participant
(Cascaded Link) to the
conference running on the
RMX 2000 on Level 2, setting
it as Slave.

* When cascading between a DST MCS 4000 on level 3 and the RMX 2000
on level 2, the RMX 2000 must dial out to the MCS 4000 to establish the
Master-Slave relationship (the RMX 2000 is the Master).

e Ifthe RMX 2000 on level 2 is being dialed from both Level 1 and Level 3 and
it is acting as both Slave to level 1 and Master to Level 3, two Cascade-
enabled Entry Queues must be defined: one defined as Slave (for dial in
from conferences running on MCU Level 1) and the other defined as Master
(for dial in from conferences running on MCU Level 3).

Creating a Cascade Enabled Entry Queue

Cascade-enabled Entry Queues do not play IVR prompts and video slide
displays associated with standard Entry Queues.

Depending on the dialing direction, a cascade-enabled Entry Queue is
defined either on the MCU on level 1 or on level 2. (See Dialing Direction).

The definition of the Entry Queue as Master or Slave is done accordingly.

To define a Cascade-Enabled Entry Queue:
1 Inthe RMX Management pane, click Entry Queues.

The Entry Queues list pane is displayed.
2 Click the New Entry Queue ([&]) button.
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®

The New Entry Queue dialog box is displayed.

New Entry Quede =2,

Display Name: SUPPORT_1283819001
Routing Name: ’—
Profile: Factory_Video_Profile -
1D r
Entry Queue IR Service: ’W
[~ Ad Hoc

—
r~
ISDM/PSTN Network Service:
Dial-in Nurnber (1):
Dial-in Nurnber (2):

3  Define the Entry Queue parameters as for a standard Entry Queue.
For more information about Entry Queue parameters, see the RMX
2000 Administrator’s Guide, Entry Queues on page 4-1.

4 In the Cascade field, select Master or Slave depending on the Master/
Slave relationship.

— Set this field to Master if:
*  The Entry Queue is defined on the MCU on level 1 and the
dialing is done from level 2 to level 1.

*  The Entry Queue is defined on the MCU on level 2 and the
dialing is done from level 3 to level 2.
— Set this field to Slave if the Entry Queue is defined on the MCU
on level 2 (Slave) and the dialing is done from MCU level 1 to
level 2.

5 Click OK.

Cascade-enabled Entry Queues should not be used to connect standard participants
to conferences.
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Creating the Cascaded Conferences

The table below lists the line rates that should be used when defining the
conference Profiles for cascaded conferences on the RMX 2000 on both
Level 1 and Level 2. The video settings will be automatically selected by
the system, however, if HD Video Switching is used, it must be selected in
the conference Profiles.

Table 2-16 Recommended Conference Line Rates for Cascaded Conferences

Topology Video Session Mode Conference Line Rate

RMX 2000 CP-HD 1.5Mb/s, 1Mb/s, 2Mb/s
A

RMX 2000 CP-CIF 768Kb/s, 2Mb/s

Creating a Cascade Enabled Dial-out Participant Link

The connection between two cascaded conferences is established by a
cascade enabled dial-out participant, acting as a cascades link.

The dialing direction determines whether the dial-out participant is
defined in the conference running on the Master MCU or the Slave MCU.
For example, if the dialing direction is from level 1 to level 2, and the
Master conference is on level 1, the dial-out participant is defined in the
conference running on the MCU on level 1 (connecting to an Entry Queue
defined as Slave running on the MCU on level 2.

If the cascade-enabled dial-out participant always connects to the same
destination conference via the same cascade-enabled Entry Queue on the
other (second) MCU, the participant properties can be saved in the
Address Book of the MCU for future repeated use of the cascaded link.

To define the dial-out cascade participant link:
1 In the Conferences pane, select the conference.

2  In the Participants pane, click New Participant ([f]).
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The New Participant - General dialog box is displayed.

REw Participan "

» General
3 Advanced

3 Infarmation

MName: Cascade_Dial-out

Endpaoint Website

Dialing Direction: Dial out il

Type: H.323 -

1P Address: [172.22.3.242

alias Name / Type: |7B485##24006 |E.1 B4 j

Wehsite IP Address: I

I~ Audio only

3  Define the following parameters:

Table 2-17 New Participant — Dial-out Cascade Link

Field

Description

Display Name

Enter the participant name

Dialing Direction

Select Dial-out.

Type

Select H.323.

IP Address

Enter the IP address of the Signaling Host of the
MCU running the other (second) conference, where
the cascade enabled Entry Queue is defined.
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Table 2-17 New Participant — Dial-out Cascade Link (Continued)

Field

Description

Alias Name

If you are using the target MCU IP address, enter the
dial string made up of the ID of the cascade enabled
Entry Queue and the Conference ID as follows:
<Cascade_Enabled_Entry_Queue_ID> ##
<Conference_ID>

For example: 78485##24006

If a gatekeeper is used, you can enter the prefix of
the target MCU, registered with the gatekeeper,
instead of the IP address, as part of the dialing string.
<Gatekeeper_Prefix><Cascade_Enable_
Entry_ Queue_ID>##<Conference_ID>

For example: 92578485##24006

If the conference has a password and you want to
include the password in the dial string, append the
password to in the dial string after the Conference
ID.

For example: 78485##24006##1234

If the conference has a password and you do not
want to include the password in the dial string, set
the
ENABLE_CASCADED_LINK_TO_JOIN_WITHOUT_
PASSWORD

flag to YES.

For more information see the RMX2000/4000
Administrator’s Guide, “Modifying System Flags” on
page 11-5.

Alias Type

Select E.164 (digits 0-9, *, #).
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4  Click the Advanced tab.

New Participan’ .

3 General
Narne: ICascade_D\a\-out
> Information Endpaint Website

Video Bit Rate: [ Auto Iﬁ Khits/sec
Video Protocal: IAuln vl

. s

Broadcasting Vaolume:

S

Listening Yolume:

Encryption: Auta 'I

Telepresence Mode: Nane VI

™ asc

5 In the Cascade field, select:
— Slave, if the participant is defined in a conference running on a
Slave MCU.
— Master, if the participant is defined in a conference running on
the Master MCU.

6 Click OK.
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MGC to RMX 2000 Cascading

Level 1 (Master) Level 2 (Slave to Level 1)

MGC is always on level 1 and must be set as the Master MCU. If the
cascading topology includes additional MGCs as well as RMXs it is
recommended to define Video Switching conferences for all the cascading
conferences in the topology.

Depending on the dialing direction, the following procedures must be
performed:

Table 2-18 Set up Procedures according to the Dialing Direction

Dialing

. > MGC Level 1 RMX 2000 Level 2
Direction
MGC to Set the appropriate flags Set the appropriate flags (done
RMX 2000 (done once only). once only).

Define the cascade-enabled
Entry Queue, setting it as Slave.

Define the conference Define the conference setting
setting and its line rate to be | and its line rate to be the same
the same as the one seton | as the one set on the MGC.
the RMX 2000.

Define the dial-out
participant (Cascaded Link)
to the conference running
on the RMX 2000.
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Table 2-18 Set up Procedures according to the Dialing Direction

Dialing

. - MGC Level 1 RMX 2000 Level 2
Direction
RMX 2000 Set the appropriate flags Set the appropriate flags (done
to MGC (done once only) once only)

Define the cascade-enabled
Entry Queue.

Define the conference Define the conference setting
setting and its line rate to be | and its line rate to be the same
the same as the one seton | as the one set on the MGC.
the RMX 2000.

Define the dial-out participant
(Cascaded Link) to the
conference running on the
MGC, setting the participant
Cascade parameter to Slave.

Setting the flags in the MGC
Flag setting is required to ensure the correct MCU behavior for cascading
conferences. It is performed once per MCU.

1 Inthe MGC Manager, right-click the MCU icon and then click MCU
Utils>Edit “system.cfg”.

2 Inthe H264 Section, ensure that the following flags are set to:

— ENABLE_HD_SD_IN_FIXED_MODE=YES
Setting this flag to YES enables H.264 Standard Definition (SD),
High Definition (HD) and VSX 8000 (Version 8.0) support in
Video Switching conferences.

— H264_VSW_AUTO=NO
Setting this flag to NO disables the highest common mechanism
in H.264 and enables the selection of H.264 Video Protocol in
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fixed mode in Dual Stream Video Switching cascading
conferences

— ENABLE_H239_ANNEX_T=YES
This flag should be set to the same value (YES/NO) as the

settings of the RMX flag H263_ ANNEX_T

To use MIH Cascade in the MGC, the Conference Numeric ID routing mode must be used. It is
determined when the system.cfg flag in the GREET AND GUIDE/IVR section is set to
QUICK_LOGIN_VIA_ENTRY_QUEUE=NO.

3 Click OK.
4 If you changed the flags, reset the MCU.

Defining the Cascading Entry Queue in the MGC

The Entry Queue definition on the MGC is required if the dialing is done
from the RMX 2000 to the MGC.

1 Inthe MGC Manager, expand the MCU tree.

2 Right-click the Meeting Rooms, Entry Queues and SIP Factories icon and
click New Entry Queue.

3 Inthe New Entry Queue dialog box, set the Entry Queue parameters
and select the Cascade check box.

Entry Queue Properties (Product Management) x|
~Entry Queve Setiing
Name: Cascade EQ Enly Queue Service: |EQED d
Humeric D¢ [1002 ¥T> 1000
- Target Conference Setlings
I AdHoo
Audia Alg 56 (G722/G711) -
Profils 2
Videa Fomat:  [4uio 2
Target Corferences————————
[ o Orip Frame Rate:  [2uto 2
I~ 1P Only Video Protocal: |Auto =
I™ Enciyption = | Annes = AP = e
 Videa Switching
Line Rate: [768 kbps - I~ Restricted
 Transcoding
" Continuous Presence E
Service Name [ Diakin Number (1] [ Diakin Number (2] |
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For more details on the definition of new Entry Queues refer to the
MGC Manager User’s Guide, Volume II, Chapter 1, “Ad Hoc Auto
Cascading and Cascading Links”.

4 Click OK.
Creating the Dial-out Link between the Conference Running on the
MGC and the Conference Running on the RMX

If the dialing is done from the MGC to the RMX, you need to define the
cascaded link (dial-out participant) in the conference running on the
MGC.

The dial-out string defined for the participant is the dialing string
required to connect to the destination conference via the Cascade-enabled
Entry Queue defined on the RMX hosting the destination cascaded
conference. The dial-out participant can be defined on the MGC as
template or assigned to the Meeting Room.

In the MGC Manager application, define a new participant as follows:

1  In the Participant Properties - Identification dialog box, enter a
Participant Name

2 In the Connection Type field, select Dial-out.
3 In the Interface Type list field, select H.323.

4 There are two methods to define the dialing string to the other
conference:

a Using the MCU’s IP Address and the Alias string.
b  Using only the Alias string (requires a gatekeeper).
Method A (If no gatekeeper is used):

In the IP Address field, enter the IP address of the Signaling Host of
the RMX 2000 hosting the destination conference.

In the Alias Name/Type field, enter the ID of the cascade-enabled Entry
Queue (EQ), the Conference ID and Password of the destination
conference as follows:

EQ ID##Destination Conference ID##Password (Password is

optional).
For Example: 1002##12001##1234
Cascade-enabled Destination Password (optional)

EQ ID Conference ID
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Method B (Using a gatekeeper):

In the Alias Name field, enter the Prefix of MCU B, EQ ID, Destination
Conference ID, and Password, as follows:

MCU Prefix EQ ID##Conference ID##Password (Password is

optional)

For Example:

MCU Prefix as
registered in the
gatekeeper

. 925"1002##12?01##12?4

Cascade-enabled

EQID

Passwordl (optional)

Conference ID

5 Click the Advanced tab and in the Node Type field, select Terminal.

Default-Participant Properties

Identification | Advanced I

M ame:

x|

Default-Participant Properties

IDefauIt-Participant

Connection Type:

Interface Type

| Diakaut | |H3zz

Farticipant [P Signaling Port:

| 172, 22 192, 28 |‘I?2D

Aliaz Mame: Alias Type:

|1 O02H#1 2001 ##1234 |H323 1o]
Extension/| dentifie:

Uszer Defined 1: Uszer Defined 2:

User Defined 3: Uszer Defined 4:

Broadcasting Wolumel5)
C

Listening olurme(
Vo

5]
[ Audio Only
Label:

6 Click OK.

J'_

[~ WP

Identification Advancedl

Yiden Bit Rate KBits/zec:
IAuto 3:

Service Name:

v &t Video Bit Rate

“ideo Protocol

Recarding:
I HNone [~ l
Encryption:

it >
T
Mode Type:

I Terminal b l

IAuto j

vV AGC

Quality OF Service... |

[™ Erhanced Viden

[~ Enable PSTN Dialin

[For Standard Yideo Cards only. Mot required for Yideo+.]
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Setting the Flags on the RMX 2000

When running conferences in mixed environment (RMX 2000 and MGC)
there may be small differences between the line rates each MCU is
sending. In the RMX 2000, several flags must be set to ensure that these
differences will not cause the cascaded link to connect as Secondary and
that Content flows correctly between the cascaded conferences. This
procedure is performed once per RMX.

In the RMX Web Client menu, click Setup>System Configuration.

1
2
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In the System Flags dialog box, add the following new flags and
values:

MIX_LINK_ENVIRONMENT=YES

Setting this flag to YES will adjust the line rate of HD Video
Switching conferences run on the RMX 2000 from 1920Kbps to
17897Kbps to match the actual rate of the HD Video Switching
conference running on the MGC. In such case, the conference can
include IP and ISDN participants.

IP_ ENVIRONMENT_LINK=NO

Setting this flag to YES will adjust the line rate of HD Video
Switching conferences run on the RMX 2000 from 1920Kbps to
18432Kbps to match the actual rate of the IP Only HD Video
Switching conference running on the MGC. In such case, the
conference can include IP Only participants.

If the flag MIX_LINK_ENVIRONMENT is set to YES, the IP_LINK_ENVIRONMENT flag must
be set to NO.

If the flag MIX_LINK_ENVIRONMENT is set to NO, the IP_LINK_ENVIRONMENT flag must
be set to YES.

H263_ANNEX_T=YES (default)

This flag enables/ disables the use of Annex T with H263. Set it to
NO if the endpoints connecting to the conference do not support
this mode. In such a case, you must also change the MGC flag
ENABLE_H239_ANNEX_T setting to NO.

FORCE_1X1_LAYOUT_ON_CASCADED_LINK
_CONNECTION=YES (default).
Set this flag to NO If the MGC is functioning as a Gateway and

participant layouts on the other network are not to be forced to
1X1.
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3 If the MGC is dialing the RMX and the cascaded link connects to the
conference via the Cascade-enabled Entry Queue without being
prompted for the conference password, set the flag to YES as follows:

— ENABLE_CASCADED_LINK_TO_JOIN_WITHOUT_PASSWO
RD=YES
4 Click OK.
5 Reset the MCU to apply the changes.
Defining the Cascade Enabled Entry Queue on the RMX 2000

If the dialing is done from the conference running on the MGC that is the
Master MCU, a Cascade-enabled Entry Queue must be defined on the
RMX 2000 setting it as Slave.

e A ——

Display Name: SUPPORT_409560557

Routing Name: |

Profile: |Faclo|y7\fideuj'rolile j
D |1o0s

Entry Queue IVR Service: |Entry Hueus VR Service ﬂ
[~ Ad Hoc

Cascade: |Slave ﬂ
-

ISDN/PSTN Network Service: [ =l
Dial-in Murnber (1): |

Dial-in Mumber {Z): |

For more details, see the RMX 2000 to RMX 2000 Cascading.
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Defining the Cascading Conferences

The table below lists the line rates and the video settings that should be
used when defining the conferences on the MGC. The same line rates
should be selected when defining the Conference Profiles on the

RMX 2000, as well as whether the conference is HD Video Switching.
However, the video settings will be automatically selected by the system.

Table 2-19 Recommended Conference Line Rates for Cascaded Conferences

Topology Video Session Mode Confe:’;‘;e Line
MGC - CIF 263
MGC RMX2000 - CIF 264 CP 768Kb/s, 2Mb/s
.
RMX 2000 MGC - HD VSW
RMX2000 - HD VSW 1.5Mbls

In addition, the conference running on the MGC should be set as Meet Me
Per Conference and select the H.239 option in the Dual Stream Mode field.
For more details on conference definition on the MGC, refer to the MGC
Manager User’s Guide, Volume I, Chapter 5.

Defining the Dial-out Participant on the RMX 2000

If the dialing is done from a conference running on the RMX 2000 to the
conference running on the MGC, the dial-out participant is defined in the
conference running on the RMX, setting the Cascade field to Slave. This
participant dials the Cascade-enabled Entry Queue defined on the MGC.

1 Display the list of participants in the linked conference (Slave
conference).

2 In the Participant List pane, click the New Participant () button.
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The New Participant - General dialog box is displayed.

% Advanced Marne: |Cascad57Dia\-Dut
> Information Endpoint Website
Dialing Direction: Dial aut :"
Type: haz -l
1P Address: [172.22.3.242
alias Name / Type: [re4sswwzanne  [E184 |
Wwebsite IP Address: ‘
[~ Audio Only

Add to Address Bool

In the Name field, enter a participant name.

In the Dialing Direction field, select Dial-out.

In the Type list field, verify that H.323 is selected.

There are two methods to define the dialing string:

A Using the MCU’s IP Address and the Alias string.
B Using only the Alias string (requires a gatekeeper).

Method A (If no gatekeeper is used):
In the IP Address field, enter the IP address of the MGC hosting the
destination conference (Master conference).

In the Alias Name/Type field, enter the ID of the cascade-enabled Entry
Queue (EQ), the Conference ID and Password of the destination
conference (Master Conference) as follows:
EQ ID##Destination Conference ID##Password (Password
is optional).

For Example: 1005##20006##1234

Cascade-enabled Destination Password (optional)
EQID Conference ID
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Method B (Using a gatekeeper):

In the Alias Name field, enter the MGC Prefix as registered in the
gatekeeper, EQ ID, Destination Conference ID, and Password, as
follows:

MGC Prefix EQ ID##Conference ID##Password (Password is
optional)

For Example: 9251005##20006##1234

MCU Prefix as Passwordl(optional)
registered in the

Cascade-enabled Conference ID
gatekeeper

EQID

Click the Advanced tab and in the Cascade field, select the Slave
option.

New Participan

» General
Mame: Cascade_Dial-out

> Information Endpoint Website
Video Bit Rate: [ Auto El Khits/sec
Wideo Protocal: Ao -
Broadcasting Yalurne: . ,J . [
Listening Wolume: . s
Encryptian: Auto -
Cascade: Slave hd
Telepresence Mode: Mone =2
[ aGC

Click OK.

The cascade-enabled dial-out link is created and the system
automatically dials out to connect the participant to the local
conference, as well as the destination conference on the MGC.
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Starting and Monitoring MIH Cascading Conferences

MIH cascading conferences are started in the same way as standard
conferences.

* Cascade enabled dial-out link participants on RMX 2000 MCUs are
connected automatically.

*  Cascade enabled dial-out link participants on MGC MCUs must be
connected manually.

For more information on connecting cascade enabled dial-out participant
links on other MCU's, refer to their respective operating manuals.

Monitoring Participants in an MIH Cascaded
Conference

Once connection between two or more conferences is established, RMX
Web Client users are able to monitor the following;:

*  Master and slave conferences

*  Active cascade enabled entry queues - designated with an icon ()
in the Role field of the Participants List.

* Cascade enabled dial-out participants (links) - designated with an
icon (%) in the Display Name field of the Conferences List.

This indicator is displayed during the connection process and is then
removed from the Conferences List.
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To monitor cascading enabled conferences:

>> In the Conferences List pane, select all the MIH Cascading enabled
conferences.

All the MIH Cascading conference participants are displayed:

Conferences List Pane with all MIH Cascading Enabled Conferences
and Cascade Enabled Entry Queues Selected

L,

9 —

POLCOM | RMX 2000

inishjstion  Setup Help

Al G RO G W I e @
Display Hame ‘Ftatus ‘ID |Star’tTlm|Er\d Ti [name [status Clrale ) ‘[P ﬂddres‘ﬂllas Mame/SIP Addr ‘Netwnrk ‘D\almg Diret
&% ConfA v 41881 501 AM 9:39 4|2 _(13 participants)
& mastert 11154  9:534M 1:53 1| |Gk Pridget Jones <= Conn 172.22 H.323 3 Dial out
& p-Slave? 67791 9:57 &AM 1:57 1| |G Henry Grahams <@ Conn 172,22, H.323 & Dial out
9:56 AM  10:58| | i Joel Hanson <= Conn 172.22. H.323 &3 Dial out
& Slaved 20607  10:004 2001 |f BridostJones = Conn 172.22, H.3z3 4 Dial out
& Slaves 05325 10:01 4 1:011 |G Henry Grahams <@ Conn 17222 H.323 3 Dial out
By Slaves 58080  10:02 A4 2002 || |G Dialout_MS2_2 M1 <@ Conn 2 - 172,22, 3333#11154 H.323 63 Dial out
& Slave? 40280 10:02 A 2:021| |fex Peter Resnik <= Conn 172.22. H.32z3 3 Dial out
10:06 & 11:06| | Joel Hanson o= Conn 172.22 H.323 € Dial out
% EQ(32) 3333 10:16 A 11:16| | Dialout MS3 2 ML <@ Conn 2. o 172,22, 333311154 H323 43 Dial out
fx Peter Resnik <= Conn 172,22, H.323 3 Dial out
( | 3| |Rs Dialoutsa_z msz @ comn 2 172,22, 4444#67791 H323 63 Dialout
I'i' FManane — = fix Joel Hanson <= Conn 172.22 H.323 & Dial out
a f Dial-out_S7_2_MS3 <@ Conn 2. o 172,22, 444443088 H323 6% Dial out
i Users | | R ridget Jones <= Conn 172.22, H.323 63 Dial out
£k Sigrialing Maritor &y Dial-out_ss_z_mMsz <= conn 2 172,22, 4444#67791 H323 43 Dial out
K5 Hardware Moritor fox Dial-out_S6_2_MS3 <= Conn 2 17222, 444443088 H.323
B4 Meeting Rooms A
Rarely Used 5 All Participants Cascade Enabled Entry
IR Services Queue (|D 4444)
EF 1P Metwork Services
to Conference ID 43088
@ ISDN[PSTN Metwark Services
451 Conference Profiles . . )
L Cascade Enabled Dial-out Participants (Links)
23 SIP Fatories
v < ]

. SystemAlerts L ParticipantAlerts. Port Usage: ¥oice 0/5
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Viewing Participant Properties

Viewing Participant Properties enables RMX Web Client users to view the

connection capabilities and status of the link.

To view the linked Participant Properties:

>> In the Participants List pane, double-click or right-click and select

Participant Properties of the desired Dial-out linked participant. The

Participant Properties dialog box is displayed.

L

General

Advanced
Information

Media Sources
H.Z45

Connection Status
Channel Status
Channel Status - Adva

izatekeeper Status

Marme:

Dial-out_MSZ 2_ M1

Endpoint Website

Remote Capabilities

Rermote Communication Mode

G7221C_d48k - 2 frames per packet
G7221C_24k - 2 frames per packet
G7221C_32k - 2 frames per packet
Sirenld_24k - 2 frames per packet
Sirenld_32k - 2 frames per packet
Sirenld_48k - 2 frames per packet
G7221_32k - 2 frames per packst
G7221_16k - 2 frames per packet
G7231 - 2 frames per packet
G729annexd - 2 frames per packet
G728 - 20 milli packet duration
G722_48k - 20 milli packet duration
G72z_56k - 20 milli packet duration
G722_64k - 20 milli packet duration
G7llUlawseak - 20 milli packet
duration
G711AlawSak - 20 milli packet
duration
G71iUlawek - 20 milli packet
duration
G711lAlawedk - 20 milli packet
duration
HZE4 - 6096000 bps

Baseline Profile

Level 4
H2E3 - 6080000 bps

4CIF at 15 fps

CIF at 30 fps

QCIF at 30 fps
H2E1 - 6080000 bps

CIF at 30 fps

G7221C_d8k - 1 frame per packet
HZ264 - 320000 bps

BaseLine Profile

Level 2.2

CustormMaxMBPS at 81 {40500
MBS}
Hz64 - 0 bps

H.239 Role: Presentation

BaseLine Profile

Level 2.2

CustomMaxMBPS at 44 {22000
MBS}

CustomMaxFs at 15 (3840 MBs)
RwFecc - 6400 bps

Local Communication Mode

G7221C_o8k - 1 frame per packet
H264 {Transmit) - 336000 bps

Baseline Profile

Level 2.2

CustornMaxMBPS at 81 {40500
MBS}
H263 {Transmit) - 0 bps

H.239 Role: Presentation

4CIF at 15 fps

CIF at 30 fps

QCIF at 30 fps

annex T

WGA - Standard MPL; 2

-

For more information see the RMX 2000 Administrator’s Guide,

"Participant Level Monitoring” on page 9-14.
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Meeting Rooms

A Meeting Room is a conference saved on the MCU in passive mode,
without using any of the system resources. A Meeting Room is
automatically activated when the first participant dials into it.

ISDN/PSTN participants can dial-in directly to a Meeting Room without
connection through an Entry Queue. Up to two numbers can be defined
per conference provided that they are from the same ISDN/PSTN Network
Service. When a dial-in number is allocated to a Meeting Room, the
number cannot be deleted nor can the ISDN/PSTN Network Service be
removed. The dial-in number must be communicated to the ISDN or
PSTN dial-in participants.

Dial-out participants can be connected to the conference automatically, or
manually. In the automatic mode the system calls all the participants one
after the other. In the manual mode, the RMX user or meeting organizer
instructs the conferencing system to call the participant. Dial-out
participants must be defined (mainly their name and telephone number)
and added to the conference. This mode can only be selected at the
conference/Meeting Room definition stage and cannot be changed once
the conference is ongoing.

Meeting Rooms can be activated as many times as required. Once
activated, a Meeting Room functions as any ongoing conference.

All Meeting Rooms are based on a Profile.

The maximum of number of Meeting Rooms that can be defined is:
e RMX 2000 — 1000

e RMX4000 — 2000

3-1
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The system is shipped with four default Meeting Rooms as shown in
Table 3-1.

Table 3-1  Default Meeting Rooms List

Meeting Room Name ID Default Line Rate
Maple_Room 1001 384 Kbps
Oak_Room 1002 384 Kbps
Juniper_Room 1003 384 Kbps
Fig_Room 1004 384 Kbps
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Meeting Rooms List

Meeting Rooms are listed in the Meeting Room list pane.
To list Meeting Rooms:
>> In the RMX Management pane, in the Frequently Used list, click the

&g

Meeting Rooms button =.
The Meeting Rooms List is displayed.

Meeting Room Toolbar Meeting Room List

POLYCOM | RMX 2000

i Wiew Administration  Setup Help Signaling Host: 172.22.187.174 GK Prefin: 172172 Logo
G X uf el u e B RkE e
Mame ‘Status |ID |Star‘t Ti ‘End'\ |Name |ID ‘Durat\nn |Cnnfer|cha|r |me|\a ‘ E @
% confl g Mot F 7870 9:17 P 917 IE‘:‘ Oak_ 1002 1:00 Defaultvideo3ad Type |Mam * 7|C
i, Junip 1003 1:00 Defaultvidso3sd (= 120 &
£ | 3@, 1dor BEBE  1:00 1do128K = s &
@, supe 1377 100 shvya ) 224§
ot [, Fig_R 1004 1:00 Defaultvideo3sd (=58 39 é
Frequently Used N 2 [, 384K 4466 1:00 Ido3a4 [E=8 9% g
& Comnectiors [, ido_e 4444 1:00 enc3sd
B usars Ll e4 1111 1:00 64
£k Signaling Manitar Mg 1doM 12356 1:00 Defaultviden3ed
B Hardware Monitor [, mapl 1001 1:00 Defaultviden3sd
B Meeting Rooms 3 = |
Participantalerts Port Usage: ¥oice | 0/50 Bl VYideo | 0 /70 Ml /)\MCU State: MAJ

Access to Meeting Rooms

An active Meeting Room becomes an ongoing conference and is
monitored in the same way as any other conference.



Chapter 3-Meeting Rooms

The Meeting Room List columns include:

Table 3-2 Meeting Rooms List Columns

Field

Description

Display Name

Displays the name and the icon of the Meeting Room in the
RMX Web Client.

e An active video Meeting Room that
= (green) was activated when the first participant
connected to it.

ey A passive video Meeting Room that is
el (gray) waiting to be activated.

Routing Name

The ASCII name that registers conferences, Meeting Rooms,
Entry Queues and SIP Factories in the various gatekeepers
and SIP Servers. In addition, the Routing Name is also:

* The name that endpoints use to connect to conferences.

* The name used by all conferencing devices to connect to
conferences that must be registered with the gatekeeper
and SIP Servers.

Displays the Meeting Room ID. This number must be
communicated to H.323 conference participants to enable
them to dial in.

Duration

Displays the duration of the Meeting Room in hours using the
format HH:MM (default 01:00).

Conference
Password

The password to be used by participants to access the
Meeting Room. If blank, no password is assigned to the
conference. This password is valid only in conferences that
are configured to prompt for a conference password in the
IVR Service.

Chairperson
Password

Displays the password to be used by the users to identify
themselves as Chairpersons. They are granted additional
privileges. If left blank, no chairperson password is assigned
to the conference. This password is valid only in conferences
that are configured to prompt for a chairperson password.

Profile

Displays the name of the Profile assigned to the Meeting
Room. For more information, see "Conference Profiles” on
page 1-1.
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Meeting Room Toolbar & Right-click Menu

The Meeting Room toolbar and right-click menus provide the following
functionality:

Table 3-3 Meeting Room Toolbar and Right-click Menus

Toolbar Right-click "
Description
button menu
i New Meeting Select this button to create a new Meeting
= Room Room.
¢ Delete Meeting | Select any Meeting Room and then click this
Room button to delete the Meeting Room.

==, Dial out to participants assigned to a Meeting Room will only start when the
\ ‘ J  dial in participant who has activated it has completed the connection process
and the Meeting Room has become an ongoing conference.
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Creating a New Meeting Room

To create a new meeting room:

>> In the Meeting Rooms pane, click the New Meeting Room ¥4 button

or right-click an empty area in the pane and then click New Meeting
Room.

The New Meeting Room dialog box appears.

Meeting Rooms

[a[x o = i
|Name |ID
[@‘ Oak_Room

|Durati0n |C0nference Fassword |Chairper50n Fassword |Pr0fi|e
1:00

Defaultvideo3a4

[@‘ Juniper_Room 1003 0

Defaultvideo3a4
¥, Maple_Room 1001 1:00

M. Fig_Room 1004  1:00 Display Name: | — u
EH
ourstion =

[Factory_Vidoo_Profle <

i ; ,
Meeting Room Properties

I™ Enable ISDN/PSTN Dial

ISDI/PSTN Network Service:

Dislin Number (2):

Dislin Number (2):

[ o | o |
The definition procedure is the same as for the new conference (with
the exception of Reserved Resources for Audio and Video participants).

For more information, see the RMX 2000/4000 Getting Started Guide,
"Starting a Conference” on page 3-14.




Entry Queues, Ad Hoc
Conferences and SIP
Factories

Entry Queues

An Entry Queue (EQ) is a special routing lobby to access conferences.
Participants connect to a single-dial lobby and are routed to their
destination conference according to the Conference ID they enter. The
Entry Queue remains in a passive state when there are no callers in the
queue (in between connections) and is automatically activated once a
caller dials its dial-in number. The connection of ISDN/PSTN participants
to conferences is enabled only via Entry Queues to which an ISDN/PSTN
dial-in number is assigned.

The maximum of number of Entry Queues that can be defined is:
*  RMX2000 — 40
e RMX4000 — 80

The parameters (bit rate and video properties) with which the participants
connect to the Entry Queue and later to their destination conference are
defined in the Conference Profile that is assigned to the Entry Queue. For
example, if the Profile Bit Rate is set to 384 Kbps, all endpoints connect to
the Entry Queue and later to their destination conference using this bit
rate even if they are capable of connecting at higher bit rates.

An Entry Queue IVR Service must be assigned to the Entry Queue to enable
the voice prompts guiding the participants through the connection
process. The Entry Queue IVR Service also includes a video slide that is
displayed to the participants while staying in the Entry Queue (during
their connection process).
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Different Entry Queues can be created to accommodate different
conferencing parameters (by assigning different Profiles) and prompts in
different languages (by assigning different Entry Queue IVR Services).

For more information, see "IVR Services” on page 13-1.

The Entry Queue can also be used for Ad Hoc conferencing. If the Ad Hoc
option is enabled for the Entry Queue, when the participant enters the
target conference ID the system checks whether a conference with that ID
is already running on the MCU. If not, the system automatically creates a
new ongoing conference with that ID.

For more information about Ad Hoc conferencing, see "Ad Hoc
Conferencing” on page 4-11.

An Entry Queue can be designated as Transit Entry Queue to which calls
with dial strings containing incomplete or incorrect conference routing
information are transferred.

For more information, see "Transit Entry Queue” on page 4-9.

To enable ISDN/PSTN participants to dial in to the Entry Queue, an
ISDN/PSTN dial-in number must be assigned to the Entry Queue. Up to
two dial-in numbers can be assigned to each Entry Queue. The dial-in
numbers must be allocated from the dial-in number range defined in the
ISDN/PSTN Network Service. You can allocate the two dial-in numbers
from the same ISDN/PSTN Network Service or from two different ISDN/
PSTN Network Services. The dial-in number must be communicated to
the ISDN or PSTN dial-in participants.

The Entry Queue can also be used as part of the Gateway to Polycom®
Distributed Media Application™ (DMA™) 7000 solution for connecting
Audio only PSTN, ISDN, SIP and H.323 endpoints to DMA™ 7000.

For more information, see Appendix H, “Gateway to Polycom®

DMA™ 7000”.

Default Entry Queue properties
The system is shipped with a default Entry Queue whose properties are:

Table 4-1 Default Entry Queue Properties

Parameter Value

Display Name DefaultEQ
The user can change the name if required.




Polycom RMX 2000/4000 Administrator’s Guide

Table 4-1 Default Entry Queue Properties (Continued)

Parameter

Value

Routing Name

DefaultEQ
The default Routing Name cannot be changed.

ID

1000

Profile name

Factory-Video-Profile. Profile Bit Rate is set to 384 Kbps.

Entry Queue

Entry Queue IVR Service. This is default Entry Queue IVR

PSTN Access

Service Service shipped with the system and includes default
voice messages and prompts in English.

Ad Hoc Enabled

Cascade None (Disabled)

Enable ISDN/ Disabled. You can modify the properties of this Entry

Queue to enable ISDN/PSTN participants to dial-in to a
conference. Up to two dial-in numbers can be assigned.
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Defining a New Entry Queue

You can modify the properties of the default Entry Queue and define
additional Entry Queues to suit different conferencing requirements.

To define a new Entry Queue:
1 Inthe RMX Management - Rarely Used pane, click Entry Queues.

POLYCOM | RMX 2000

@ ¥ G5 el |m i %
Display N|Status |ID ‘StartTlrn MNarme |ID |Profl\e |D|alfm Mumber{l})

&5 POLY B Singl 52683 325 PM +1+ DefsultEq 1000 Factory

%) i |

[

I 'ﬁi.‘- Entry Queues I
éﬁ! SIP Factories

| SystemAlerts. = ParticipantaAlerts = PortUsage: Yoice 0/ 50 Yideo
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2 Inthe Entry Queues list pane, click the New Entry Queue button.
The New Entry Queue dialog box opens.

New Entry Queue " .

Display Mame:

POLYCOM_2090752117

Routing Mame:

Profile:

ji=h

Entry Queue IVE Sarvice:

[~ AdHac

Cascade:

[~ Enable ISDM/PSTH Access
ISDMN/PSTH Metwork Service:
Drial-in Mumber (1]:

Drial-in Mumber (2):

I Factory Yideo Profile j
|

IEntr_l,l Queue VR Service j
INone 'l

I [Default Service] j

3 Define the following parameters:

Table 4-2: Entry Queue Definitions Parameters

Option

Description

Display Name

The Display Name is the conferencing entity name in

native language character sets to be displayed in the

RMX Web Client.

In conferences, Meeting Rooms, Entry Queues and

SIP factories the system automatically generates an

ASCII name for the Display Name field that can be

modified using Unicode encoding.

¢ English text uses ASCII encoding and can contain
the most characters (length varies according to the
field).
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Table 4-2: Entry Queue Definitions Parameters (Continued)

Option Description
Display Name * European and Latin text length is approximately
(cont.) half the length of the maximum.

* Asian text length is approximately one third of the
length of the maximum.

The maximum length of text fields also varies
according to the mixture of character sets (Unicode
and ASCII).

Maximum field length in ASCII is 80 characters. If the
same name is already used by another conference,
Meeting Room or Entry Queue, the RMX displays an
error message requesting you to enter a different
name.

Routing Name

Enter a name using ASCII text only. If no Routing

Name is entered, the system automatically assigns a

new name as follows:

e If an all ASCII text is entered in Display Name, it is
used also as the Routing Name.

* If any combination of Unicode and ASCII text (or
full Unicode text) is entered in Display Name, the
ID (such as Conference ID) is used as the Routing
Name.

Profile

Select the Profile to be used by the Entry Queue. The
default Profile is selected by default. This Profile
determines the Bit Rate and the video properties with
which participants connect to the Entry Queue and
destination conference.

In Ad Hoc conferencing it is used to define the new
conference properties.

Enter a unique number identifying this conferencing
entity for dial in. Default string length is 4 digits.

If you do not manually assign the ID, the MCU assigns
one after the completion of the definition. The ID String
Length is defined by the flag
NUMERIC_CONF_ID_LEN in the System
Configuration.
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Table 4-2: Entry Queue Definitions Parameters (Continued)

Option

Description

Entry Queue
IVR Service

The default Entry Queue IVR Service is selected. If
required, select an alternate Entry Queue IVR Service,
which includes the required voice prompts, to guide
participants during their connection to the Entry
Queue.

Ad Hoc

Select this check box to enable the Ad Hoc option for
this Entry Queue.

Cascade

Set this field to None for all Entry Queues other than

cascading.

If this Entry Queue is used to connect dial-in cascaded

links, select Master or Slave depending on the Master/

Slave relationship in the Cascading topology.

Set this field to Master if:

e The Entry Queue is defined on the MCU on level 1
and the dialing is done from level 2 to level 1.

e The Entry Queue is defined on the MCU on level 2
and the dialing is done from level 3 to level 2.

Set this field to Slave if the Entry Queue is defined on

the MCU on level 2 (Slave) and the dialing is done
from MCU level 1 to level 2.

Enable ISDN/
PSTN Access

Select this check box to allocate dial-in numbers for
ISDN/PSTN connections.

To define the first dial-in number using the default
ISDN/PSTN Network Service, leave the default
selection. When the Entry Queue is saved on the
MCU, the dial-in number will be automatically assigned
to the Entry Queue. This number is taken from the dial-
in numbers range in the default ISDN/PSTN Network
Service.

ISDN/PSTN
Network Service

The default Network Service is automatically selected.
To select a different ISDN/PSTN Network Service in
the service list, select the name of the Network
Service.
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Table 4-2: Entry Queue Definitions Parameters (Continued)

Option Description

Dial-in Number Leave this field blank to let the system automatically
Q) assign a number from the selected ISDN/PSTN
Network Service. To manually define a dial-in number,
enter a required number from the dial-in number range
defined for the selected Network Service.

Dial-in Number By default, the second dial-in number is not defined. To
2 define a second-dial-in number, enter a required
number from the dial-in number range defined for the
selected Network Service.

4 Click OK.
The new Entry Queue is added to the Entry Queues list.

Listing Entry Queues

To view the list of Entry Queues:
» Inthe RMX Management - Rarely Used pane, click Entry Queues.

The Entry Queues are listed in the Entry Queues pane.
L —

& R
Mame |ID |Pr0fi|e |Dia|-in Murmber{l} |
% DefaultEQ 1000 Factory |

You can double-click an Entry Queue to view its properties.
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Modifying the EQ Properties

To modify the EQ:
» In the Entry Queues pane, either double-click or right-click and select
Entry Queue Properties of the selected Entry Queue in the list.

The Entry Queue Properties dialog box is displayed. All the fields
may be modified except Routing Name.

Transit Entry Queue

A Transit Entry Queue is an Entry Queue to which calls with dial strings
containing incomplete or incorrect conference routing information are
transferred.

IP Calls are routed to the Transit Entry Queue when:

* A gatekeeper is not used, or where calls are made directly to the
RMX’s Signaling IP Address, with incorrect or without a Conference
ID.

*  When a gatekeeper is used and only the prefix of the RMX is dialed,
with incorrect or without a Conference ID.

*  When the dialed prefix is followed by an incorrect conference ID.

When no Transit Entry Queue is defined, all calls containing incomplete or
incorrect conference routing information are rejected by the RMX.

In the Transit Entry Queue, the Entry Queue IVR Service prompts the
participant for a destination conference ID. Once the correct information
is entered, the participant is transferred to the destination conference.

Setting a Transit Entry Queue

The RMX factory default settings define the Default Entry Queue also as
the Transit Entry Queue. You can designate another Entry Queue as the
Transit Entry Queue.

Only one Transit Entry Queue may be defined per RMX and selecting
another Entry Queue as the Transit Entry Queue automatically cancels the
previous selection.

To designate an Entry Queue as Transit Entry Queue:
1 Inthe RMX Management - Rarely Used pane, click Entry Queues.
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2 Inthe Entry Queues list, right-click the Entry Queue entry and then

click Set Transit EQ.
Erence i
G X ptlelm % %
Name [Status  |ID [ start Tim[/d 1 [Mame [0 [Frofie
2, supp 5412 12:21F /1:21 |4 POLYEOM 206563475 08456 Defaultvideoiad

& POLY (@ singl 78323 2:12 4% SUPRRT_474611447 00682 Defaultvideosad

24 HD_C 64332

T4 DefaultEQ I 1000 Defaultideossd

% Link_Jin EQ Delete Entry Queus a
.,:‘_ HD_| Set Transit EQ

EntryQueue Properties

2]
RS anagement

Frequégntly Used

Rare'lsed

4% Entry Queues I
The Entry Queue selected as Transit Entry Queue is displayed in bold.

To cancel the Transit Entry Queue setting:

1 Inthe RMX Management - Rarely Used pane click Entry Queues.

2 Inthe Entry Queues list, right-click the Transit Entry Queue entry and
then click Cancel Transit EQ.
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Ad Hoc Conferencing

The Entry Queue can also be used for Ad Hoc conferencing. If the Ad Hoc
option is enabled for the Entry Queue, when the participant enters the
target conference ID the system checks whether a conference with that ID
is already running on the MCU. If not, the system automatically creates a
new ongoing conference with that ID. The conference parameters are
based on the Profile linked to the Entry Queue. As opposed to Meeting
Rooms, that are predefined conferences saved on the MCU, Ad Hoc
conferences are not stored on the MCU. Once an Ad Hoc conference is
started it becomes an ongoing conference, and it is monitored and
controlled as any standard ongoing conference.

An external database application can be used for authentication with Ad
Hoc conferences. The authentication can be done at the Entry Queue level
and at the conference level. At the Entry Queue level, the MCU queries
the external database server whether the participant has the right to create
a new conference. At the conference level the MCU verifies whether the
participant can join the conference and if the participant is the conference
chairperson. The external database can populate certain conference
parameters.

For more information about Ad Hoc conferencing, see Appendix D: "Ad
Hoc Conferencing and External Database Authentication” on page D-1.
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Gateway to Polycom® Distributed Media
Application™ (DMA™) 7000

4-12

Gateway to Polycom® Distributed Media Application™ (DMA™) 7000
enables audio only PSTN, ISDN (video endpoints using only their audio
channels), SIP and H.323 calls can connect to the Polycom DMA 7000 via
gateway sessions running on the RMX. Each RMX conference acting as a
gateway session includes one connection to the endpoint and another
connection to the DMA. The DMA 7000 enables load balancing and the
distribution of multipoint calls on up to 10 Polycom RMX media servers.

As part of this solution, the RMX acts as a gateway for the DMA that
supports H.323 calls. The PSTN, ISDN or SIP endpoint dials the virtual
Meeting Room on the DMA via a special Entry Queue on the RMX.

For more information, see Appendix H, “Gateway to Polycom®
DMA™ 7000”.
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SIP Factories

A SIP Factory is a conferencing entity that enables SIP endpoints to create
Ad Hoc conferences. The system is shipped with a default SIP Factory,
named DefaultFactory.

When a SIP endpoint calls the SIP Factory URI, a new conference is
automatically created based on the Profile parameters, and the endpoint
joins the conference.

The SIP Factory URI must be registered with the SIP server to enable
routing of calls to the SIP Factory. To ensure that the SIP factory is
registered, the option to register Factories must be selected in the Default
IP Network Service.

The maximum of number of SIP Factories that can be defined is:
e RMX2000 — 40
e RMX 4000 — 80

Creating SIP Factories

To create a new SIP Factory:
1 Inthe RMX Management - Rarely Used pane, click SIP Factories.

2 Inthe SIP Factories list pane, click the New SIP Factory E button.
The New Factory dialog box opens.

New SIP Factory

Display Name: POLYCOM_1770472373

Routing Mame:
Profile: Factory Yideo Profile v

|- Automatic Gonnection
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3  Define the following parameters:

Table 4-3: New Factory Properties

Option

Description

Display Name

Enter the SIP Factory name that will be displayed.
The Display Name is the conferencing entity name in
native language character sets to be displayed in the
RMX Web Client.

In conferences, Meeting Rooms, Entry Queues and

SIP factories the system automatically generates an

ASCII name for the Display Name field that can be

modified using Unicode encoding.

* English text uses ASCII encoding and can contain
the most characters (length varies according to the
field).

* European and Latin text length is approximately
half the length of the maximum.

* Asian text length is approximately one third of the
length of the maximum.

The maximum length of text fields also varies
according to the mixture of character sets (Unicode
and ASCII).

Maximum field length in ASCII is 80 characters. If the
same name is already used by another conference,
Meeting Room or Entry Queue, the RMX displays an
error message requesting you to enter a different
name.

Routing Name

The Routing Name is defined by the user, however if

no Routing Name is entered, the system will

automatically assign a new name when the Profile is

saved as follows:

e Ifan all ASCII text is entered in Display Name, it is
used also as the Routing Name.

* If any combination of Unicode and ASCII text (or
full Unicode text) is entered in Display Name, the
ID (such as Conference ID) is used as the Routing
Name.
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Table 4-3: New Factory Properties (Continued)

Option Description

Profile The default Profile is selected by default. If required,
select the conference Profile from the list of Profiles
defined in the MCU.

A new conference is created using the parameters
defined in the Profile.

Automatic Select this check box to immediately accept the
Connection conference creator endpoint to the conference. If the
check box is cleared, the endpoint is redirected to the
conference and then connected.

4 Click OK.
The new SIP Factory is added to the list.
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Address Book

The Address Book is your database and information storage for the
people and businesses you communicate with. The Address Book stores,
among many other fields, IP addresses, phone numbers and network
communication protocols used by the participant’s endpoint. By utilizing
the Address Book users are able to quickly and efficiently assign or
designate participants to conferences. Groups defined in the Address
Book help facilitate the creation of conferences. Rather than adding each
participant individually to a conference, groups enable multiple
participants to be added to a conference.

The maximum of number of Entry Queues that can be defined is:

e RMX 2000 — 1000

e RMX4000 — 4000

When using the Polycom CMA Global Address Book, all entries are listed.

Importing and exporting of Address Books enables organizations to
seamlessly distribute up-to-date Address Books to multiple RMX units. It
is not possible to distribute Address Books to external databases running
on applications such as Polycom’s ReadiManager (SE200) or Polycom CMA.
External databases can run in conjunction with RMX units, but must be
managed from the external application, e.g. new participants cannot be
added to the external database from the RMX Web Client. To enable the
RMX to run with an external database such as Polycom CMA, the
appropriate system configuration flags must be set.

For more information, see "System Configuration” on page 16-5.

P Integration with Polycom CMA Global Address Book is supported. For more

L ‘ J  information, see "Integrating the Polycom CMA™ Address Book with the RMX”

st on page 5-23. Integration with the SE200 GAB (Global Address Book) is not
supported.
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Viewing the Address Book

You can view the participants currently defined in the Address Book. The
first time the RMX Web Client is accessed, the Address Book pane is
displayed.

Anchor Pin

— pa—
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RMX IP Address: Firewalled

=N
4

POLYCOM | RMX 2000
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&
=
=)

WF Hardware Monitor

EY Meeting Rooms

] Reservations

Rarely Used & p2:0 4 Dialo
p2:l 43 Diala
p2:2 43 Diala
p3z % Diala
paz 4 Dialo
pazsin 43 Dialo
PartyID 42§ Dial o
PartylD ¢ Dial o

&8 1VR Services

1P Netwark Services

@ Recording Links

(& ISDNIPSTM Metwork Services
& Conference Profiles

4 Enlry Queues

& sPFactories

Bt Log Analysis

- = B
PortUsage: Yeice [ 0740 Ml Yideo |

<
_Participant Alerts

Displaying and Hiding the Address Book

The Address Book can be hidden it by clicking the anchor pin (£¥) button
in the pane header.

The Address Book pane closes and a tab appears at the right edge of the
screen.
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Click the tab to re-open the Address Book.

Click tab to open Address Bookj

G fBo % 90 B = © e :
Mame |Status |Ro|e |IP nddrass|nlias Ma |Natwnrl< |Dia|ing D\|nudio|Uideo|Encryption |FECC Token | g
= POLYCOM_1040411116 (5 participants) g"

fa 1.2.3 <= conn 12314 H.323 4 Dialo E

B 1 k= waiti 10,00 H.323 6 Diali o ‘B 5
Ry 1232 <@= conn 10,00 H.323 43 Dialo

The following information is displayed for each participant. The fields
displayed vary accordingly, when viewing the full display or the docked
Address Book pane.

Table 5-1 Docked Address Book List Columns

Field/Option Description

Type Indicates whether the participant is a video (@) or
audio ().

Name Displays the name of the participant.

IP Address/Phone | Indicates the IP address and phone number of the
participant’s endpoint.

For SIP participants, the IP address is displayed only if
one was defined for the participant.

Dialing Direction Dial-in — The participant dials in to the conference.
Dial-out — The RMX dials out to the participant.
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Adding a

Participant to the Address Book

Adding participants to the Address Book can be performed by the
following methods:

* Directly in the Address Book.

*  Moving or saving a participant from an ongoing conference to the
Address Book.

Only defined dial-out ISDN/PSTN participants can be added to the
Address Book or ongoing conferences. ISDN/PSTN participants are
added to the Address Book in the same manner that H.323 and SIP
participants are added.

When adding dial-out participants to the ongoing conference, the system
automatically dials out to the participants using the Network Service
(ISDN/PSTN or IP) defined for the connection in the participant properties.

Adding a new participant to the Address Book Directly

5-4

New participants can be added directly in the Address Book as needed.
To add a new participant to the Address Book:

1 In the Address Book pane, click the New Participant button(|f]).
The New Participant - General dialog box opens.

IP Participant

Alias Mame / Type: ] [H323 10 =

Website 1P Address ]

Extension/Identifier String: [T > ueneral
nnnnnnnn ® —
‘‘‘‘‘‘‘‘‘‘‘‘‘‘ CTra—
|
aaaaaaaaaaaaaaaa ‘
I i oy
ISDN/PSTN Participant
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Define the following fields:

Table 5-2 New Participant — General Properties

Field

Description

Name

Enter the name of the participant or the endpoint as it
will be displayed in the RMX Web Client.

The Name field can be modified using Unicode
encoding.

* English text uses ASCII encoding and can contain
the most characters (length varies according to the
field).

* European and Latin text length is approximately
half the length of the maximum.

* Asian text length is approximately one third of the
length of the maximum.e

Maximum field length in ASCII is 80 characters.

The maximum length of text fields varies according to
the mixture of character sets used (Unicode and
ASCII).

This name can also become the endpoint name that is
displayed in the video layout. For more details about
endpoint (site) names, see the RMX 2000/4000
Getting Started Guide, “"Text Indication in the Video
Layout” on page 3-35".

Note: This field is displayed in all tabs.

Endpoint
Website (IP only)

Click the Endpoint Website hyperlink to connect to the
internal website of the participant’s endpoint. It
enables you to perform administrative, configuration
and troubleshooting activities on the endpoint.

The connection is available only if the IP address of
the endpoint’s internal site is defined in the Website IP
Address field.
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Table 5-2 New Participant — General Properties (Continued)

Field

Description

Dialing Direction

Select the dialing direction:

¢ Dial-in — The participant dials in to the
conference.

e Dial-out — The MCU dials out to the participant.

Notes:

* This field applies to IP participants only.

* Dial-out is forced when defining an ISDN/PSTN
participant.

Type

The network communication protocol used by the
endpoint to connect to the conference: H.323, SIP or
ISDN/PSTN.

The fields in the dialog box change according to the
selected network type.

IP Address
(H.323 and SIP
Only)

Enter the IP address of the participant’s endpoint.

*  For H.323 participant define either the endpoint
IP address or alias.

*  For SIP participant define either the endpoint IP
address or the SIP address.

Note: This field is hidden when the ISDN/PSTN
protocol is selected.

Phone Number
(ISDN/PSTN
Only)

Enter the phone number of the ISDN/PSTN
participant.

Note: This field is only displayed when the ISDN/
PSTN protocol is selected.
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Table 5-2 New Participant — General Properties (Continued)

Field

Description

Alias Name/Type
(H.323 Only)

If you are using the endpoint’s alias and not the IP
address, first select the type of alias and then enter
the endpoint’s alias:

L]

Note:

H.323 ID (alphanumeric ID)

E.164 (digits 0-9, * and #)

Email ID (email address format,

e.g. abc@example.com)

Participant Number (digits 0-9, * and #

Although all types are supported, the type of alias
is dependent on the gatekeeper’s capabilities. The
most commonly supported alias types are H.323
ID and E.164.

This field is used to enter the Entry Queue ID,
target Conference ID and Conference Password
when defining a cascaded link.

This field is removed from the dialog box when the
ISDN/PSTN protocol is selected.
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Table 5-2 New Participant — General Properties (Continued)

Field Description

Extension/ Dial-out participants that connect to an external device
Identifier String such as Cascaded Links or Recording Links may be
required to enter a conference password or an
identifying string to connect. Enter the required string
as follows:

[p]....[p][string]
For example: pp4566#

p - optional - indicates a pause of one second before
sending the DTMF string. Enter several concatenated
[p]s to increase the delay before sending the string.
The required delay depends on the configuration of
the external device or conference IVR system.

String - enter the required string using the digits 0-9
and the characters * and #. The maximum number of
characters that can be entered is identical to the
H.323 alias length.

If the information required to access the device/
conference is composed of several strings, for
example, the conference ID and the conference
password, this information can be entered as one
string, where pauses [p] are added between the
strings for the required delays, as follows:

[p]....[p][string][p]...[p] [string]...
For example: p23pp*34p4566#

The RMX automatically sends this information upon
connection to the destination device/conference. The
information is sent by the RMX as DTMF code to the
destination device/conference, simulating the
standard IVR procedure.
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Table 5-2 New Participant — General Properties (Continued)

Field Description

SIP Address/ Select the format in which the SIP address is written:
Type ¢ SIP URI - Uses the format of an E-mail address,
(SIP Only) typically containing a user name and a host name:

sip:[user]@[host]. For example,
sip:dan@polycom.com.

e TEL URI - Used when the endpoint does not
specify the domain that should interpret a
telephone number that has been input by the user.
Rather, each domain through which the request
passes would be given that opportunity. As an
example, a user in an airport might log in and send
requests through an outbound proxy in the airport.
If the users enters “411” (this is the phone number
for local directory assistance in the United States),
this number needs to be interpreted and
processed by the outbound proxy in the airport,
and not by the user's home domain.

In this case, tel: 411 is the correct choice.

Note: This field is removed from the dialog box when
the ISDN/PSTN protocol is selected.

Endpoint Enter the IP address of the endpoint’s internal site to
Website IP enable connection to it for management and

Address configuration purposes.

(IP only) This field is automatically completed the first time that

the endpoint connects to the RMX. If the field is blank
it can be manually completed by the system
administrator. The field can be modified while the
endpoint is connected

Audio Only Select this check box to define the participant as a
voice participant, with no video capabilities.

Usually, additional definitions are not required and you can use the
system defaults for the remaining parameters. In such a case, click
OK.

To modify the default settings for advanced parameters, click the
Advanced tab.
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4 Define the following Advanced parameters:

New Participan

3 General
> Advanced

> Information

Hamne:

[3enny
Endpaint Website
video Bit Rate: [ Auto =] kbits/sec
video Protocol: uto -
Broadcasting Volume: s
Listening Volume: ks
Encryption: Auto ~
Cascade: Nore =
Telepresence Mode: Mone hd

[~ acc

ISDN/PSTN
Participant

Nevw Participant

> General
> Advanced

> Infarmation

IP Participant

Name:

Jenny
Bit Rate: Auta ~
Video Protocol: Aute -
Broadeasting Volume: T =
Listening ¥olume: T s
ISDN/PSTN Metwork Service: | [Default Service] h
Telepresence Mode: Nore hd

[~ acc

Table 5-3 New Participant — Advanced Properties

Field

Description

Video Bit Rate /
Auto
(IP Only)

The Auto check box is automatically selected to use
the Line Rate defined for the conference.

Note: This check box cannot be cleared when
defining a new participant during an ongoing
conference.

To specify the video rate for the endpoint, clear this
check box and then select the required video rate.




Polycom RMX 2000/4000 Administrator’s Guide

Table 5-3 New Patrticipant — Advanced Properties (Continued)

Field

Description

Video Protocol

Select the video compression standard that will be
forced by the MCU on the endpoint when connecting
to the conference: H.261, H.263 or H.264.

Select Auto to let the MCU select the video protocol
according to the endpoint’s capabilities.

Broadcasting
Volume +
Listening Volume

To adjust the volume the participant broadcasts to the
conference or the volume the participant hears the
conference, move the slider; each unit represents an
increase or decrease of 3 dB (decibel). The volume
scale is from 1 to 10, where 1 is the weakest and 10
is the strongest. The default connection value is 5.

Encryption
(IP Only)

Select whether the endpoint uses encryption for its
connection to the conference.

Auto (default setting) indicates that the endpoint will
connect according to the conference encryption
setting.

Encryption is not supported in ISDN/PSTN calls.
ISDN/PSTN participants can connect to encrypted
conferences only if the system flag is set to allow
non-encrypted participants to connect to encrypted
conferences.

AGC

AGC (Auto Gain Control) mechanism regulates noise
and audio volume by keeping the received audio
signals of all participants balanced. Select this check
box to enable the AGC mechanism for participants
with weaker audio signals.

Note: Enabling AGC may result in amplification of
background noise.
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Table 5-3 New Participant — Advanced Properties (Continued)

Field Description
Cascaded Link If this participant is used as a link between
(IP Only) conferences select:

* Slave, if the participant is defined in a conference
running on a Slave MCU.

* Master, if the participant is defined in a
conference running on the Master MCU.

It enables the connection of one conference directly
to another conference using an H.323 connection
only. The conferences can run on the same MCU or
different MCU'’s. For more information, see "Enabling
Cascading” on page 2-53.

ISDN/PSTN Enables users to select the ISDN/PSTN network
Network Service service.

Telepresence Setting the participant/endpoint Telepresence Mode
Mode configures the RMX to receive the video format of the

RPX or TPX room endpoints.

If you are defining an endpoint that is part of a

telepresence room, select the room type as follows:

* RPX - for room endpoints that transmit 4:3 video
format.

e TPX - for room endpoints that transmit 16:9 video
format.

* None (default) - to indicate a standard endpoint
that is not part of a telepresence room
configuration.

5 Toadd general information about the participant, i.e. email, company
name, etc..., click the Information tab and type the necessary details
in the Info 1-4 fields. Text in the info fields can be added in Unicode
format (length: 31 characters).

6 Click OK.
The new participant is added to the address book.
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Adding a Participant from an Ongoing Conference to the

Address Book

You can add a participant to the Address Book directly from an ongoing
conference.

To add a participant from the conference to the Address Book:

1

During an ongoing conference, select the participant in the Participant
pane and either click the Add Participant to Address Book button

([52)) or right-click and select Add Participant to Address Book.
The participant is added to the Address Book.
Alternatively, you could:

a Double-click the participant’s icon or right-click the participant
icon and click Participant Properties.

The Participant Properties window opens.

Cp B @ 3% 3¢ @ ) B = @ e
Mame |Status |Ro|e |1pAdd|A|iasNam|Netwo|Directior{Audio|Uideo |FECCT|Er
= Logistics Meeting 2 (4 participants)

.QE. Ziv 4= con 172, Ziv Mame H.32 @ Cial
RN N ] 217 PROpEFtis e |
£ ]
o]
gm AS 5 General
% =m I o ] Name: Ziv Endpoint Website
> Information
=l Marketing.  , mediasources
o - > Has Lavout Tvbe: [Corfaence =
3 Connection Status
3 Channel Status ‘
3 Channel Status - Adva [2uto l|aua =l
3 Gatekeeper Status
BB B
BQ ‘
[Ata el ) =~
Mute/Suspend Block
Audio  video F audio
U=1) r r
operater [~
Participant [ r

Add to Address Book

b Click the Add to Address book button.
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Modifying Participants in the Address Book

When required, you can modify the participant’s properties.

To modify participant properties in the Address Book:

1 In the Address Book pane, double-click the participant’s icon or right-
click the participant’s name and click Participant Properties.

The Participant’s Properties window appears.

Op (i OF 08 B B quicks:
Type V|Name V|Dia|ing Directi
[l b-¥SX5000- 4% Dial in
@ b-Zivl {'& Dial out
@ Delete Participant ut
=) | Properties | -
\ > General
3 Advanced Harne: [oebbie  Endpointwebsit
> Information
Dialing Direction: Dial out -
Type: H.323 -
1P Address: [172.22.169.73
Alias Name / Type: J¢eb H 32310 El
Website IR Address |
I~ Audio only
Extension/Identifier String:

2 Modify the necessary properties in the window, e.g. dialing direction,
communication protocol type, etc... You can modify any property in
any of the three tabs: General, Advanced and Info.

3 C(lick OK.

The changes to the participant’s properties are updated.
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Deleting Participants from the Address Book

To delete participants from the Address Book:
1 In the Address Book pane select the participant to delete. Click the

Delete Participant ([3¢]) button or right-click and then click the
Delete Participant option.

Oy i3 O 5% B = Cick 5

Type V|Name V|Dia|ing Directi
[l b-¥SX5000- 4% Dial in

@ b-Zivl {'& Dial out
@ Delete Participant ut
Properties

2 Click Yes in the dialog box that appears to confirm the deletion.

After confirmation, the selected participant is deleted from the
Address Book.

Searching the Address Book

To search for participants in the Address Book:
1 In the Address Book toolbar, click in the Find field.

The field clears and a cursor appears indicating that the field is active.
Find: 3 —> Find: || 2,

2 Type all or part of the participant’s Name and click the search (/1)
button.

The closest matching participant entries are displayed and the Active
Filter indicator turns on.

e o3 G R EE Debbie

Type |Name ‘I'|Dia|ing | IP &ddress/Phone
= Debbigl H323_out 40 Dial o 172.22.169.73
5 Debbiel 1SDM_Out ¥ Dial o 565656

FE} Debbiel PSTM_Out 425 Dial 0 598959

; Closest Matching Participants
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Filtering the Address Book

Filtering applies pattern matching criteria to the information in the
Address Book entries, enabling you to select and work with a subset of
Address Book entries.

Filtering can be applied to one or multiple Address Book fields at a time.
To filter an address book field:

1 Inthe Address Book field that you want to filter, click the filter ()
button.

A drop-down menu is displayed containing all the matching patterns
that can be applied to the selected field.

995 Entries in Unfiltered Address Book
Selected Field

Filter Button
I |

e )\
Type (MName )Dialing Direction 7|IP Address/Phone i lhad
=) LAIT) |45 Dial out 172,22,186.61 =
_ (Custom) =] -
& {Blanks) 23 Dial out 172.22,186.52
=) quna'a”ks 2 Dial out 172,22,186.207
& 215 23 Dial out 172.22.186.86
_ Arugot a .
FE) Faran A [w|% Dial out 172.22.186.15
& WSX7000 {146 42 Dial out 172.22.186.146
& WSX7000 #23 Dial out 172.22.186.37

Pattern Matching Options

2 Click the matching pattern to be applied as the filter.

The filtered list is displayed with an active filter (blue) indicator ()
displayed in the selected field heading.
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Example: If the user selects 213 as the matching pattern, the filtered
Address Book is displayed as follows:

1 Entry Matching “213” in Filtered Address Book

Selected Field I—Active Filter Indicator

(Y)Dialing Direction V|IF‘ Address/Phone
&l 213 2 Dial out 172.22.189.213
Filtered Field

To clear the filter and display all entries:

1 Inthe filtered Address Book field heading, click the Active Filter
indicator.

The pattern matching options menu is displayed.

I—Active Filter Indicator

Type |[MName @Dialing Direction 7|IP Address/Phone w

& Lall) # |4 Dial out 172.22.189.213
(Custorm)

(Blanks)
(ManBlanks)

213

215

Arugot

Faran -

L

Pattern Matching Options

2 Click AIL
The filter is de-activated and all Address Book entries are displayed.
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Participant Groups

A group is a predefined collection of participants. A group provides an
easy way to connect a combination of endpoints to a conference. For
example, if you frequently conduct conferences with the marketing
department, you can create a group called “Marketing Team” that
contains the endpoints of all members of the marketing team.

Adding a New Group to the Address Book

To define a New Group:

1 In the Address Book pane click the New Group ([&]) button or right-
click an empty area in the pane and click New Group.

The Group Properties dialog box appears.

[E E El B3 quick
Type 7| NMea?llpﬁddVP‘
=

=8 E=re 172.2:

Epz14 28 Dial 17220

In7z 934 Dial 172.2E

(e oy Froperes

[E=1 20 =" TN

& a4 o3 Dial

& ASHER 92 Dial Gaarpiiy ||

&L bhi_us 9o Drial

(=) Debbie 923 Cial Mame I Addres| Alias Na_[Network |Dialing D Encryption
Mews Participan/

[| 1

@ ” Mewvs Group |

Delete Group

Import AddressBook,

@ Export AddressBook.

[E Participant Properties

@ Encwid %ad Dial 172,21 Mew temave Add from Address Baok
o

&k Encvid %ep Dial 172.2:

&, Encvid 9o Dial 17220

=

=]

Tpower 9o Dial 172.22 o

2 Inthe Name field, enter a name for the group, for example, Marketing
Team.
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3 Add participants to the Group by doing one of the following:

a Click the Add from Address Book button to display the
Participants Address Book dialog box. Select the desired endpoints
to include in the Group and click Add. Multiple selections of
participants are enabled.

b Dragand drop the desired endpoints from the Address Book pane
into the Group’s dialog box.

¢ Click the New button to display the New Participant dialog box.
Define the endpoint’s parameters and click OK.

4  In the Group dialog box, click OK.
The new group is added to the Address Book.

Deleting a Group from the Address Book

To delete a Group:
1 Inthe Address Book pane, select the group and click the Delete Group

button or right-click the group and click the Delete Group.

& & B@lR =
Type ¥|Nam 7| Direc YNE Ad 7|~
i Encry ﬁ% Dial

Encwid €23 Dial
Encwid €23 Dial
Encwid €23 Dial
Ep21d 453 Dial
In7z & Dial
Ipowe &‘3 Dial
K210 453 Dial

Either option will delete the
selected group

Lol

| Delete Group |

Properties

TR @dde @@ o

2 Click Yes in the confirmation dialog box.

The selected group is deleted from the Address Book.
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Modifying a Group in the Address Book

To Modify a Group:

1 In the Address Book pane, double-click the Group icon () or
right-click the Group and then click Properties.

j

G e B 2 = B Guicl
Type v|Nam v|Direcv IF Ad v|6

Encry #& Dial 172.22
Enciid 23 Dial 172.22
Enciid 2 Dial 172.22
Enciid 23 Dial 172.22
Ep2l4 4o Dial 17z2.22
In 72 4 Dial 17z.22
Ipowe #2p Dial 172.22
Kz1lo €2 Dial 17z2.22

L=k

Delete Group
17z2.22

EPAPEEE PP E

| Properties | 172.22

The Group Properties dialog box will be displayed.
2 The following operation can be performed:
a Rename Group - Rename the Group in the name field.

b Create New Participant - Click the New button to create new
participants in the Address Book and included them in the Group.

¢ Add Participant - Add one or more participants to the Group by
clicking the Add from Address Book button and selecting the
participants from the Participants Address Book dialog box.

d Remove Participant - Select the one or more participants in the
Group properties dialog box and click the Remove button.

Standard Windows multiple selection techniques can be for (adding/
removing) participants (to/from) the Group.

3 C(lick OK.
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Importing and Exporting Address Books

Address Books are proprietary Polycom data files that can only be
distributed among RMX units. The Address Books are exported in XML
format, which are editable offline. If no name is assigned to the exported
Address Book, the default file name is:
EMA.DataObjects.OfflineTemplates.AddressbookContent_.xml

Exporting an Address Book

To Export an Address Book:

1

In the Address Book pane, click the Export Address Book ([z]) button
or right-click an empty area in the pane and click Export Address
Book.

The Export Address Book dialog box appears.

Export Address Book =

Export Address Book Path; | Erowse

Enter the desired path or click the Browse button.

In the Save Address Book dialog box, select the directory to save the
file. You may also rename the file in the File Name field.

Click Save.
You will return to the Export File dialog box.
Click OK.

The exported Address Book is saved in the selected folder in XML
format.
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Importing an Address Book

5-22

To Import and Address Book:

1

In the Address Book pane, click the Import Address Book ([zL]) button
or right-click an empty area in the pane and then click Import
Address Book.

The Import Address Book dialog box appears.

Import Address Book =

Import Address Book Path:

Are you sure you want to merge the two Address Books?

Enter the path from which to import the Address Book or click the
Browse button.

In the Open dialog box navigate to the desired Address Book file (in
XML format) to import.

Address Book will be overwritten by participants defined in the imported

@ When importing an Address Book, participants with exact names in the current

Address Book.

4

Click Open.
You will return to the Import File dialog box.
Click OK.

The Address Book is imported and a confirmation message is
displayed at the end of the process.

Click Close.
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Integrating the Polycom CMA™ Address Book
with the RMX

The Polycom CMA™ application includes a Global Address Book with all
registered endpoints. This address book can be used by the RMX 2000 to
add participants to conferences.

CMA™ Address Book Integration Guidelines

Only one address book can be used at any time. When the CMA
address book is integrated into the RMX, it replaces the RMX internal
address box.

CMA address book is used in read-only mode in the RMX. CMA
Address book entries can be added or modified from the CMA
application or when the endpoints register with the CMA that acts as
a gatekeeper.

== The RMX acts as a proxy to all address book requests between the RMX Web
\ ‘ . Client and the CMA. Ensure that firewall and other network settings allow
=" the RMX access to the CMA server.

To Integrate the Polycom CMA™ Address Book with the RMX:
CMA Side

1

In the CMA application manually add the Polycom RMX system to
the Polycom CMA system as directed in the Polycom CMA Operations
Guide.

2 Inthe CMA application, add a user or use an existing user for RMX
login as directed in the Polycom CMA Operations Guide. Write down
the User Name and Password as they will be used later to define the
RMX connection to the CMA Global Address Book.

RMX Side

1 Onthe RMX menu, click Setup > System Configuration.
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The System Flags - MCMS_PARAMETERS_USER dialog box opens.

3 MCMS_PARAMETERS_USER
. C5_MODULE_PARAMETERS

Flag Name - [walue [=]
ALLOW_NOM_ENCRYPT_PARTY_IN_EMCRYPT NO

BONDING_CHAMMNEL_DELAY S0

EMABLE_AUTO_EXTENSION TES
EMABLE_CASCADED_LINK_TO_JOIN_WITHD  NO

EMABLE_EXTERMAL_DB_ACCESS NO b
EMABLE_[SOM_REDIAL YES

EXTERNAL_CONTENT_DIRECTORT
EXTERNAL_CONTENT_IP
EXTERNAL_CONTENT_PASSWORD
EXTERNAL_CONTENT_USER
EXTERNAL_DE_DIRECTORY
EXTERNAL_DB_IP
EXTERNAL_DB_LOGIN
EXTERNAL DB PASSWORD

JPlcmwebServices
172.26.209.80
cgspass

AUSTINCOS Admin

FOLYCOM

POLYCOM

Edit Flag

Delete Flag

MNew Flag

[ o ] o |

2 Modify the values of the flags listed below.

For more information, see "Modifying System Flags” on page 16-5.

®

In versions 3.0 and lower, these flags have to be manually added to the
MCMS_PARAMETERS_USER dialog box. In version 4.0 and higher, these
flags are automatically listed in the MCMS_PARAMETERS_USER dialog box.

Table 5-4  System Flags for CMA Address Book Integration

Flag

Description

EXTERNAL_
CONTENT_
DIRECTORY

The Web Server folder name. Change this name if
you have changed the default names used by the

CMA application.

Default: /PlcmWebServices
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Table 5-4  System Flags for CMA Address Book Integration (Continued)

Flag Description
EXTERNAL _ Version 4.x and earlier - enter the IP address of the
CONTENT_IP CMA server.
Version 5.0 - enter the IP address of the CMA
server in the format:
http://[IP address of the CMA server].
For example, http://172.22.185.89.
This flag is also the trigger for replacing the internal
RMX address book with the CMA global Address
Book.
When empty, the integration of the CMA address
book with the RMX is disabled.
EXTERNAL_ The password associated with the user name
CONTENT defined for the RMX in the CMA server.
PASSWORD
EXTERNAL_ The login name defined for the RMX in the CMA
CONTENT _ server defined in the format:
USER domain name/user name.

Click OK to complete the definitions.

When prompted, click Yes to reset the MCU and implement the
changes to the system configuration.
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Reservations

The Reservations option enables users to schedule conferences. These
conferences can be launched immediately or become ongoing, at a
specified time on a specified date.

Scheduling a conference reservation requires definition of conference
parameters such as the date and time at which the conference is to start,
the participants and the duration of the conference.

Scheduled conferences (Reservations) can occur once or repeatedly, and
the recurrence pattern can vary.

Guidelines

System

* By default, the Scheduler is enabled by a System Flag. The flag prevents
potential scheduling conflicts from occurring as a result of system
calls from external scheduling applications such as ReadiManager®,
SE200 CMA™ 4000/5000 and others via the API.

If an external scheduling application is used, the flag
INTERNAL_SCHEDULER must be manually added to the System
Configuration and its value must be set to NO.

For more information see "Modifying System Flags” on page 16-5.

Resources

*  The maximum number of participants per reservation is determined
by the availability of system resources:
— MPM Configuration Mode: 80 participants (RMX 2000).

— MPM+ Configuration Mode: 200 participants
(40 voice +160 CIF video or any combination of up to 200
participants).
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6-2

System resources are calculated according to the RMX's license. For
more information see "Video/Voice Port Configuration” on page 16-44.

System resource availability is partially checked when reservations
are created:

— If a conference duration extension request is received from an
ongoing conference, the request is rejected if it would cause a
resource conflict.

— If several reservations are scheduled to be activated at the same
time and there are not enough resources for all participants to be
connected:
¢ The conferences are activated.

*  Participants are connected to all the ongoing conferences
until all system resources are used up.

If sufficient resources are not available in the system and a scheduled
Reservation cannot be activated, the Reservation is deleted from the
schedule.

Resources for Reservations are calculated using the Reserve Resources
for Audio/Video Participants fields of the New Reservation dialog box.
For more information see "New Reservation — Reserved Resources” on
page 6-12.

Resources are reserved for participants at the highest video
resolution supported by the Line Rate specified in the conference

Profile and up to the maximum system video resolution specified by
the MAX_CP_RESOLUTION system flag.

If the RMX is in MPM+ Mode and Fixed Capacity Mode is selected, the
number of resources allocated to this type of video participant (CIF,
SD, HD) is also checked. If resource deficiencies are found an error
message is displayed.

When a new Reservation is created in the Reservations, the effect of the
new Reservation (including its recurrences) on available resources is
checked. If resource deficiencies are found an error message is
displayed.

Defined dial-in or dial-out participants, Meeting Rooms, Entry
Queues and new connections to Ongoing conferences are not
included in the resources calculation.
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Reservations

A Reservation that has been activated and becomes an ongoing
conference is deleted from the Reservations list.

The maximum number of reservations is:

—  RMX 2000 — 2000

— RMX 4000 — 4000

The maximum number of concurrent reservations is 80. Reservations
with durations that overlap (for any amount of time) are considered
to be concurrent.

The maximum number of participants per reservation is determined
by the availability of system resources:

RMX 2000:

— MPM Configuration Mode: 80 participants (RMX 2000).

— MPM+ Configuration Mode: 200 (40 voice +160 CIF video)
participants

RMX 4000:

— 800 (640 voice +160 CIF video) participants

System resource availability is partially checked when reservations
are created:

— If a conference duration extension request is received from an
ongoing conference, the request is rejected if it would cause a
resource conflict.

— If several reservations are scheduled to be activated at the same
time and there are not enough resources for all participants to be
connected:

*  The conferences are activated.
* Participants are connected to all the ongoing conferences
until all system resources are used up.

A scheduled Reservation cannot be activated and is deleted from the

schedule if an Ongoing conference has the same Numeric ID.

— Sulfficient resources are not available in the system.

If a problem prevents a Reservation from being activated at its
schedule time, the Reservation will not be activated at all. This applies
even if the problem is resolved during the Reservation’s scheduled
time slot.

A Profile that is assigned to a Reservation cannot be deleted.
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* Reservations are backed up and restored during Setup > Software
Management >Backup /Restore Configuration operations. For more
information see "Banner Display and Customization” on page 16-81.

*  All existing reservations are erased by the Standard Restore option of
the Administration > Tools > Restore Factory Defaults procedure.

*  Reservations can also be scheduled from Conference Templates. For
more information see "Scheduling a Reservation From a Conference
Template” on page 8-16.

Using the Reservation Calendar

To open the Reservation Calendar:

preeeTy

>> In the RMX Management pane, click the Reservations button (|:{).
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The toolbar buttons functions are described in Table 6-1.

Table 6-1

Reservations — Toolbar

Button

Description

:‘i New Reservation

Create a new reservation. The date and time of the
new reservation is set according to the highlighted
blocks on the Reservations.

—* Delete Reservation

Click to delete the selected reservation.

&1 Back

Click to show the previous day or week, depending
on whether Show Day or Show Week is the
selected.

= Next

Click to show the next day or week, depending on
whether Show Day or Show Week is the selected.

& Today Click to show the current date in the Reservation
Calendar in either Show Day or Show Week view.

=] Show Week Change the calendar view to weekly display,
showing a calendar week: Sunday through
Saturday

5] Show Day Click this button to show the day containing the

selected time slot.

:j Reservations List

Click to change to List View and display a list of all
reservations.

Come

Used to search for reservations by Display Name.
(Available in Reservations List view only).

Reservations Views

The Reservations has the following views available:

Week
Day
Today
List
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In all views the Main Window List Pane header displays the total number
of reservations in the system.

Reservations List(6

L Total number of reservations

Week View

By default the Reservations is displayed in Week view with the current date
highlighted in orange.

P R

Day View
A single day is displayed.

Monday:

Today View

The current date (Today), highlighted in orange, can be viewed in both
Week View and Day View.

R a3 E S @A
Search

im0 wearessy €——  Current Date (Today)

08"
09" Day View

o0

10"

11 27157200 27167200 | 21177200 [2118/200 2715200 |2207200 [2121/300 | =

FEN

12

o0

13

eek View
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List View

List View does not have a calendar based format.

4 JaldEadaA 2

Display Name |ID |Start Time |End Time |Interna| ID| Status |Conference Passw |Proﬂ|e

% SUPPORT_180 17989 07/11/2008 05:00 07/11/2008 05:30 183 ok 987654 Factory_Wideo_Profile
% SUPPORT_157 91272 06/11/2008 18:30 06/11/2008 19:30 169 ok Factory_Wideo_Profile
% SUPPORT_108 97493 06/11/2008 18:30 06/11/2008 19:30 170 ok Factory_Wideo_Profile
% Logistics 00582 05/11/2008 15:00 05/11/2008 17:00 168 ok Factory_Widea_Profile
% Sales 12295  04/11/2008 12:00 04/11/2008 13:00 167 ok Factory_Wideo_Profile
% deb_templatel 20940 02/11/2008 23:45 03/11/2008 00:45 127 ok Factory_Wideo_Profile

All Reservations are listed by:

*  Display Name *  End Time

e ID *  Status

* Internal ID *  Conference Password
»  Start Time *  Profile

The Reservations can be sorted, searched and browsed by any of the listed
fields.
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Changing the Calendar View

6-8

To change between Week and Day views:

>> In Week View: In the Reservations toolbar, click Show Day ([&]) to
change to Day View.
or

In Day View: In the Reservations toolbar, click Show Week (=) to
change to Week View.

Week View Back i — View Previous Week
Next [l - View Next Week
Today [f& — View Current Date in Week View
LosoaE: NN -
m:mm Suylslm!MolJﬂ/mn Tu2ar00s Wew1s00s  TH2202009  Fj22u2009  Sas|
I <+ — A
I Ctjrrent Date I
I I
I I
I I
I I
Show|Day Show|Week
v I
Day View Back ﬁ — View Previous Day

Next [Zl - View Next Day
Today E — View Current Date in Day View
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To view Today (the current date):

>> In Week View or Day View, in the Reservations toolbar, click the Today
([=]) button to have the current date displayed within the selected
view.

Search
12009 subriezoos Moz1Is  TUIB20s Weziwzos  THaawees  Fa2ues  saa|

%.dscoo> NN

VIS0 SUZASI0S MoZI203  TuMAMA0S Wen12005 THA/005  Frzzuzes  Sas|

El

A
Day View
e ————— Current Date (Today)

Wednesday

To change to List View:
1  In the Reservations toolbar, click, the Reservations List (53) button.

The Reservations List is displayed.

Aadapzae B A

Display Mame ‘ID |Start Time |End Time ‘Interna\ ID|Status ‘Cunferance Passw |Pruf\|e

2% SUPPORT_180 17989 07/11/2008 05:00 07/11/2008 05:30 183 ak 987654 Factary_Video_Profile
&% SUPPORT_157 91272 06/11/2008 18:30 06/11/2008 19:30 163 ak Factary_Video_Profile
&% SUPPORT_108 97493 06/11/2008 18:30 06/11/2008 19:30 170 ak Factary_Video_Profile
12 Lagistics 00582  05/11/2008 15:00 05/11/2008 17:00 168 ok Factary_Video_Profile
% Sales 12295 04/11/2008 12:00 04/11/2008 13:00 167 ok Factory_Video_Profile
% deb_templatel 20940 02/11/2008 23:45 03/11/2008 00:45 127 ok Factory_Video_Profile

2 Optional. Sort the data by any field (column heading) by clicking on
the column heading.
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A ¥ or ~ symbol appears in the column heading indicating that the
list is sorted by this field, as well as the sort order.

3  Optional. Click on the column heading to toggle the column’s sort
order.
To return to Calendar View:

>> In the Reservations toolbar, click any of the buttons (Show Week/
Show Day/Today) to return to the required Reservations view.

Scheduling Conferences Using the
Reservation Calendar

Creating a New Reservation

There are three methods of creating a new reservation:

Each method requires the selection of a starting time slot in the
Reservations. The default time slot is the current half-hour period of local
time.

In all views, if the New Reservation (5 ) button is clicked without
selecting a starting time slot or if a time slot is selected that is in the past,
the Reservation becomes an Ongoing conference immediately and is not
added to the Reservations calendar.

B/10/200850n 87112008 0n 8/ 1272008 ue 81372000

g—— Time Slot

After selecting a starting time slot in the Reservations you can create a
reservation with a default duration derived from the creation method
used or by interactively defining the duration of the reservation.
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Method I - To create a reservation with default duration of 1 hour:

>> In the Reservations toolbar, click the New Reservation (3 ) button to
create a reservation of 1 hour duration.

Method II - To create a reservation with default duration of %2 hour:

>> Right-click and select New Reservation to create a reservation of 2
hour default duration.

Method III - To interactively define the duration:

1 Inthe calendar, click & drag to expand the time slot to select the
required Date, Start Time and Duration for the reservation.

2  In the Reservations toolbar, click the New Reservation (& ) button or
right-click and select New Reservation.
Example: The following click & drag sequence would select a

reservation for Tuesday, August 12, 2008, starting at 01:00 with a
duration of 4 hours.

Date: Tuesday, August 12, 2008

B/10/200850n0 8/11/200810n 871272008 e B/ 1:3/2000 8122000 ue 871312
Start nn 00 .
. Click
Time —> - — ]
01:00 2
no 0o .
ok Drag Duration

T3 00 | 4 Hours
04 00
Release

ng 00| - =
05

The duration of reservations created by any of the above methods can
be modified in the Scheduler tab of the New Reservation dialog box.

To create a new reservation:
1  Open the Reservations.
2 Select a starting time slot.

3  Create the reservation using one of the three methods described
above.
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The New Reservation - General tab dialog box opens.

> Participants Display Name: [SUPPORT_300638150

3 Schedule . o= =

5 Information pureten O30
Routing Name: |
Profile: [Factoy_video_Profie =]
ID: |
Conference Password: 1
Chairperson Password: |
ReserveResources forvideo Participants: [0 =]
ReserveResources forAudio Participants: [0 =]
Maxirnum Number of Participants: Automatic =
I~ Enable ISDN/PSTN Dial-in
ISDN/PSTN Netwark Service: [Defaut Service] -
Dial-in Number (1):
Dial-in Number (2): %

All the fields are the same as for the New Conference - General tab,
described in the RMX 2000/4000 Getting Started Guide, "General Tab”

on page 3-16.
Table 6-2 New Reservation — Reserved Resources
Field Description
Reserve Enter the number of video participants for which the
Resources for system must reserve resources.
Video

Default: O participants.

Maximum:

* MPM Mode: 80 participants (RMX 2000).
¢  MPM+ Mode: 80 participants.

Participants
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Table 6-2 New Reservation — Reserved Resources (Continued)

Field

Description

Reserve
Resources for
Audio
Participants

Enter the number of audio participants for which the
system must reserve resources.

Default: 0 participants.

Maximum:

* MPM Mode: 80 participants (RMX 2000).
e  MPM+ Mode: 120 participants.

When a Conference Profile is assigned to a Meeting Room or a Reservation,
the Profile’s parameters are not embedded in the Reservation, and are taken
from the Profile when the reservation becomes an ongoing conference.
Therefore, any changes to the Profile parameters between the time the
Reservation or Meeting Room was created and the time that it is activated
(and becomes an ongoing conference) will be applied to the conference.

If the user wants to save the current parameters, a different Profile with
these parameters must be assigned, or a different Profile with the new
parameters must be created.

Click the Schedule tab.

5 B
G schedule D

Display Name: [SuPPORT_557388227

> T

I~ Recurrin a Mesting
Pattern
Paern weskly | moamons , i wazk(s) ans
I~ Sundsy I~ Monday I~ Tuesday [ wednesday
I Thursday I Friday I sarurday
Bl rebruay. 2000 I3
2 End fen [ ] osmommecs Sun Mon Tue Wed Thu Fri Sat
" End by Dare:r I 2¢18/2009 'I 29 26 27 28 29 30 31
1 2 2 4 S & 7

3 9 10 11 12 13 14
15 16 17 W 19 20 21
zz 23 24 25 26 2T 28
1z 2 4 5 & 7

E 3 Today: 2/18/2000

/ > |

7
Calendar
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5 Adjust the new reservation’s schedule by modifying the fields as
described in Table 6-3.

Table 6-3

New Reservation — Schedule Tab

Field

Description

Start Time

Select the Start Time
of the Reservation.

End Time

Select the End Time
of the Reservation.

The Start/End Times of the
Reservation are initially taken from
the time slot selected in the
Reservation Calendar.

The Start/End Times can be
adjusted by typing in the hours and
minutes fields or by clicking the
arrow buttons.

The Start/End dates can be
adjusted by typing in the date field
or by clicking the arrow buttons or
using the calendar.

End Time settings are initially
calculated as Start Time +
Duration. End Time settings are
recalculated if Start Time settings
are changed.

Changes to End Time settings do
not affect Start Time settings.
However, the Duration of the
Reservation is recalculated.

Recurring
Meeting

Select this option to set up a Recurring Reservation - a
series of Reservations to be repeated on a regular basis.
To create a recurring reservation, you must define a time
period and a recurrence pattern of how often the
Reservation should occur: Daily, Weekly or Monthly.
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Table 6-3 New Reservation — Schedule Tab (Continued)

Field Description

Recurrence Daily If Daily is selected, the system automatically

Pattern selects all the days of the week. To de-select
days (for example, weekends) clear their check
boxes.

Weekly | If Weekly is selected, the system automatically
selects the day of the week for the Reservation
from the day selected in the Reservation
Calendar.

You can also define the recurrence interval in
weeks. For example, if you want the reservation
to occur every second week, enter 2 in the Recur
every _ week(s) field.

To define a twice-weekly recurring Reservation,
select the check box of the additional day of the
week on which the Reservation is to be
scheduled and set the recurrence interval to 1.

Monthly | If Monthly is selected, the system automatically
selects the day of the month as selected in the
Reservation Calendar. You are required to
choose a recurrence pattern:

e Day (1-31) of every (1-12) month(s) -
Repeats a conference on a specified day of
the month at a specified monthly interval. For
example, if the first Reservation is scheduled
for the 6th day of the current month and the
monthly interval is set to 1, the monthly
Reservation will occur on the 6th day of each
of the following months.

* The (first, second,...,last) (Sun-Sat) of x
month(s) - Repeats a Reservation in a
particular week, on a specified day of the
week at the specified monthly interval. For
example, a recurrent meeting on the third
Monday every second month.
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Table 6-3 New Reservation — Schedule Tab (Continued)

Field

Description

A series of Reservations can be set to end after a specified number of
occurrences or by a specific date. Select one of the following methods of
terminating the series of Reservations:

End After End After: x Occurrences - Ends a recurring series of
Reservations after a specific number (x) of occurrences.
Default: 1
(Leaving the field blank defaults to 1 occurrence.)

End by Date | End By Date: mm/dd/yyyy - Specifies a date for the last

occurrence of the recurring series of Reservations. The End
By Date value can be adjusted by typing in the date field or
by clicking the arrow button and using the calendar utility.

Default: Current date.

6 Click the Participants tab.

D ——

3 General

5 Participants

3 Schedule

3 Information

Participants List —

Display Name: |5uPPORT,3DDBSB15D

Duration: UE: 730 E:

Name / | 1P Address| Alias Name/sIPlNatwnrk |Duahng Direction |En:r‘vptmn

Lecturer: =] ™ Dial Out Manually i

| I_‘ILI

N - T
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The fields are the same as for the New Conference - Participants tab,
described in the RMX 2000/4000 Getting Started Guide, "Participants
Tab” on page 3-20.

Participant properties are embedded in the conferencing entity and therefore, if
the participant properties are modified in the Address Book (or Meeting Rooms)
after the Reservation has been created they are not applied to the participant
when the Reservation is activated.

7

Optional. Add participants from the Participants Address Book.

For more information see "Meeting Rooms” on page 3-1 and the RMX
200074000 Getting Started Guide, "To add participants from the Address
Book:” on page 3-23.

Optional. Add information to the reservation.

Information entered in the Information tab is written to the Call Detail
Record (CDR) when the reservation is activated. Changes made to this
information before it becomes an ongoing conference will be saved to
the CDR.

For more information see the RMX 2000/4000 Getting Started Guide,
"Information Tab” on page 3-24.

Click OK.
The New Reservation is created and is displayed in the Reservations.

If you create a recurring reservation all occurrences have the same ID.
A recurring Reservation is assigned the same ISDN/PSTN dial-in
number for all recurrences.

If a dial in number conflict occurs prior to the conference’s start time,
an alert appears: “ISDN dial-in number is already assigned to another
conferencing entity” and the conference cannot start.

The series number (_0000n) of each reservation is appended to its
Display Name.

Example:

Conference Template name: Sales

Display Name for single scheduled occurrence: Sales
If 3 recurrences of the reservation are created:

Display Name for occurrence 1: Sales_00001
Display Name for occurrence 2: Sales_00002
Display Name for occurrence 3: Sales_00003
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Managing Reservations

Reservations can be accessed and managed via all the views of the
Reservations List.

Guidelines

*  The Recurrence Pattern fields in the Schedule tab that are used to create
multiple occurrences of a Reservation are only displayed when the
Reservation and its multiple occurrences are initially created.

* As with single occurrence Reservations, only the Duration, Start Time
and End Time parameters of multiple occurrence reservations can be
modified after the Reservation has been created.

* A single occurrence Reservation cannot be modified to become a
multiple occurrence reservation.

*  Reservations can only be modified one at a time and not as a group.

*  If Reservations were created as a recurring series, the system gives the
option to delete them individually, or all as series.

Viewing and Modifying Reservations

Reservations can be viewed and modified by using the Week and Day views
of the Reservations Calendar or by using the Reservation Properties dialog
box.

Using the Week and Day views of the Reservations
Calendar

In the Week and Day views each Reservation is represented by a shaded
square on the Reservations. Clicking on a Reservation selects the Reservation.
A dark blue border is displayed around the edges of the Reservation
indicating that it has been selected.

The Start Time of the Reservation is represented by the top edge of the
square while the End Time is represented by the bottom edge.
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The cursor changes to a vertical double arrow ( ] ) when it is moved over
the top and bottom sides of the square.

11/23/2008 Sun 11/24/2008 IMop 11/25/2008 Tue 11/26/2008 Wed

Click & Drag tp Change Start M

ime
\AI
. !a es ﬁegmn
Click & Drag
to Move +—>rr~- dll——— 4+ >
Reservation [% [}’
+

-

-

Click & Drag tp| Change End Time

To move the Reservation to another time slot:

1
2

3

Select the Reservation.

Hold the mouse button down and drag the Reservation to the desired
time slot.

Release the mouse button.

To change the Reservation’s Start time:

1
2

3

4

Select the Reservation.

Move the mouse over the top edge of the Reservation’s square.
When the cursor changes to a vertical double arrow ( ] ) hold the
mouse button down and drag the edge to the desired Start Time.

Release the mouse button.

To change the Reservation’s End time:

1
2

3

Select the Reservation.

Move the mouse over the bottom edge of the Reservation’s square.

When the cursor changes to a vertical double arrow ( ] ) hold the
mouse button down and drag the edge to the desired End Time.

Release the mouse button.
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To View or Modify Reservations using the Reservation Properties
dialog box:

1 Inthe Reservations List, navigate to the reservation (or its recurrences)
you want to view, using the Show Day, Show Week, Today, Back,
Next or List buttons.

2 Double-click, or right-click and select Reservation Properties, to
select the reservation to be viewed or modified.

The Reservation Properties - General dialog box opens.
3 Select the tab(s) of the properties you want to view or modify.
4 Optional. Modify the Reservation Properties.

5 Click OK.
The dialog box closes and modifications (if any) are saved.

Deleting Reservations

6-20

To delete a single reservation:

1 Inthe Reservations List, navigate to the reservation you want to delete,
using the Show Day, Show Week, Today, Back, Next or List buttons.

Click to select the reservation to be deleted.

3 C(Click the Delete Reservation ( $¢ ) button.
or
Place the mouse pointer within the Reservation block, right-click and
select Delete Reservation.

4 Click OK in the confirmation dialog box.
The Reservation is deleted.

To delete all recurrences of a reservation:
1 In the Reservations List, navigate to the Reservation or any of its

recurrences, using the Show Day, Show Week, Today, Back, Next or
List buttons.

2 (lick the Delete Reservation ( 3¢ ) button.
or
Place the mouse pointer within the Reservation or any of its
recurrences, right-click and select Delete Reservation.
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A confirmation dialog box is displayed.

RMX 2000 |

? ) " Delete the selected occurences.
\‘JJ |  Delete the series.

Do you want to delete all recurrences of the reservation 'SUPPORT_639698760_00001', or
just this occurrence?

3 Select Delete the series.
4 (lick OK.

All occurrences of the Reservation are deleted.

Searching for Reservations using Quick Search
Quick Search is available only in List View. It enables you to search for
Reservations by Display Name.

To search for reservations:
1 In the Reservations toolbar, click in the Quick Search field.

The field clears and a cursor appears indicating that the field is active.

Find: 3 —> Find: || 2,

2 Type all or part of the reservation’s Display Name into the field and
click Search.

The closest matching Reservation entries are displayed.

HEEE 2
Display Mame |ID |Start Time ‘End Time | Internfl ID|Status Conference Pass| Chairperson Pas | Profile
= Sales 1 57162 27/11/2008 27/11/20 150 ok Factory_Wid

= Search

= Sales 1 57162 25/11/2006  25/11/20 148 ok Factory_Wid
5 Sales 2 57168 24/11/2006 24/11/20 147 ok Factory_Wid
5 Sales 2 57168 26/11/2006  26/11/20 1439 ok Factory_Wid

5 Sales 0 57162 28/11/2006  28/11/20 151 ok Factory_Wid

v
; Closest Matching Reservations

3 Optional. Double- click the Reservation’s entry in the list to open the
Reservations Properties dialog box to view or modify the Reservation.

or
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Right -click the Reservation’s entry in the list and select a menu option
to view, modify or delete the Reservation.

To clear the search and display all reservations:
1 Clear the Quick Search field.

2 Click Search.
All Reservations are displayed.
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Operator Assistance &
Participant Move

RMX users (operators) assistance to participants is available when:

* Participants have requested individual help (using *0 DTMF code)
during the conference.

* Participants have requested help for the conference (using 00 DTMF
code) during the conference.

* Participants have problems connecting to conferences, for example,
when they enter the wrong conference ID or password.

In addition, the RMX user (operator) can join the ongoing conference
and assist all conference participants.

Operator assistance is available only when an Operator conference is
running on the MCU.

The Operator conference offers additional conference management
capabilities to the RMX users, enabling them to attend to participants
with special requirements and acquire participant details for billing and
statistics. This service is designed usually for large conferences that
require the personal touch.

Operator assistance is available in both MPM (RMX 2000) and MPM+
Card Configuration Modes.

Operator Conferences

An Operator conference is a special conference that enables the RMX user
acting as an operator to assist participants without disturbing the
ongoing conferences and without being heard by other conference
participants. The operator can move a participant from the Entry Queue
or ongoing conference to a private, one-on-one conversation in the
Operator conference.

7-1



Chapter 7-Operator Assistance & Parficipant Move

7-2

In attended mode, the RMX user (operator) can perform one of the
following actions:

Participants connected to the Entry Queue who fail to enter the
correct destination ID or conference password can be moved by the
user to the Operator conference for assistance.

After a short conversation, the operator can move the participant
from the Operator conference to the appropriate destination
conference (Home conference).

The operator can connect participants belonging to the same
destination conference to their conference simultaneously by
selecting the appropriate participants and moving them to the Home
conference (interactively or using the right-click menu).

The operator can move one or several participants from an ongoing
conference to the Operator conference for a private conversation.

The operator can move participants between ongoing Continuous
Presence conferences.

Operator Conference Guidelines

An Operator conference can only run in Continuous Presence mode.

Operator conference is defined in the Conference Profile. When enabled
in Conference Profile, High Definition Video Switching option is
disabled.

An Operator conference can only be created by a User with Operator or
Administrator Authorization level.

Operator conference name is derived from the User Login Name and it
cannot be modified.

Only one Operator conference per User Login Name can be created.

When created, the Operator conference must include one and only one
participant - the Operator participant.

Only a defined dial-out participant can be added to an Operator
conference as an Operator participant

Once running, the RMX user can add new participants or move
participants from other conferences to this conference. The maximum
number of participants in an Operator conference is the same as in
standard conferences.

Special icons are used to indicate an Operator conference in the
Ongoing Conferences list and the operator participant in the
Participants list.
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An Operator conference cannot be defined as a Reservation.

An Operator conference can be saved to a Conference Template. An
ongoing Operator conference can be started from a Conference
Template.

The Operator participant cannot be deleted from the Operator
conference, but it can be disconnected from the conference.

When deleting or terminating the Operator conference, the operator
participant is automatically disconnected from the MCU, even if
participating in a conference other than the Operator conference.

Participants in Telepresence conferences cannot be moved from their
conference, but an operator can join their conference and help them if
assistance is required.

Moving participants from/to an Operator conference follows the same
guidelines as moving participants between conferences. For move
guidelines, see “Move Guidelines” on page 26.

When a participant is moved from the Entry Queue to the Operator
conference, the option to move back to the source (Home) conference
is disabled as the Entry Queue is not considered as a source
conference.

The conference chairperson cannot be moved to the Operator
conference following the individual help request if the Auto Terminate
When Chairperson Exits option is enabled, to prevent the conference
from automatically ending prematurely. In such a case, the assistance
request is treated by the system as a conference assistance request,
and the operator can join the conference.

Defining the Components Enabling Operator Assistance

To enable operator assistance for conferences, the following conferencing
entities must be adjusted or created:

IVR Service (Entry Queue and Conference) in which Operator
Assistance options are enabled.

A Conference Profile with the Operator Conference option enabled.

An active Operator conference with a connected Operator
participant.
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Defining a Conference IVR Service with Operator
Assistance Options

1

In the RMX Management pane, expand the Rarely Used list and click
the IVR Services () entry.

On the IVR Services toolbar, click the New Conference IVR Service
(=) button.

The New Conference IVR Service - Global dialog box opens.

> Global

Paielcome Conference IVR Service Name:
3 Conference Chairperson
5 Conference Password
3 General |
5 Roll Call Language: Englsh -
5 Video Services
External Server Authentication: Never -
5 DTHF Codes
5 Operator Assistance Number of User Input Retries 3
Tireout for User Input(Sec): 3
DTHF Delimiter: 4 ~

Enter the Conference IVR Service Name.

Define the Conference IVR Service - Global parameters. For more
information, see Table 13-3, “Conference IVR Service Properties - Global
Parameters,” on page 13-9.

Click the Welcome tab.
The New Conference IVR Service - Welcome dialog box opens.

Define the system behavior when the participant enters the
Conference IVR queue. For more information, see "Defining a New
Conference IVR Service” on page 13-9.

Click the Conference Chairperson tab.
The New Conference IVR Service - Conference Chairperson dialog box
opens.

If required, enable the chairperson functionality and select the
various voice messages and options for the chairperson connection.
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For more information, see Table 13-4, “New Conference IVR Service
Properties - Conference Chairperson Options and Messages,” on

page 13-13.

Click the Conference Password tab.

The New Conference IVR Service - Conference Password dialog box
opens.

If required, enable the request for conference password before
moving the participant from the conference IVR queue to the
conference and set the MCU behavior for password request for Dial-
in and Dial-out participant connections. For more information, see
Table 13-5, “New Conference IVR Service Properties - Conference Password
Parameters,” on page 13-14.

Select the various audio messages that will be played in each case.
For more information, see Table 13-5, “New Conference IVR Service
Properties - Conference Password Parameters,” on page 13-14.

Click the General tab.
The New Conference IVR Service - General dialog box opens.

Select the messages that will be played during the conference. For
more information, see Table 13-6, “Conference IVR Service Properties -
General Voice Messages,” on page 13-16.

Click the Roll Call tab.
The New Conference IVR Service - Roll Call dialog box opens.

Enable the Roll Call feature and assign the appropriate audio file to
each message type. For more information, see Table 13-7, “Conference
IVR Service Properties - Roll Call Messages,” on page 13-19.

Click the Video Services tab.
The New Conference IVR Service - Video Services dialog box opens.

Define the Video Services parameters. For more information, see
Table 13-8, “New Conference IVR Service Properties - Video Services
Parameters,” on page 13-22.

Click the DTMF Codes tab.
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The New Conference IVR Service - DTMF Codes dialog box opens.

3 Global

> Weleome

3 Conference Chairperson
3> Conference Password
> General

> Roll Call

3 Video Services

3 DTMF Codes

5> Operator Assistance

Conference IUR Service Name:

Operator Assistance

~DTMF C:

Hame DTMF Code

Permission

Change To Chairperson *78
Incrsase Listening Velums *76
Decrease Listening Volume — #78
Override Mute All

Start Resume Recarding *73
Stop Recording *74
Pauss Recarding E75
Secure Conference *71
Unsecured Conference #71
Shaw number of participants  *88
Request private assistance  *0

Request assistance for confsr 00

Everyone
Everyons
Everyone
Everyone
Chairperson
Chairperson
Chairpsrson
Chairpersen
Chairpersan
Everyons
Everyone

Chairperson

The default DTMF codes for the various functions that can be
performed during the conference by all participants or by the
chairperson are listed. For the full list of the available DTMF codes,
see Table 13-9, “New Conference IVR Service Properties - DTMF Codes,”
on page 13-24.

19 If required, modify the default DTMF codes and the permissions for
various operations including Operator Assistance options:

— *0 for individual help - the participant requested help for himself
or herself. In such a case, the participant requesting help is
moved to the Operator conference for one-on-one conversation.
By default, all participants can use this code.

— 00 for conference help - the conference chairperson (default) can
request help for the conference. In such a case, the operator joins
the conference.

20 Click the Operator Assistance tab.
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The Operator Assistance dialog box opens.

3 Global

> Wwelcome Conference IR Service Name: Operator Assistance

5 Conference Chairpersan

3 Conference Passwo rd

3 General

3 Rall Call [ Enable Operator Assistance

5 Video Services

% DIMF Codes Operator Assistance Indication Message: ~ E Add M

5 Operator Assistance

21 Select Enable Operator Assistance to enable operator assistance
when the participant requires or requests help during the connection
process to the conference or during the conference.

22 In the Operator Assistance Indication Message field, select the audio
message to be played when the participant requests or is waiting for

the operator’s assistance.

If the audio file was not uploaded prior to the definition of the IVR Service or if
you want to add new audio files, click Add Message File to upload the
appropriate audio file to the RMX.

23 Click OK to complete the IVR Service definition.
The new Conference IVR Service is added to the IVR Services list.

Defining an Entry Queue IVR Service with Operator
Assistance Options
1 Inthe RMX Management pane, click IVR Services (j33)-

2 Inthe IVR Services list, click the New Entry Queue IVR Service (&)
button.
The New Entry Queue IVR Service - Global dialog box opens.

3 Define the Entry Queue Service Name.
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4 Define the Entry Queue IVR Service Global parameters. For more
information, see Table 13-10, “Entry Queue IVR Service Properties -
Global Parameters,” on page 13-28.

5 Click the Welcome tab.

The New Entry Queue IVR Service - Welcome dialog box opens.

6 Define the system behavior when the participant enters the Entry
Queue. This dialog box contains options that are identical to those in
the Conference IVR Service - Welcome Message dialog box. For more
information, see “Welcome tab” on page 13-11.

7 Click the Conference ID tab.

The New Entry Queue IVR Service - Conference ID dialog box opens.

8 Select the required voice messages. For more information, see
Table 13-11, “Entry Queue IVR Service Properties - Conference ID,” on
page 13-30.

9 Click the Video Services tab.

The New Entry Queue IVR Service - Video Services dialog box opens.

10 In the Video Welcome Slide list, select the video slide that will be
displayed to participants connecting to the Entry Queue. The slide list
includes the video slides that were previously uploaded to the MCU
memory.

11 Click the Operator Assistance tab.

The Operator Assistance dialog box opens.

Entry Queus IWR Service Name: EQ Assistance

W Enable Operator Assistance

Operator Assistance Indication Message:

12 Select Enable Operator Assistance to enable operator assistance
when the participant requires or requests help during the connection
process.
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13 In the Operator Assistance Indication Message field, select the audio
message to be played when the participant requests or is waiting for
operator’s assistance.

If the audio file was not uploaded prior to the definition of the IVR Service or if
you want to add new audio files, click Add Message File to upload the
appropriate audio file to the RMX.

14 Click OK to complete the Entry Queue IVR Service definition.
The new Entry Queue IVR Service is added to the IVR Services list.

Defining a Conference Profile for an Operator
Conference

1 Inthe RMX Management pane, click Conference Profiles.

2 In the Conference Profiles pane, click the New Profile button.
The New Profile - General dialog box opens.

3 General

> Advanced Display Hame: I
3 Video Quality
3 Video Settings

3 Skins

BALVR Routing Name:
3 Recording
Line Rate: B4 Kbps ¥

[~ High Definition Video Switching  [HO720 2

I~ Operator Conference

7-9
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3  Define the Profile name and, if required, the Profile general

parameters:

Table 7-1  New Profile - General Parameters

Field/Option

Description

Display Name

Enter a unique Profile name, as follows:

* English text uses ASCII encoding and can contain
the most characters (length varies according to the
field).

* European and Latin text length is approximately
half the length of the maximum.

* Asian text length is approximately one third of the
length of the maximum.

It is recommended to use a hame that indicates the

Profile type, such as Operator conference or Video

Switching conference.

Note: This is the only parameter that must be defined

when creating a new profile.

Routing Name

Enter the Profile name using ASCII characters set.

The Routing Name can be defined by the user or

automatically generated by the system if no Routing

Name is entered as follows:

e If an all ASCII text is entered in Display Name, it is
used also as the Routing Name.

* If any combination of Unicode and ASCII text (or
full Unicode text) is entered in Display Name, the
ID (such as Conference ID) is used as the Routing
Name.

Line Rate

Select the conference bit rate. The line rate represents
the combined video, audio and Content rate.
The default setting is 384 Kbps.
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Table 7-1  New Profile - General Parameters (Continued)

Field/Option

Description

High Definition
Video Switching

If the Operator Conference option is selected, this

option is disabled, and the selection is cleared.

When selected, the conference is ultra-high quality

video resolution, in a special conferencing mode which

implies that all participants must connect at the same

line rate and use HD video.

This feature utilizes the resources more wisely and

efficiently by:

e Saving utilization of video ports (1 port per
participant as opposed to 4 ports in CP mode).

* Video display is in full screen mode only and video
is switched to the speaker.

Drawbacks of this feature are that all participants must
connect at the same line rate, (e.g. HD) and all
participants with endpoints not supporting HD will
connect as secondary (audio only).
Select the High Definition resolution; select either
HD 720p or HD 1080p (in MPM+ mode only).
If HD 1080p is selected, endpoints that do not support
HD 1080p resolution are connected as Secondary
(Audio Only) participants.
Notes:
* High Definition Video Switching conferencing mode
is unavailable to ISDN participants.
For more information, see "Video Resolutions in
CP” on page 2-3.

Operator
Conference

Select this option to define the profile of an Operator
conference.

An Operator conference can only be a Continuous
Presence conference, therefore when selected, the
High Definition Video Switching option is disabled and
cleared.

When defining an Operator Conference, the Send
Content to Legacy Endpoints option in the Video
Settings tab is cleared and disabled.

4 (Click the Advanced tab.
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7-12

The New Profile - Advanced dialog box opens.

> General
> Advanced

> Video Quality
> Video Settings
> Skins

> IVR

> Recording

Display Name:

I~ Encryption
W LPR

¥ Auto Terminate

Before First Joins: 10 = Minutes
At the End: 1 = inutes

" after last participant quits

& when last participant remains

¥ Echo Suppression

I~ Keyboard Noise Suppression

5 Define the following parameters:

Table 7-2  New Profile - Advanced Parameters

Field/Option Description

Encryption Select this check box to activate encryption for the
conference. For more information, see "Media
Encryption” on page 2-30.

LPR When selected (default for CP conferences), Lost

Packet Recovery creates additional packets that
contain recovery information used to reconstruct
packets that are lost during transmission.

LPR is automatically disabled if High Definition Video
Switching is selected. For more information, see "LPR
— Lost Packet Recovery” on page 2-38.
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Table 7-2  New Profile - Advanced Parameters (Continued)

Field/Option

Description

Auto Terminate

When selected (default), the conference automatically
ends when the termination conditions are met:

Before First Joins — No participant has connected to
a conference during the n minutes after it started.
Default idle time is 10 minutes.

At the End - After Last Quits — All the participants
have disconnected from the conference and the
conference is idle (empty) for the predefined time
period. Default idle time is 1 minute.

At the End - When Last Participant Remains —
Only one participant is still connected to the
conference for the predefined time period (excluding
the recording link which is not considered a participant
when this option is selected). This option should be
selected when defining a Profile that will be used for
Gateway Calls and you want to ensure that the call is
automatically terminated when only one participant is
connected. Default idle time is 1 minute.

Note: The selection of this option is automatically
cleared and disabled when the Operator Conference
option is selected. The Operator conference cannot
automatically end unless it is terminated by the RMX
User.

Echo
Suppression

When enabled (default), an algorithm is used to search
for and detect echo outside the normal range of human
speech (such as echo) and automatically mute them
when detected.

Clear this option to disable the Echo Suppression
algorithm.

Note: This option is activated only in MPM+ Card
Configuration Mode.

Keyboard Noise
Suppression

When enabled, an algorithm is used to search for and
detect keyboard noises and automatically mute them
when detected.

Note: This option is activated only in MPM+ Card
Configuration Mode.

6 Click the Video Quality tab.
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The New Profile - Video Quality dialog box opens.

> General

> Advanced

> ¥ideo Quality
> Video Settings
> Skins

> IVR

> Recording

Display Name:

People Video Definition

Video Guality: Sharpress 2

¥ video Clarity

[ Content Widea Defini

Content Settings: Graphics 2
Content Protocol: UptoH.26¢ -

7 Define the following parameters:

Table 7-3  New Profile - Video Quality Parameters

Field/Option

Description

People Video Definition

Video Quality

Depending on the amount of movement contained in

the conference video, select either:

* Motion — for a higher frame rate without increased
resolution

* Sharpness — for higher video resolution and
requires more system resources

Note: When Sharpness is selected as the Video
Quality setting in the conference Profile, the RMX wiill
send 4CIF (H.263) at 15fps instead of CIF (H.264) at
30fps. For more information, see "Video Resolutions in
CP” on page 2-3.
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Table 7-3  New Profile - Video Quality Parameters (Continued)

Field/Option

Description

Video Clarity™

When enabled (default), Video Clarity applies video
enhancing algorithms to incoming video streams of
resolutions up to and including SD. Clearer images
with sharper edges and higher contrast are sent back
to all endpoints at the highest possible resolution
supported by each endpoint.

All layouts, including 1x1, are supported.

Video Clarity can only be enabled for Continuous
Presence conferences in MPM+ Card Configuration
Mode.

Content Video Definition

Content Settings

Select the transmission mode for the Content channel:

e Graphics — basic mode, intended for normal
graphics

e Hi-res Graphics — a higher bit rate intended for
high resolution graphic display

* Live Video — Content channel displays live video

Selection of a higher bit rate for the Content results in

a lower bit rate for the people channel.

For more information, see "H.239” on page 2-12.

Content Protocol

H.263 — Content is shared using H.263 even if some

endpoints have H.264 capability.

Up to H.264 — H.264 is the default Content sharing

algorithm.

When selected:

* Contentis shared using H.264 if all endpoints have
H.264 capability.

* Content is shared using H.263 if all endpoints do
not have H.264 capability.

* Endpoints that do not have at least H.263 capability

can connect to the conference but cannot share
Content.

Click the Video Settings tab.
The New Profile - Video Settings dialog box opens.
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Define the video display mode and layout. For more details, see
Table 1-7, “Profile Properties - Video Settings,” on page 1-16.

Click the Skins tab to modify the background and frames.
The New Profile - Skins dialog box opens.

Select one of the Skin options.

Click IVR tab.

The New Profile - IVR dialog box opens.

Select the IVR Service and if the conference requires a chairperson.

Optional. Click the Recording tab to enable conference recording
with Polycom RSS 2000.

Define the various recording parameters. for details, see Table 1-11,
“Profile Properties - Recording Parameters,” on page 1-23.

Click OK to complete the Profile definition.
A new Profile is created and added to the Conference Profiles list.

Defining an Ongoing Operator Conference

To start a conference from the Conference pane:

1

In the Conferences pane, click the New Conference () button.

The New Conference — General dialog box opens.
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In the Profile field, select a Profile in which the Operator Conference

option is selected.

NEW CONTETENTE .

5 General

> Participants Display Name: [E0PPORT

5 Information

Duration:

Routing Hama:
< | rofi:

1D
Conference Password:
ClinipersamFassmad

Reserve Resources for Video Participants:
Reserve Resources for Audio Participants:

Maxirmum Number of Participants: Automnatic =

I~ Enable ISDN/PSTN Dial-in

ISDM/PSTH Network Service: Default Service] -
Dial-in Number (1):
Dial-in Nurnber (2):

Upon selection of the Operator Conference Profile, the Display Name
is automatically taken from the RMX User Login Name. This name

cannot be modified.

Only one Operator conference can be created for each User Login

name.

Define the following parameters:

Table 7-4 New Conference — General Options

Field

Description

Duration

Define the duration of the conference in hours using

the format HH:MM (default 01:00).

Notes:

* The Operator conference is automatically
extended up to a maximum of 168 hours.
Therefore, the default duration can be used.

* This field is displayed in all tabs.

7-17




Chapter 7-Operator Assistance & Parficipant Move

Table 7-4 New Conference — General Options (Continued)

Field

Description

Routing Name

Routing Name is the name with which ongoing
conferences, Meeting Rooms, Entry Queues and
SIP Factories register with various devices on the
network such as gatekeepers and SIP server. This
name must defined using ASCII characters.
Comma, colon and semicolon characters cannot
be used in the Routing Name.
The Routing Name can be defined by the user or
automatically generated by the system if no Routing
Name is entered as follows:
* If ASCII characters are entered as the Display
Name, it is used also as the Routing Name

* If a combination of Unicode and ASCII
characters (or full Unicode text) is entered as the
Display Name, the ID (such as Conference ID) is
used as the Routing Name.

If the same name is already used by another

conference, Meeting Room or Entry Queue, the

RMX displays an error message and requests that

you to enter a different name.

Enter the unique-per-MCU conference ID. If left
blank, the MCU automatically assigns a number
once the conference is launched.

This ID must be communicated to conference
participants to enable them to dial in to the
conference.

Conference
Password

Leave this field empty when defining an Operator
conference.

Chairperson
Password

Leave this field empty when defining an Operator
conference.
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Table 7-4 New Conference — General Options (Continued)

Field

Description

Reserve
Resources for
Video Participants

Enter the number of video participants for which the
system must reserve resources.

Default: O participants.

When defining an Operator conference it is
recommended to reserve resources for at least 2
video participants (for the operator and one
additional participant - who will be moved to the
Operator conference for assistance).

Maximum:

¢  MPM Mode: 80 participants (RMX 2000).

*  MPM+ Mode: 80 participants.

Reserve
Resources for
Audio Participants

Enter the number of audio participants for which the
system must reserve resources.

Default: O participants.

When defining an Operator conference and the
operator is expected to help voice participants, it is
recommended to reserve resources for at least 2
video participants (for the operator and one
additional participant - who will be moved to the
Operator conference for assistance).

Maximum:

* MPM Mode: 80 participants (RMX 2000).

¢  MPM+ Mode: 200 audio participants.

Maximum Number
of Participants

Enter the maximum number of participants that can
connect to an Operator conference (you can have
more than two), or leave the default selection
(Automatic).

Maximum number of participants that can connect to
an Operator conference:

* MPM Mode: 80 participants (RMX 2000).

¢  MPM+ Mode: 200 participants (160 video and 40
audio or 200 audio)
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Table 7-4  New Conference — General Options (Continued)

Field Description
Enable ISDN/ Select this check box if you want ISDN and PSTN
PSTN Dial-in participants to be able to connect directly to the

Operator conference. This may be useful if
participants are having problems connecting to their
conference and you want to identify the problem or
help them connect to their destination conference.

ISDN/PSTN If you have enable the option for ISDN/PSTN direct
Network Service dial-in to the Operator conference, assign the ISDN/
and Dial-in PSTN Network Service and a dial-in number to be

Number used by the participants, or leave these fields blank

to let the system select the default Network Service
and assign the dial-in Number.

Note: The dial-in number must be unique and it
cannot be used by any other conferencing entity.

4 Click the Participants tab.
The New Conference - Participants dialog box opens.

You must define or add the Operator participant to the Operator
conference.

This participant must be defined as a dial-out participant.

Define the parameters of the endpoint that will be used by the RMX
User to connect to the Operator conference and to other conference to
assist participants.

For more details, see the RMX 2000/4000 Getting Started Guide,
"Participants Tab” on page 3-20.

5 Optional. Click the Information tab.
The Information tab opens.

6 Enter the required information. For more details, see the RMX 2000/
4000 Getting Started Guide, "Information Tab” on page 3-24.

7 Click OK.

The new Operator conference is added to the ongoing Conferences list

with a special icon =iy
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The Operator participant is displayed in the Participants list with an
i

Operator participant icon [, and the system automatically dials

out to the Operator participant.

Saving an Operator Conference to a Template

The Operator conference that is ongoing can be saved as a template.

To save an ongoing Operator conference as a template:

1

In the Conferences List, select the Operator conference you want to
save as a Template.

Click the Save Conference to Template (£) button.
or
Right-click and select Save Conference to Template.

Display N[status  |1D | start Tim| End Time

a5 P : 4142 PM
Delete Conference

Save Conference to Template |

Conference Properties

The conference is saved to a template whose name is taken from the
ongoing conference Display Name (the Login name of the RMX User).
The Template appears with the Operator Conference icon.

Pet i M E

Display Mame ;I
ﬁ cl

ﬁ CP conf for EQ

£ ddd

£ dddt

ﬁ dest

ﬁ destination

ﬁ encryption

£ fff

ﬁ Olga

L oren 96346704

&8 PoLrcom

4, POLYCOM_205398
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Starting an Operator Conference from a Template

An ongoing Operator conference can be started from an Operator
Template saved in the Conference Templates list.

To start an ongoing Operator conference from an Operator Template:

In the Conference Templates list, select the Operator Template to start
as an ongoing Operator conference.

You can only start an Operator conference from a template whose name is
identical to your Login Name. For example, if your Login name is Polycom,
you can only start an Operator conference from a template whose name is
Polycom.

If an ongoing Operator conference with the same name or any other
conference with the same ID is already running, you cannot start another
Operator conference with the same login name.

Click the Start Conference from Template (*ﬁ) button.
or
Right-click and select Start Conference from Template.

Dot xE
Display NaT

ﬁcl

ﬁ CP confflor EQ

£ ddd

£ dddt

ﬁ dest

ﬁ destinati

=]

ﬁ encryptign
£ i

ERmELeF:
ﬁ OPER_963467942

83 Peml

I,
Ealile
ﬁro
ﬁsrr

# <n

Conference Template

Delete Conference Template

»|
W] Start Conference from Template |

Template Properties

The conference is started.

The name of the ongoing conference in the Conferences list is taken
from the Conference Template Display Name.
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Monitoring Operator Conferences and Participants
Requiring Assistance

Operator conferences are monitored in the same way as standard ongoing
conferences.

Each Operator conference includes at least one participant - the Operator.
. Wy
R A

| View Adwinistration Sebup Help RMX IP Address: 172.22.191.95 Signaling Host: 17,
PG R gl e m G ae RO 0B e HiEe

Display Name [Status [1o [ start Tim| End Ti [Name [status v[Role 1P Address/Phane [alias Na
& sre 67335 5:56PM 6:46 |l SUPPORT (2 participants)

2 ddd 75548 4:15PM £45 | T Brian B Connected 1722247297

~POLYCOM | RMX 2000

(E5 SUPPORT 73879 611 PM 711 | e Wanda <@ Connected 172,22.172.47

5% sales 4, single Participan 90496 6:24 PM  7:24

4| | ¢l

You can view the properties of the Operator conference by double-clicking
the conference entry in the Conferences list or by right-clicking the
conference entry and selecting Conference Properties. For more
information, see the RMX 2000/4000 Getting Started Guide, "Conference
Level Monitoring” on page 3-42.

Requesting Help

A participant can request help using the appropriate DTMF code from
his/her touch tone telephone or the endpoint’s DTMF input device. The
participant can request Individual Assistance (default DTMF code *0) or
Conference Assistance (default DTMF code 00).

Participants in Entry Queues who failed to enter the correct destination
conference ID or the conference password will wait for operator
assistance (provided that an Operator conference is active).
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When requiring or requesting operator assistance, the RMX management
application displays the following:

POLYCOM | RMX 2000
 View _pdministration Setup _Help

iR X e e e WG @ 0B e el
Display Name | Status [1p [start Tir [name  [status [role  [te addredalias na [ne

A5 SUPPORT /By Single Participant 37160  7:45 Pl | =l sales (1 participant)

S sales i Awsiting Operstor;Singl 43430 9:03 Pk | (e Duks 1) Awaiting Individual assistance 172.22, H

*  The participant’s connection Status changes, reflecting the help
request. For more information, see Table 7-5.

*  The conference status changes and it appears with the exclamation
point icon and the status “ Awaiting Operator”.

*  The appropriate voice message is played to the relevant participants
indicating that assistance will be provided shortly.

The following icons and statuses are displayed in the Participant Status
column:

Table 7-5  Participants List Status Column Icons and Indications

Icon Status indication Description
%) Awaiting Individual The participant has requested the
Er' | Assistance operator’s assistance for himself/
herself.

H‘} Awaiting Conference | The participant has requested the
'-5: Assistance operator’s assistance for the
conference. Usually this means that the
operator is requested to join the
conference.

When the Operator moves the participant to the Operator conference for
individual assistance the participant Status indications are cleared.
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Participant Alerts List

The Participant Alerts list contains all the participants who are currently
waiting for operator assistance.

"""l conference Harne | status Disconne |Rale IP addres|alias Na |Metwark |Dialing Di| audia wideo Encrypt

Sales &y wanda Fr& awaiting Individual assist 172.22 H.323 3 Dialo

Participants are automatically added to the Participants Alerts list in the
following circumstances:

*  The participant fails to connect to the conference by entering the
wrong conference ID or conference password and waits for the
operator’s assistance

*  The participant requests Operator’s Assistance during the ongoing
conference

This list is used as reference only. Participants can be assisted and moved
to the Operator conference or the destination conference only from the
Participants list of the Entry Queues or ongoing conference where they are
awaiting assistance.

The participants are automatically removed from the Participant Alerts list
when moved to any conference (including the Operator conference).

Audible Alarms

In addition to the visual cues used to detect events occurring on the RMX,
an audible alarm can be activated and played when participants request
Operator Assistance.

Using Audible Alarms

The Audible Alarm functionality for Operator Assistance requests is
enabled for each MCU in either the RMX Web Client or RMX Manager.

The Audible Alarm played when Operator Assistance is requested is
enabled and selected in the Setup > Audible Alarm > User
Customization. When the Audible Alarm is activated, the *.wav file
selected in the User Customization is played, and it is repeated according to
the number of repetitions defined in the User Customization.
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If more than one RMX is monitored in the RMX Manager, the Audible
Alarm must be enabled separately for each RMX installed in the site/
configuration. A different *.wav file can be selected for each MCU.

When multiple Audible Alarms are activated in different conferences or
by multiple MCUs, the Audible Alarms are synchronized and played one
after the other. It is important to note that when Stop Repeating Alarm is
selected from the toolbar from the RMX Web Client or RMX Manager, all
activated Audible Alarms are immediately halted.

For more details on Audible alarms and their configuration, see

Moving Participants Between Conferences
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The RMX User can move participants between ongoing conferences,
including the Operator conference, and from the Entry Queue to the
destination conference if help is required.

When moving between conferences or when a participant is moved from
an Entry Queue to a conference by the RMX user (after failure to enter the
correct destination ID or conference password), the IVR messages and
slide display are skipped.

Move Guidelines

*  Move is available only between CP conferences. Move is unavailable
from/to Video Switching conferences.

*  Move between conferences can be performed without an active
Operator conference.

*  When moving the conference chairperson from his/her conference to
another conference, the source conference will automatically end if
the Auto Terminate When Chairperson Exits option is enabled and that
participant is the only conference chairperson.

*  When moving the Operator to any conference (following assistance
request), the IVR messages and slide display are skipped.

* Participants cannot be moved from a Telepresence conference.

* Participants cannot be moved from LPR-enabled conferences to non-
LPR conferences. Move from non-LPR conferences to LPR-enabled
conferences is available.
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Move between encrypted and non-encrypted conferences depends on
the ALLOW_NON_ENCRYPT_PARTY_IN_ENCRYPT_CONF flag
setting, as described in Table 7-6:

Table 7-6  Participant Move Capabilities vs. ALLOW_NON_
ENCRYPT_PARTY_IN_ENCRYPT_CONF flag setting

Flag Source Destination
Setting Conference/ Conference Move Enabled?
EQ Encrypted Encrypted
NO Yes Yes Yes
NO Yes No Yes
NO No Yes No
NO No No Yes
YES Yes Yes Yes
YES Yes No Yes
YES No Yes Yes
YES No No Yes

When moving dial-out participants who are disconnected to another
conference, the system automatically dials out to connect them to the
destination conference.

Cascaded links cannot be moved between conferences.

Participants cannot be moved to a conference if the move will cause
the number of participants to exceed the maximum number of
participants allowed for the destination conference.

Moving Participants

RMX users can assist participants by performing the following operations:

Move a participant to an Operator conference (Attend a participant).
Move a participant to the Home (destination) conference.

Move participant from one ongoing conference to another

A move can be performed using the following methods:

Using the participant right-click menu

7-27



Chapter 7-Operator Assistance & Parficipant Move

* Using drag and drop

To move a participant from the ongoing conference using the right-click

menu options:

1 In the Conferences list, click the conference where there are
participants waiting for Operator’s Assistance to display the list of
participants.

2 In the Participants list, right-click the icon of the participant to move
and select one of the following options:

e DY
Disconnect Participant

Delete Participant
Mute Audio

Suspend Video

Block Audio

Change to Chairperson

Add Participant to Address Book

Move To Operator Conference
Back Ta Home Conference

Move To Conference

Start Recording

Participant Properties

— Move to Operator Conference - to move the participant to the
Operator conference

— Move to Conference - to move the participant to any ongoing
conference.
When selected, the Move to Conference dialog box opens, letting
you select the name of the destination conference.

[OUETO Conference

= |5earch

Display Name V|ID |

g Sales Weekly 01243
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— Back to Home Conference - if the participant was moved to
another conference or to the Operator conference, this options
moves the participant back to his/her source conference.

This option is not available if the participant was moved from
the Entry Queue to the Operator conference or the destination
conference.

Moving a Participant Interactively

You can drag and drop a participant from the Entry Queue or ongoing
conference to the Operator or destination (Home) conference:

1 Display the participants list of the Entry Queue or the source
conference by clicking its entry in the Conferences list.

2 In the Participants list, drag the icon of the participant to the
Conferences List pane and drop it on the Operator Conference icon or
another ongoing conference.
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Conference Templates

Conference Templates enable administrators and operators to create, save,
schedule and activate identical conferences.

A Conference Template:

Saves the conference Profile.

Saves all participant parameters including their Personal Layout and
Video Forcing settings.

Simplifies the setting up Telepresence conferences where precise
participant layout and video forcing settings are crucial.

Guidelines

The maximum number of templates is:

— RMX 2000 — 100

— RMX 4000 — 200

A maximum of 200 participants can be saved in a Conference Template

when the RMX is in MPM+ mode. When the RMX is in MPM
(RMX 2000) mode, the maximum is 80 participants.

If the RMX is switched to from MPM+ mode to MPM (RMX 2000)
mode, conference templates may include more participants than the
allowed maximum in MPM mode.

Trying to start a Conference Template that exceeds the allowed

maximum number of participants will result in participants being
disconnected due to resource deficiency.

If the Profile assigned to a conference is deleted while the conference
is ongoing the conference cannot be saved as a template.

A Profile assigned to a Conference Template cannot be deleted. The
system does not permit such a deletion.

Profile parameters are not embedded in the Conference Template, and
are taken from the Profile when the Conference Template becomes an
ongoing conference. Therefore, any changes to the Profile parameters
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8-2

between the time the Conference Template was created and the time
that it is activated (and becomes an ongoing conference) will be
applied to the conference.

Only defined participants can be saved to the Conference Template.
Before saving a conference to a template ensure that all undefined
participants have disconnected.

Undefined participants are not saved in Conference Templates.

Participant properties are embedded in the Conference Template and
therefore, if the participant properties are modified in the Address
Book after the Conference Template has been created they are not
applied to the participant whether the Template becomes an ongoing
conference or not.

The Conference Template display name, routing name or ID can be the
same as an Ongoing Conference, reservation, Meeting Room or Entry
Queue as it is not active. However, an ongoing conference cannot be
launched from the Conference Template if an ongoing conference,
Meeting Room or Entry Queue already has the same name or ID.
Therefore, it is recommended to modify the template ID, display
name, routing name to be unique.

A Reservation that has become an ongoing conference can be saved as
Conference Template.

SIP Factories and Entry Queues cannot be saved as Conference
Templates.
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Using Conference Templates

The Conference Templates list is initially displayed as a closed tab in the
RMX Web Client main window. The number of saved Conference Templates
is indicated on the tab.

E iew nﬂdm\_mst!ra_tmr:\ Setup Help RMX IP Addrgss: 172.22.192.23 Slgnalln_g HﬂSnt: 172.22.192.32 MI;U Preﬁu in EK_! 9431 Lpgnut
- g G R KEd=edFie Cp (% 8 68 5 &
Display N[status [ 1D Start Tim| End Time | Name [status  [rale [1P addredfalias wa [wetwork [bialing Oif audio _ ‘

S Bram (4 Singl 02854  T:02PM 1:52PM | Bram (1 participanth Search

2 SUPP 4y Singl 67331 12i53P 1i53PM | 1 <= Comn 0.0.0.1 H323 43 Dialo Type_ |Nam * ¥[pialing v[1p

o
g
EY
i
g
i
3
5
i
3
]

s
g
&

)

/V

Conference Templates Tab /

Number of Saved Conference Templates

Clicking the tab opens the Conference Templates list.

Toolbar buttons Click to hide the

Conference Templates List l

S .

Tk xE 2

Li f Ternplate Mame ‘ID |
Isto deb_conf_for_template 3
Saved

deb_termplate z
Templates

Number of Saved Conference Templates

The Conference Templates are listed by Conference Template Display Name
and ID and can be sorted by either field. The list can be customized by re-
sizing the pane, adjusting the column widths or changing the order of the
column headings.

For more information see RMX 2000/4000 Getting Started Guide,
"Customizing the Main Screen” on page 3-11.

Clicking the anchor pin (£)) button hides the Conference Templates list as a
closed tab.
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Toolbar Butions

The Conference Template toolbar includes the following buttons:

Table 1 Conference Templates — Toolbar Buttons

Button

Description

#ﬁ New Conference
Template

Creates a new Conference Template.

Xﬁ Delete Conference
Template

Deletes the Conference Template(s) that are
selected in the list.

2
% Start Conference
from Template

Starts an ongoing conference from the
Conference Template that has an identical name,
ID parameters and participants as the template.

=5 .
Schedule Reservation
from Template

Creates a conference Reservation from the
Conference Template with the same name, ID,
parameters and participants as the Template.
Opens the Scheduler dialog box enabling you to
modify the fields required to create a single or
recurring Reservation based on the template. For
more information see "Reservations” on page 6-1.

The Conferences List toolbar includes the following button:

Table 2 Conferences List — Toolbar Button

Button

Description

g Save Conference to
Template

Saves the selected ongoing conference as a
Conference Template.
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Creating a New Conference Template

There are two methods to create a Conference Template:
*  From scratch - defining the conference parameters and participants

* Saving an ongoing conference as Template

Creating a new Conference Template from Scratch

To create a new Conference Template:
1 Inthe RMX Web Client, click the Conference Templates tab.
2 Click the New Conference Template (&) button.

The New Conference Template - General dialog box opens.

Jew Conference Template .

3 Participants Display Name: [SUPPORT_s04240521
3 Information Duration: lﬂlﬁ
Routing Name: I
Profile: | Factory_Viceo_Profile =1
1D: |
Conference Password: I
Chairperson Password: |
Maximum Number of Participants: Automatic =

[~ Enable ISDN/PSTN Dial-in

ISDN/PSTN Network Service: [[Defaut Service =

Dial-in Number (1): I

Dial-in Mumber (2): I

3  The fields of the New Template — General dialog box are identical to
those of the New Conference - General dialog box. For a full description

of the fields see the RMX 2000/4000 Getting Started Guide, "General
Tab” on page 3-16.
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4 Modify the fields of the General tab.

A unique dial-in number must be assigned to each conferencing entity. However,

@ Conference Templates can be assigned dial-in numbers that are already
assigned to other conferencing entities, but when the template is used to start
an ongoing conference or schedule a reservation, it will not start if another

ongoing conference, Meeting Room, Entry Queue or Gateway Profile is using
this number.

5 Click the Participants tab.
The New Template — Participants dialog box opens.

New Conference Template

3> General

Display Mame: [suPPORT_s04440521
5 Informabion

Duration: 132 :]oo 32

Name + | 1P Address| Alias Namer’SIP| Network ‘D\almg Direction |Em:rypt|un

Lecturer: -I I~ Dial Cut Manually

The fields of the New Template - Participants dialog box are the same
as those of the New Conference - Participant dialog box.

For a full description of these fields see the RMX 2000/4000 Getting
Started Guide, "Participants Tab” on page 3-20.

6 Optional. Add participants to the template from the Address Book.
7 Click the New button.
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The New Participant - General tab opens.

The New Template - Participant dialog box remains open in the
background.

NEW Conference Template A

3 General

3 Participants Display Name: Isuppo|q'r_5[)4¢4[)521

v ParHOIpant -

% Information

3 Advanced Mame:
3 MediaSources Endpeint Website
3 Infarmation

Dialing Direction: |Dial aut vl

Type: m

1P Address: Joono

Alias Hame / Type: | [Hz231D =l
website IP Addrass: |

[ Audic Only

For a full description of the General tab fields see the RMX 2000
Administrator’s Guide, "Adding a new participant to the Address Book
Directly” on page 5-4.

8 Modify the fields of the General tab.
9 Click the Advanced tab.
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The New Participant - Advanced tab opens.

e ParGoipant

% General
Advanced Hame:
» MadiaSources Endpoint Website

3 Infarmation

Wideo BitRater [V Auto [Futomanie =] Kbitstzec
Wideo Protocal: IAulU 'I

Broadcasting Yolume:

Listening Yolume:

Encryption: Avto 'l

Cascade: Mone vl
Telepresence Made: Mane 'l

v acc

For a full description of the Advanced tab fields see, "New Participant -
Advanced Properties” on page 5-10.

10 Modify the fields of the Advanced tab.
11 Click the Media Sources tab.
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The Media Sources tab opens.

New Participant
% General
3 Advanced Name: |
3 Media Sources Endpaint Website
3 Infarmation
LapeniETpes ICUnference =~
[+ ]
D Auto j
2
3
4
5+
9
10+
— Mute/ d Black
Audio Yideo
T audie
Mcu [ |
User [ |
Participant I |

The Media Sources tab enables you to set up and save Personal Layout
and Video Forcing settings for each participant. This is especially
important when setting up Telepresence conferences.

For a full description of Personal Layout and Video Forcing settings see
the RMX 2000/4000 Getting Started Guide, "Changing the Video Layout of
a Conference” on page 3-54 and "Video Forcing” on page 3-56.

12 Modify the Personal Layout and Video Forcing settings for the
participant.

13 Optional. Click the Information tab.
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14

15

The New Participant - Information tab opens.

e ParGoipant -

% General

3 Advanced Narnei

» MadiaSources Endpoint Website

3 Information

Infol:

Info3:

|
Infoz: |
|
|

Info4:

Addto Address Book

For a full description of the Information fields see the RMX 2000/4000
Getting Started Guide, "Information Tab” on page 3-24.

Click the OK button.
The participant you have defined is added to the Participants List.

The New Participant dialog box closes and you are returned to the New
Template - Participant dialog box (which has remained open since
Step 7).

Optional. In the New Conference Template dialog box, click the
Information tab.
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The New Conference Template — Information tab opens.

3 Participants Display Mame: ISLIF‘FEIHTJ4HZEE4HES

Durations [ Hiw =

gilling Info:

=
For a full description of the Information fields see the RMX 2000/4000
Getting Started Guide, "Information Tab” on page 3-24.
16 Click the OK button.

The New Conference Template is created and its name is added to the
Conference Templates list.
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Saving an Ongoing Conference as a Template

8-12

Any conference that is ongoing can be saved as a template.

To save an ongoing conference as a template:

1

In the Conferences List, select the conference you want to save as a
Template.

Click the Save Conference to Template (&) button.
or
Right-click and select Save Conference to Template.

onterences [

Display Na| Status 1D Start Time [End T
D

Delete Conference dsil

& s

11:1
Save Conference to Template |

Conference Properties

The conference is saved to a template whose name is taken from the
ongoing conference Display Name.

Saving an Operator Conference to a Template

The Operator conference that is ongoing can be saved as a template.

To save an ongoing Operator conference as a template:

1

In the Conferences List, select the Operator conference you want to
save as a Template.

Click the Save Conference to Template (i) button.
or
Right-click and select Save Conference to Template.

Display N[status  |ID | start Tim | End Time
G5 P —t 4:42 FM

Delete Conference

Save Conference to Template |

Conference Properties
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The conference is saved to a template whose name is taken from the
ongoing conference Display Name (the Login name of the RMX User).
The Template appears with the Operator Conference icon.

[Conference Templates (3
Bt

Display Mame ;I
ﬁ cl

ﬁ CP conf for EQ

£ ddd

£ dddt

ﬁ dest

ﬁ destination

ﬁ encryption

£ fff

ﬁ Olga

L oren 96346704

&8 POLYCOM

4, POLYCOM_205398
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Starting an Ongoing Conference From a

Template

8-14

An ongoing conference can be started from any Template saved in the
Conference Templates list.
To start an ongoing conference from a Template:

1  In the Conference Templates list, select the Template you want to start
as an ongoing conference.

2 Click the Start Conference from Template (*‘@ button.
or
Right-click and select Start Conference from Template.

o ¥ ﬁ"ﬂ

Display Ma
i supPoR|_SosTEE0E0

i Sales

k|
|
Delete Conference Template

| _ﬂ Start Conference Fram Template I

Schedule Reservation From Template

Template Properties

The conference is started.

If a Conference Template is assigned a dial-in number that is already assigned
to an ongoing conference, Meeting Room, Entry Queue or Gateway Profile,
when the template is used to start an ongoing conference or schedule a
reservation it will not start. However, the same number can be assigned to
several conference templates provided they are not used to start an ongoing
conference at the same time. If a dial in number conflict occurs prior to the
conference’s start time, an alert appears: “ISDN dial-in number is already
assigned to another conferencing entity” and the conference cannot start.

The name of the ongoing conference in the Conferences list is taken
from the Conference Template Display Name.
Participants that are connected to other ongoing conferences when
the template becomes an ongoing conference are not connected.

If an ongoing conference, Meeting Room or Entry Queue with the same Display

Name, Routing Name or ID already exist in the system, the conference will not
be started.
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Starting an Operator Conference from a Template

An ongoing Operator conference can be started from an Operator
Template saved in the Conference Templates list.

To start an ongoing Operator conference from an Operator Template:
1  In the Conference Templates list, select the Operator Template to start
as an ongoing Operator conference.

* You can only start an Operator conference from a template whose name is
identical to your Login Name. For example, if your Login name is Polycom,
you can only start an Operator conference from a template whose name is
Polycom.

* If an ongoing Operator conference with the same name or any other
conference with the same ID is already running, you cannot start another
Operator conference with the same login name.

2 Click the Start Conference from Template (*ﬁ) button.
or
Right-click and select Start Conference from Template.

Display Manfk

ﬁcl

ﬁ CP confflor EQ

£ ddd

£ dddt

ﬁ dest

ﬁ destinati

=]

ﬁ encryptign
£ fff
ERmELeF:

ﬁ QOPER_963467942
1
Iy

2P
Ealile
ﬁro
ﬁsrr

# <n

Conference Template

Delete Conference Template

H Start Conference from Template |

Template Properties

The conference is started.

The name of the ongoing conference in the Conferences list is taken from
the Conference Template Display Name.
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Scheduling a Reservation From a Conference
Template

A Conference Template can be used to schedule a single or recurring
Reservation.
To schedule a Reservation from a Conference Template:

1 In the Conference Templates list, select the Conference Template you
want to schedule as a Reservation.

2 Click the Schedule Reservation from Template (#2) button.
or
Right-click and select Schedule Reservation from Template.

Do k£ B4

Display Mame

i sUPRORT_SOSFRE060
ﬁ Sales
£ Daily
[ i Bi-wepk

1
Delete Conference Template

Start Conference from Template

»l
| _Schedule Reservation From Template |

Template Properties

The Reservation Properties dialog box is displayed.
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The Display Name of the Reservation is taken from the Conference
Template Display Name.

Conference Template and Reservation Name

Start Time: 2/18/2003 = 22 E : |39 E
End Time: 2/18/2003 = 23 E : |39 E
I~ Recurring Meeting
Recurrance Patt:
Pattern: Wieekly 7| Recureven v 1 week(s) on:
I~ sunday I~ monday T Tuesday F wednesday
I~ Thursday I~ Fridaw ™ ssturday
& End after; or,
€ End by Date: z/18/z009 -

For a full description of the Reservation Properties fields see Table 6-3,
“New Reservation — Schedule Tab,” on page 6-14.

Modify the fields of the Reservation Properties.
Click the OK button.

A Reservation is created based on the Conference Template. The
Reservation can be viewed and modified along with all other
Reservations using the Reservations - Calendar View and Reservations
List.

If you create a recurring reservation all occurrences have the same ID.
A recurring Reservation is assigned the same ISDN/PSTN dial-in
number for all recurrences.

If a dial-in number conflict occurs prior to the conference’s start time,
an alert appears: “ISDN dial-in number is already assigned to another
conferencing entity” and the conference cannot start.
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The series number (_0000n) of each reservation is appended to its
Display Name.

Example:

Conference Template name: Sales

Display Name for single scheduled occurrence: Sales
If 3 recurrences of the reservation are created:

Display Name for occurrence 1: Sales_00001
Display Name for occurrence 2: Sales_00002
Display Name for occurrence 3: Sales_00003

Deleting a Conference Template

One or several Conference Templates can be deleted at a time.

To delete Conference Templates:

1 In the Conference Templates list, select the Template(s) you want to
delete.

2 Click the Delete Conference Template (i) button.
or

Right-click and select Delete Conference Template.

EEEE

Cisplagfame |

@ SURAPORT_S0STE6060

Delete Conference Template

Start Conference from Template

Schedule Reservation from Template

Template Properties

A confirmation dialog box is displayed.
3  Click the OK button to delete the Conference Template(s).
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Conference and Participant
Monitoring

You can monitor ongoing conferences and perform various operations
while conferences are running.

Three levels of monitoring are available with the RMX:

*  General Monitoring - You can monitor the general status of all ongoing
conferences and their participants in the main window.

*  Conference Level Monitoring - You can view additional information
regarding a specific conference and modify its parameters if required,
using the Conference Properties option.

*  Participant Level Monitoring - You can view detailed information on
the participant's status, using the Participant Properties option.

In MPM mode, the maximum number of participants (voice and video)
that can connect to a conference is 80.

In MPM+ mode, the maximum number of participants that can connect to
a conference is 200. Of these, 160 can be video participants.
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General Monitoring

Users can monitor a conference or keep track of its participants and
progress. For more information, see RMX 2000/4000 Getting Started Guide,
"Monitoring Ongoing Conferences” on page 3-40.
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LF signaling Menior o d-54 <= Conn 172.22.189.54 H.323 & Dial o 4-55##FOR 5 Dia

W5 Hardware Monitor 5 SURPORT 1814632318 (2 participants) 46 @ pia

EH Meeting Rooms T Reeziv == Conn 172.22.125.36 H.323 45 Dialo 468 #FORCE €5 Dia

#ddress Book {2 == Conn 1.2.36.5 H.323 43 Dial 0 464 #FORCE &3 Dia

Rarely Used 2 46,23 G Diay
vi|< | 3 | X
| SHstemAleRsIN  Participant Alerts Port Usage: Voice. 0750 Video [~ 517 70M /i\MCU State: MAJOR |

You can click the blinking Participants Alerts indication bar to view
participants that require attention. For more information, see "System and
Participant Alerts” on page 16-1.
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Conference Level Monitoring

In addition to the general conference information that appears in the
Conference list pane, you can view the details of the conference’s current
status and setup parameters, using the Conference Properties dialog box.

Viewing Permissions

Tab

€ | Chairperson
€ | Operator
<€ | Administrator

General

To view the parameters of an ongoing conference:

1

In the Conference list pane, double-click the conference or right-click
the conference and then click Conference Properties.

The Conference Properties - General dialog box with the General tab
opens.

G % gf (ol |m
Display Name|8tatus |ID |Star‘t Tim|[
Z% SUPPORT 99466 1:0Z PM
2 Logistics 43974  3:51PM

I‘%} Marketing

46630  3:52 PM |

Ben-Baron Propertics

5 -Avam:ed

Display Name: Ui Ben-Baron
£ ¥id=al usliy Duration: = H e |
3 Video Settings
3 skins Routing Name: Ui Ben Baron
3 VR
Start Time: 200 06:29:13
3 Information -
— End Time: o4/08/2000  ¥|at[10:55 =

Conference Password:
Chairperson Passward:
D:

Profile:

Line Rate:

[T High Definition Video Switching HD720 v

Reserve Resources for Video Participants: |2 =
Reserve Resources for Audio Participants: [0 3:

Maximum Number of Participants: | AUf0matis =

I Enable ISDR/PSTH Dial-in

ISDN/PSTN Network Service: =
Dial-in Number (1):

Dial-in Number (2):
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The following information appears in the General tab:

Table 9-1 Conference Properties - General

Field

Description

Display Name

The Display Name is the conference name in native
language and Unicode character sets to be displayed
in the RMX Web Client.

Note: This field is displayed in all tabs.

Duration

The expected duration of the conference using the
format HH:MM.
Note: This field is displayed in all tabs.

Routing Name

The ASCII name of the conference. It can be used by
H.323 and SIP participants for dialing in directly to the
conference. It is used to register the conference in
the gatekeeper and the SIP server.

Start Time

The time the conference started.

End Time

The expected conference end time.

Conference
Password

A numeric password for participants to access the
conference.

Chairperson
Password

A numeric password used by participants to identify
themselves as the conference chairperson.

ID

The conference ID.

Profile

The name of the conference Profile from which
conference parameters were taken.

Line Rate

The maximum transfer rate, in kilobytes per second
(Kbps) of the call (video and audio streams).
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Table 9-1  Conference Properties - General (Continued)

Field

Description

High Definition
Video Switching

When selected, the conference is of ultra-high quality

video resolution, in a special conferencing mode

which implies that all participants must connect at the

same line rate and use HD video.

This feature utilizes the resources more wisely and

efficiently by:

e Saving utilization of video ports (1 port per
participant as opposed to 4 ports in CP mode).

* Video display is in full screen mode only.

Drawbacks of this feature are that all participants
must connect at the same line rate, (e.g. HD) and all
participants with endpoints not supporting HD will
connect as secondary (audio only).

Video layout changes are not enabled during a
conference.

High Definition Video Switching supports the
following resolutions:

e HD 720p

* HD 1080p (in MPM+ mode)

If HD 1080p is selected, endpoints that do not support
HD 1080p resolution are connected as Secondary
(Audio Only) participants.

Note: High Definition Video Switching conferencing
mode is unavailable to ISDN participants.

For more information, see "Video Resolutions in CP”
on page 2-3.

Reserve
Resources for
Video Participants

Displays the number of video participants for which
the system reserved resources.
Default: 0 participants.

Reserve
Resources for
Audio Participants

Displays the number of audio participants for which
the system reserved resources.
Default: 0 participants.
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Table 9-1

Conference Properties - General (Continued)

Field

Description

Max Number of
Participants

Indicates the total number of participants that can be
connected to the conference. The Automatic setting
indicates the maximum number of participants that
can be connected to the MCU according to resource
availability. Irrespective of resource availability, the
maximum number of video participants is 160.

Enable ISDN/
PSTN Network
Service

When selected, ISDN/PSTN participants can dial into
the conference.

ISDN/PSTN
Network Service

When the Enable ISDN/PSTN Network Service
is selected, displays the default Network Service.

Dial-in Number (1) | Displays the conference dial in number.

Dial-in Number (2) | Displays the conference dial in number.

2 C(lick the Advanced tab.

The Conference Properties - Advanced dialog box opens.

> General

> Advanced

> Video Quality S = [ L |
3 Video Settings
> skins
3 IVR
3 Information = Encryption
3 Recording
¥ LPR
T Auto Terminate
Before First Jains: 10 =
After The End: 1 =

Display Name: [Udi Ben-Baron

& After last participant quits

= when last participant remains %

¥ Echo Suppression
I Keyboard Moise Suppression

I7 Dial Gut Manually
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3  The following information appears in the Advanced tab:

Table 9-2  Conference Properties - Advanced Parameters
Field/Option Description
Encryption Indicates whether the conference is encrypted.
LPR Indicates whether LPR is enabled.

Auto Terminate

When selected, indicates that the MCU will
automatically terminate the conference when Before
First Joins, At the End-After Last Quits and At the End
- When Last Participant Remains parameters apply.

Echo
Suppression

When selected, indicates that when echo is detected it
is automatically muted.

Keyboard Noise
Suppression

When selected, indicates that when keyboard noises
are detected they are automatically muted.

Dial Out
Manually

Indicates whether dial-out participants are manually
(when selected) or automatically (when cleared)
connected to the conference.

4 Click the Video Quality tab.

The Conference Properties - Video Quality dialog box opens.

» Advanced
> Video Quality

3 Video Settings

» Skins

> VR -People Vides D

» Information

» Recording

Display Nam [Udi BenBaron
Duration ,3: 40 3:
Videa Quality: Shapness 2
¥ Video Clarity
[~ Content Video Ds
Content Settings Grephics 2
Content Protocol Upto H264 -
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The following information appears:

Table 9-3  Conference Properties - Video Quality Parameters

Field/Option

Description

People Video Def

inition

Video Quality

Indicates the resolution and frame rate that determine
the video quality set for the conference. Possible
settings are: Motion or Sharpness. For more
information, see "Video Resolutions in CP” on

page 2-3.

Video Clarity™

Indicated if Video Clarity is enabled for the conference.

Content Video Definition

Content Settings

Indicates the Content channel resolution set for the
conference. Possible resolutions are:

e Graphics — default mode
* Hi-res Graphics — requiring a higher bit rate
* Live Video — content channel is live video

Content Protocol

H.263 — Content is shared using H.263 even if some

endpoints have H.264 capability.

Up to H.264 — H.264 is the default Content sharing

algorithm.

When selected:

e Contentis shared using H.264 if all endpoints have
H.264 capability.

* Content is shared using H.263 if all endpoints do
not have H.264 capability.

* Endpoints that do not have at least H.263 capability

can connect to the conference but cannot share
Content.
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5 Click the Video Settings tab to list the video parameters.

Viewing Permissions skt o
= General
c S 2
s _ § 3 hdvanced Display Name: [0 Ber-fron
@ ] B 3 Video Quality
o <] c Duration: ;3: <50 3:
3 g | E > Video Settings N
S
Tab O | O < 3 Skins %
[™ Presentation Mode [T Telepresence Mode
VR
Video %
Settings v v v 3 Information [7 Lecturer View Switching Lecturer: [None] 4
> Recording ¥ send Content to Legacy Endpoints

[T same Layout

¥ Auto Layout

]

= ito |

Table 9-4  Conference Properties - Video Settings Parameters

Field Description
Presentation When checked, indicates that the Presentations
Mode Mode is active. For more information, see

"Presentation Mode” on page 1-16.

Lecturer View When checked, the Lecturer View Switching enables
Switching automatic random switching between the conference
participants in the lecturer video window.

Send Content to Select this option to enable Legacy endpoints to
Legacy Endpoints | send content to H.323/SIP/ISDN endpoints that do
not support H.239 Content (legacy endpoints) over
the video (people) channel, allowing all conference
participants to view the content.
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Table 9-4  Conference Properties - Video Settings Parameters (Continued)

Field Description

Same Layout When checked, forces the selected layout on all
conference participants, and the Personal Layout
option is disabled.

Auto Layout When enabled, the system automatically selects the
conference layout based on the number of
participants in the conference.

Telepresence Indicates if the conference is running in

Mode Telepresence Mode.

Lecturer Indicates the name of the lecturer (if one is selected).
Selecting a lecturer enables the Lecture Mode.

Video Layouts Indicates the currently selected video layout.

(graphic)

6 Click the Skins tab to view the skin selected for the conference.

5 5 You cannot select another skin during an ongoing conference.

% § % 7 Click the IVR tab to view the IVR settings.
™ |66 218 Click the Information tab to view general information defined for the
Skins | W | ¥ | ¥ conference. Changes made to this information once the conference is
VR v i v running are not saved to the CDR.
mio | ¥ | ¥ |¥] 9 Click the Recording tab to review the recording settings for the

conference.

10 Click OK to close the Conference Properties dialog box.
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Monitoring Operator Conferences and Participants
Requiring Assistance

Operator conferences are monitored in the same way as standard ongoing
conferences.

Each Operator conference includes at least one participant - the Operator.
. Wy
R A

| View Adwinistration Sebup Help RMX IP Address: 172.22.191.95 Signaling Host: 17,
PG R gl e m G ae RO 0B e HiEe

Display Name [Status [1o [ start Tim| End Ti [Name [status v[Role 1P Address/Phane [alias Na
& sre 67335 5:56PM 6:46 |l SUPPORT (2 participants)

~POLYCOM | RMX 2000

Sy ddd 75548 4115 PM 645 | O Brian <@ Connected 172.22.172.97

(E5 SUPPORT 73879 611 PM 711 | e Wanda <@ Connected 172,22.172.47

5% sales 4, single Participan 90496 6:24 PM  7:24

4| | ¢l

You can view the properties of the Operator conference by double-clicking
the conference entry in the Conferences list or by right-clicking the
conference entry and selecting Conference Properties. For more
information, see the RMX 2000 Getting Started Guide, "Conference Level
Monitoring” on page 3-42.

Requesting Help

A participant can request help using the appropriate DTMF code from
his/her touch tone telephone or the endpoint’s DTMF input device. The
participant can request Individual Assistance (default DTMF code *0) or
Conference Assistance (default DTMF code 00).

Participants in Entry Queues who failed to enter the correct destination
conference ID or the conference password will wait for operator
assistance (provided that an Operator conference is active).

9-11



Chapter 9-Conference and Participant Monitoring

When requiring or requesting operator assistance, the RMX management
application displays the following:

POLYCOM | RMX 2000

. Miewt Admiristration  Setup  Help RMX P Address 172. 22 191.95 Siq

Conferences(2) R MI
e im G REo® @ 0 @ e ol ol
Display Name | Status [1p [start Tir [name  [status [role  [te addredalias na [ne

A5 SUPPORT /By Single Participant 37160  7:45 Pl | =l sales (1 participant)

S sales i Awsiting Operstor;Singl 43430 9:03 Pk | (e Duks 1) Awaiting Individual assistance 172.22, H

*  The participant’s connection Status changes, reflecting the help
request. For details, see Table 9-5.

*  The conference status changes and it appears with the exclamation
point icon and the status “ Awaiting Operator”.

*  The appropriate voice message is played to the relevant participants
indicating that assistance will be provided shortly.

The following icons and statuses are displayed in the Participant Status
column:

Table 9-5  Participants List Status Column Icons and Indications

Icon Status indication Description
%) Awaiting Individual The participant has requested the
Er' | Assistance operator’s assistance for himself/
herself.

H‘} Awaiting Conference | The participant has requested the
'-5: Assistance operator’s assistance for the
conference. Usually this means that the
operator is requested to join the
conference.

When the Operator moves the participant to the Operator conference for
individual assistance the participant Status indications are cleared.
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Participant Alerts List

The Participant Alerts list contains all the participants who are currently
waiting for operator assistance.

"""l conference Harne | status Disconne |Rale IP addres|alias Na |Metwark |Dialing Di| audia wideo Encrypt

Sales &y wanda Fﬁ awaiting Individual assist 172.22 H.323 3 Dialo

Participants are automatically added to the Participants Alerts list in the
following circumstances:

*  The participant fails to connect to the conference by entering the
wrong conference ID or conference password and waits for the
operator’s assistance

*  The participant requests Operator’s Assistance during the ongoing
conference

This list is used as reference only. Participants can be assisted and moved

to the Operator conference or the destination conference only from the

Participants list of the Entry Queues or ongoing conference where they are

awaiting assistance.

The participants are automatically removed from the Participant Alerts list
when moved to any conference (including the Operator conference).
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Participant Level Monitoring

In addition to conference information, you can view detailed information
regarding the status and parameters of each listed participant, using the

Viewing Permissions

| s
2. |8
o | S |&
2| = £
‘© [] £
[=X
Tab 5|6 |8
Media
Sources| V¥ | W | ¥

Participant Properties dialog box. Participant properties can be displayed
for all participants currently connected to a conference and for defined

participants that have been disconnected.

Properties differ for IP and ISDN/PSTN participants.

Displaying Participants Properties:

1 In the Participant List pane double-click the participant entry.
Alternatively, right-click a participant and then click Participant

Properties.

The Participant Properties - Media Sources dialog box opens.

L O ——
Op B @ %= @ 3 @ = de @ |
Narne |Status |Ru\e ‘IP Address;

= SUPPORT_1914632319 (5 participants)

R ziv @= Conn 172.22.12%
.Qg Steve voung <= Conn 213555157
IQE' Sabrezi| Disconnect Participant

fx Debbis Delete Participant

Q. Daryl Pa Mute Audio

i
Block Audio

Change ta Chairperson

Ahort H.239 Session

3 Channal st

> Gatekesperstas

Add Participant ta Addre: -
Participant Properties

Name: [y Endpoint Website
Loyt Canference =
1 =
2 [t |
m B
smn
o1
uto |
s
4
5
B
10+




Polycom RMX 2000/4000 Administrator’s Guide

The Media Sources dialog box enables you to mute participant’s audio,
suspend participant’s video transmission and select a personal Video
Layout for the participant.

For ISDN/PSTN participants, only the following tabs are displayed in the

Participant Properties dialog box:

* General, Advanced, Information

* Media Sources

* Connection Status

* Channel Status

The General, Advanced and Information tabs include the same properties for
new and defined participants. For more information, see "Adding a new
participant to the Address Book Directly” on page 5-4.

IP Participant Properties

Table 9-6  Participant Properties - Media Sources Parameters

Field Description

Name Indicates the participant’'s name.
Note: This field is displayed in all tabs.

Endpoint Website | Click the Endpoint Website hyperlink to connect to the
internal website of the participant’s endpoint. It enables
you to perform administrative, configuration and
troubleshooting activities on the endpoint.

The connection is available only if the IP address of the
endpoint’s internal site is filled in the Website IP Address
field in the Participant Properties - General dialog box.
Note: This field is displayed in all tabs (excluding ISDN/
PSTN participants).

Layout Type Indicates whether the video layout currently viewed by the
participant is the Conference or Personal Layout. If
Personal Layout is selected, you can select a Video
Layout that will be viewed only by this participant.
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Table 9-6  Participant Properties - Media Sources Parameters (Continued)

Field

Description

Video Layout

Indicates the video layout currently viewed by the
participant. When Personal Layout is selected in the
Layout Type you can force patrticipants to the video
windows in a layout that is specific to the participant. For
more information, see RMX 2000/4000 Getting Started
Guide, "Personal Layout Control with the RMX Web
Client” on page 3-62.

Mute/Suspend

Indicates if the endpoint’s audio and/or video channels

from the endpoint have been muted/suspended. The

entity that initiated audio mute or video suspend is also

indicated.

*  MCU - Audio or Video channel has been muted/
suspended by the MCU.

* User — Channels have been muted/suspended by
the RMX user.

* Participant — Channels have been muted/
suspended by the participant from the endpoint.

You can also cancel or perform mute and suspend

operation using these check boxes.

Block

When checked, the audio transmission from the
conference to the participant’'s endpoint is blocked, but
the participant will still be heard by other participants.
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2 C(Click the Connection Status tab to view the connection status, and if
disconnected the cause of the disconnection.

3 General
Advanced Hame: 323 Endpoint Website

Viewing Permissions

Status: [cannectad

- s P
S
2 _ © 5 Channeltstus - Adusncad | o Tiene [FFzvrzo08 1147 Am
& o %) 5 GatekesperStatus
= IS E Connection Retries Lefo ["
(] @
= Qo o
Tab o le) < all Dizcannsction Cause:
Connection
Status | W | V¥ | W
Video Discannection Cause:

Passible Salution:

Table 9-7  Participant Properties - Connection Status Parameters

Field Description

Participant Status

Status Indicates the connection status of the participant.

Connection Time The date and time the participant connected to the
conference.

Note: The time format is derived from the MCU'’s
operating system time format.

Disconnection The date and time the defined participant disconnected
Time from the conference.

Connection Indicates the number of retries left for the system to
Retries Left connect defined participant to the conference.

9-17



Chapter 9-Conference and Participant Monitoring

Table 9-7

Participant Properties - Connection Status Parameters (Continued)

Field

Description

Call

Displays the cause for the defined participant’s

Disconnection disconnection from the conference. See Appendix A:
Cause "Disconnection Causes” on page A-1.

Video Displays the cause the video channel could not be
Disconnection connected. For more information, see Appendix A:
Cause "Disconnection Causes” on page A-1.

Possible Solution

In some cases, a possible solution is indicated to the
cause of the video disconnection.

Click the H.245 (H.323) or SDP (SIP) tab during or after the
participant’s connection process to view information that can help in
resolving connection issues.

_PR activity Displays the endpoint’s actual
Displayed in all three panes) capabilities used for the connection
23 Properties -
—
5 Advanced B} e [22 Endpaint Website
3 Informatien
¥
> H24s ~Rem ez Capabili | Remote
3 Connection Status g comtral - 40IF at 15 fps B
LPRR=rsonlD I ©IF 2t 20 fos
3 Channel Status 1 QCIF 2t 30 fps
150 Anres T
3 Channel Status - Advanced 150 N6 - Standard MET: 4
Gatekeeper Status 52 SWGA - Stundsd MPT 3
£ P 1 Y64 - Zrindard MFT: 2
1250 Snnendy - €400 bps
_PRuersionl D
1
mnPrnt-mnnvmnA 130
manPratectionPerod 150
- 'VliKRECNEWSE( Sz
iverd 4_2dk - 1 frame 2 10
G7221_%2k - 1 frame per packet mkPack!tS\z:
7221 Z4h - 1 dram. 4 par sckat 12
6722 5%k - Zﬂml\\lna(kltdulallnn i
2722 - 2 mill g 1
871 1u\w54h ZD IV'\IHI nack et duratlum
BT ALmEde - 20 wili pack ot == FLecal Zemmunication Moda
723 fmens - zmmespe.pazm e ———
H2g4 | 1472000 bps AN T B
Basefine Frafile U4 - Standard MPT: 2
ik dvaa - Stndard MPT 3
FustrmianbBPE at 217 (LOES00 MEFs) 64 - Stilad MPL 4
Cusrdrmf P 4t 15 (3840 MB ) #inesG - 6400 bpa
custmManb rAndé pbtalue «t 205 LPRuersionl D
(51250100 tps) 2
=ampe s pectRatinzValus at 13 (13 Hev) minPratsction  eriod 150
Hoen | 1472000 bpe ma P ratectienPe fiod 180
4GIat 15 fox ma R ech verySet 52
CIF & 90 fps mankech veryPack ets 10
act]a a0 s manPacketdie
sqelrat 30 fps 5l -11260 =
I -
I
List's the endpoint’s capabilities as Displays the MCU's capabilities used for
retrieved from the remote site connection with the participant
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Table 9-8  Participant Properties - H.245/SDP Parameters

Field Description

Remote Lists the participant’s capabilities as declared by the
Capabilities endpoint.

Remote Displays the actual capabilities used by the endpoint

Communication when establishing the connection with the MCU
Mode (Endpoint to MCU).

Local Displays the actual capabilities used by the MCU
Communication when establishing the connection with the
Mode participant’s endpoint (MCU to Endpoint).

4 Click on the Channel Status tab to view the status of the various

channels.
Properties
5 General

c § 3 Adwanced Mame: [ss Endpoint Wwebsite

g _ g S nromenen

[} I=] 0 3 Media Sources

e © £ 3 H.zas Channels Used

2 g _g S nnsctiistatls Channel Faulty |Bit Rate |Packet Lo| Fraction L[ Jitter (Pe [Packets NLatenc

Tab ) o < & H.z25
Channel > ChanmelStats - Adva.. | | ° H.248
Status VRV > Gatekseper Status & Audio in 48.0 7777 0.00%( 2(55)  z1474s 1
# Audio aut 48.0 0 0.00%( 3(58) 0 1
& video in 155 o 0.00%( 3(zz2) o 7
# Video out 37,026, 0 0.00%( 4(27) 0 5
Cantent in 0.0 o 0.00%( o{0) o o
& Content aut 0.0 0 0.00%(  0{0) o 0
¥ FECC in 24,688, 0 0.00%(  4(72) o 3
& FECC out 37,026. 0 0.00%( 4(72) 0 3
<] I >
Sync Status:
Channel Source | Positinn | Protocol SynclLoss | Viden Intra Syne| videa Re!
Video 55 [ ] (mi}
< m >
Rate [video SyncLoss  [LPR activation

Tx 384000 o ) [=]
Rx 368000 O (o) [m}
r -
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Table 9-9 Participant Properties - Channel Status Parameters

Field

Description

Channels Used

When checked, indicates the channel type used by
the participant to connect to the conference:
Incoming channels are endpoint to MCU, Outgoing
channels are from MCU to endpoint.

Channels:

H.225/Signaling - The call-signaling channel.
H.245/SDP - The Control channel.

Audio in - Incoming audio channel

Audio out - Outgoing audio channel

Video in - Incoming video channel

Video out - Outgoing video channel

Content in - H.239/People+Content conferences
Content out - H.239/People+Content
conferences

FECC in - The incoming FECC channel is open.
FECC out - The outgoing FECC channel is open.

Columns:

Faulty — A red exclamation point indicates a
faulty channel condition. This is a real-time
indication; when resolved the indication
disappears. An exclamation point indicates that
further investigation may be required using
additional parameters displayed in the
Advanced Channel Status tab.

Bit Rate — The actual transfer rate for the
channel.

Packet Loss — The accumulated count of all
packets that are missing according to the RTCP
report since the channel was opened. This field
is relevant only during the connection stage and
does not display faulty indications.

Fraction Loss (Peak) — The ratio between the
number of lost packets and the total number of
transmitted packets since the last RTCP report.
Peak (in parentheses) indicates the highest
ratio recorded since the channel was opened.
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Table 9-9 Participant Properties - Channel Status Parameters (Continued)

Field

Description

Channels Used
(cont.)

* Number of Packets — The number of received
or transmitted packets since the channel has
opened. This field does not cause the display of
the faulty indicator.

e Jitter (Peak) — Displays the network jitter (the
deviation in time between the packets) as
reported in the last RTCP report (in
milliseconds). Peak (in parentheses) reflects the
maximum network jitter since the channel was
opened.

* Latency — Indicates the time it takes a packet to
travel from one end to another in milliseconds
(derived from the RTCP report).

Sync Status

Channel - The channel type: Video or Content.
Source - The name of the participant currently
viewed by this participant.

Position - The video layout position indicating the
place of each participant as they appear in a
conference.

Protocol Sync Loss - Indicates whether the system
was able to synchronize the bits order according to
the selected video protocol.

Video Intra Sync - Indicates whether the
synchronization on a video Intra frame was
successful.

Video Resolution - The video resolution of the
participant.

Rx - Rate

The received line rate.

Tx - Rate

The transmitted line rate.

Tx - Video Sync
Loss

When checked, indicates a video synchronization
problem in the outgoing channel from the MCU.
The counter indicates the sync-loss count.

Rx - Video Sync
Loss

When checked, indicates a video synchronization
problem in the incoming channel from the endpoint.
The counter indicates the sync-loss count.
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Table 9-9 Participant Properties - Channel Status Parameters (Continued)

Field Description

Tx - LPR When checked, indicates LPR activation in the

Activation outgoing channel.

Rx - LPR When checked, indicates LPR activation in the

Activation incoming channel.

FECC Token When checked, indicates that the participant is the
holder of the FECC Token.

Content Token When checked, indicates that the participant is the
holder of the Content Token.

5 C(lick the Channel Status Advanced tab to view additional
information for selected audio and video channels.

393 Properties N

General

>
> Advanced Nams: [z23 Endpoint Website
3 Information
3 Media Sources
2 IR Channel Infa: l—m =
5 Cannection Status
3 Channel Status RMRIP Addresst [f7222.172.183:45376
Channal Status - Aduan... > Participant IP Address: [Feisiz.1ze002
3 GatekeeperStatus Media Info:

Field Walue

Algorithm  H.264
Resolutio 525 80
Frame Ra 0

Annewes

RTP Statistics:

N - Accum |9 - Accum| N - Intervs) % - Interw |Peak - lnterb

RTP pac
Acuall T4l 2 0.99 3
cutof 2 =.00 2 1.00 2 —
Fragms & £.00 3 1.50 2

Jitter Me

Jitter Buf 1 0.50 1 -
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< 5

1. |8

o | S |B

S| &8 | E

‘T o £

Tab |5 |6 |2

Channel
Status v
Advanced
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Table 9-10 Participant Properties - Channel Status Advanced Parameters

Field

Description

Channel Info

Select a channel to view its information.

MCU Address

The IP address of the MCU to which the participant is
connected and the port number allocated to the
participant incoming media stream on the MCU side.

Party Address | The IP address of the participant and the port number
allocated to the media stream on the participant side.
Media Info This table provides information about the audio and

video parameters, such as video algorithm, resolution,
etc.... For more information, see Appendix E:
"Participant Properties Advanced Channel Information”
on page E-1.

RTP Statistics

This information may indicate problems with the network
which can affect the audio and video quality. For more
information, see Appendix E: "Participant Properties
Advanced Channel Information” on page E-1.

6 Click the Gatekeeper Status tab to view its parameters.

373 Properties

>
>
>
>
>
>
>
>

Genarsl
Advanced
Information
Media Sources
H.245
Cennection Status
Channel Status

Channel Sratus - Advanced

> Gatekeeper Status

Mame: 223 Endpoint Website

0 KKbps
0 KKbps
0 Seconds

Gatekeaper State: 2rq

Requested Bandwidth:

Allocated Bandwidth:

Required Info Interval:
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Viewing Permissions

Tab

Table 9-11 Participant Properties - Gatekeeper Status Parameters

Gatekeeper

Status

<€ | Chairperson

€ | Operator

€ | Administrator

9-24

Field Description

Requested The bandwidth requested by the MCU from the
Bandwidth gatekeeper.

Allocated The actual bandwidth allocated by the gatekeeper to
Bandwidth the MCU.

Required Info
Interval

Indicates the interval, in seconds, between
registration messages that the MCU sends to the
gatekeeper to indicate that it is still connected.

Gatekeeper State

Indicates the status of the participant’s registration
with the gatekeeper and the bandwidth allocated to
the participant. The following statuses may be
displayed:

* ARQ - Admission Request - indicates that the
participant has requested the gatekeeper to
allocate the required bandwidth on the LAN.

* Admitted — indicates that the gatekeeper has
allocated the required bandwidth to the
participant.

* DRQ - Disengage Request — the endpoint
informs the gatekeeper that the connection to the
conference is terminated and requests to
disconnect the call and free the resources.

* None - indicates that there is no connection to
the gatekeeper.




Monitoring ISDN/PSTN Participants

Using the Participant Properties dialog box, you can monitor and verify the
properties of an ISDN/PSTN participant. The dialog box’s tabs contain
information that is relevant to the participant’s status only while the

conference is running and is used to monitor the participant’s status when
connection problems occur.

Table 9-12 lists the audio algorithms that are supported for ISDN

participants according to their connection bit rate:

Table 9-12 Supported Audio Algorithms vs Bit Rate

Polycom RMX 2000/4000 Administrator’s Guide

Bit Rate

Audio
Algorithm

(ar?c? |I<_lz>F\:\7er) 123158 — LRGeS (aﬁ(Si(slfiZFr);r)
G722.1 16K G722.1 C 32K G722.1 C 48K
G722.1 C 24K G722.1 C 24K G722.1 C 32K
Sirenl4 24K Siren14 32K G722.1 C 24K
G722 48K Sirenl14 24K Siren14 48K
G722 56K G722.1 32K Siren14 32K
G722 64K G722.1 24K Siren14 24K
G711 56K G722 48K G722.1 32K
G711 64K G722 56K G722.1 24K

G722 64K G722.1 16K
G711 56K G722 48K
G711 64K G722 56K

G722 64K
G711 56K
G711 64K
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To view the participant’s properties during a conference:

1 In the Participants list, right click the desired participant and select
Participant Properties.

The Participant Properties - Media Sources dialog box is displayed.

X

3 General
3 Advanced

3 Information

3 Media Sources

3 H.z21
3 Connection Status

3 Channel Status

Name: isdn party
Layout Type:
Mute/Suspend Block
Audio  Video
[~ aodio
mcu r L]
User r r
Participant ] ]

Table 9-13 ISDN/PSTN Participant Properties - Media Sources

Field

Description

Mute/Suspend

Indicates if the endpoint’s audio and/or video
channels from the endpoint have been muted/
suspended.
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Table 9-13 ISDN/PSTN Participant Properties - Media Sources (Continued)

Field

Description

Mute/Suspend
(cont.)

The entity that initiated audio mute or video suspend

is also indicated.

* MCU - Audio or Video channel has been
muted/suspended by the MCU.

* User — Channels have been muted/suspended
by the RMX user.

* Participant — Channels have been muted/
suspended by the participant from the endpoint.

You can also cancel or perform mute and suspend

operation using these check boxes.

Block (Audio)

When checked, the audio transmission from the
conference to the participant’'s endpoint is blocked,
but the participant will still be heard by other
participants.
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9-28

Click the H.221 tab to view additional information that can help to
resolve connection issues.

List's the endpoint’s capabilities as
retrieved from the remote site

Displays the endpoint’s actual
capabilities used for the connection

General

>

5 Advanced
3 Information
>

Media Sources

3 Connection Status

» Channel Status

Marpe: Jenny

Rermote Capabilities

Remote Comfnunication Mode

G711 A-law/ -law
G.722 (64/48/56)
G.722 (64)

[H.283]:
--Initial capabilities--:
CIF at 30 fps
QCIF/SQCIF at 30 fps

[H.264]:
---Capabilities---:
Hz&4_Baseline Profile
Level 2.2
CustomSarCode 255

Hz39 Control Capability
AMC: Bak, 128k,
---Restrict Cap-----
Restrict or Non-Restrict
---capahilities----
U_Law

A_Law

G7Z2_6d

G7zZ_48

(R)
wfer_Cap_HOD
Hze3_CIF

30 fps,0000

||| [Transfer: xfdr_384

3 Audio: G7221_AnnexC_24k
Other; Hze4
other: Not_Be_HO

other: Encryp_oOff

Other: Derestrict

LSD/MLP: LSD_Off
LSD/MLP: MLP_Off
HED/HMLP: Hsd_Com_Off
HSD/HMLP: H_MIp_OFf_Com
H.23% Role: Presentation
AMC Rate: Ok

Local Communication Mode

Transfer: xfer_384

Audio: G7221_AnnexC_24k
Other: Hz264

other: Not_Be_HO

other: Encryp_oOff

Other: Derestrict

LSD/MLP: LSD_Off
LSD/MLP: MLP_Off
HED/HMLP: Hsd_Com_OFf
HSD/HMLP: H_MIp_0ff_Com
H.232 Role: Rresentation
AMC Rate: 0

]
Displays the MCU's capabilities used for
connection with the participant

Table 9-14 Participant Properties - H.221 Parameters

Field Description
Remote Lists the participant’s capabilities as declared by the
Capabilities endpoint.
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Table 9-14 Participant Properties - H.221 Parameters (Continued)

Field Description

Remote Displays the actual capabilities used by the endpoint
Communication when establishing the connection with the MCU
Mode (Endpoint to MCU).

Local Displays the actual capabilities used by the MCU
Communication when establishing the connection with the

Mode participant’'s endpoint (MCU to Endpoint).

Click the Connection Status tab to view general information
regarding the participant connection and disconnection causes of the
participant to the conference.

vasily-1sdn-empty Propertcs -

General

>

3 Advanced MName: Jenny
3 Information
>

Media Sources

3 H.221

» Connection Status

3 Channel Status Connection Time:

Status:

[
I
Disconnection Time: |
I

Connection Retries Left:

Call Disconnection Cause;

Video Disconnection Cause:

Possible Solution:
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Table 9-15 ISDN/PSTN Participant Properties - Connection Status

Field

Description

Status

Indicates the connection status of the participant to
the conference. If there is a problem, the appropriate
status appears, for example, Disconnected.

Connection Time

The date and time the participant connected to the
conference.

Disconnection
Time

The date and time the participant was disconnected
from the conference.

Connection
Retries Left

Indicates the number of retries left for the system to
connect the participant to the conference.

Call Disconnection
Cause

For a full list of Disconnection Causes, see “ISDN
Disconnection Causes” on page A-10.
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4 Click the Channel Status tab to view the status of a participant’s

channels.

vasily-isdn-enmpty Properdes

5 General
> Advanced
> Information

3 Media Sources

3 Hazl

3 Connsction Status
> Channel Status

Name: Nenny
Connected Media:
F ~ =
Channels Used:
Channel |Participant Fhone Mumnber MCU Phane Nurnber
w1 555512345
M2 551001100
=} §51001100
= 551001100
¥ s 551001100
=] 551001100

Syne Status:

Channel \saurce |Pns\tinr\ |Pmtncn| SyncLoss |video Intra Sync| video Resolution

Sync Loss video Sync Loss
Tx 0 (o) 0 )
Rx 0 (o) O m
r

Table 9-16 ISDN/PSTN Participant Properties - Channel Status

Field

Description

Connected Media

Indicates if the participant is connected with Audio,
Video and Content media channels.

Channels Used

¢ Channel — Indicates the channel used by the
participants and whether the channel is
connected (indicated with a check mark) or
disconnected.
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Table 9-16 ISDN/PSTN Participant Properties - Channel Status

Field Description

Channels Used * Participant Phone Number — In a dial-in

(continued) connection, indicates the participant’'s CLI
(Calling Line Identification) as identified by the
MCU.

In a dial-out connection, indicates the
participant's phone number dialed by the MCU
for each channel.

¢ MCU Phone Number — In a dial-in connection,
indicates the MCU number dialed by the
participant.
In a dial-out connection, indicates the MCU (CLI)
number as seen by the participant. This is the
number entered in the MCU Number field in the
Network Service.

Tx - Video Sync When checked, indicates a video synchronization
Loss problem in the outgoing channel from the MCU.
The counter indicates the sync-loss count.

Rx - Video Sync When checked, indicates a video synchronization
Loss problem in the incoming channel from the endpoint.
The counter indicates the sync-loss count.

Content Token A check mark indicates that the participant is the
current holder of the Content Token.

The Connected Media and Channels Used fields of an Audio Only participant
are displayed as follows:

Audio is the only Connected Media:
Connected —>E D - -
Media

Channels Used:

Channel ‘Par‘tm\pant Phone Number MCU Phone Number

Single channel
X —» M1 5555698989
is used
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Recording Conferences

The RMX enables audio and video recording of conferences using
Polycom RSS 2000 recording system. The recording system can be
installed at the same site as the conferencing MCU or at a remote site.
Several MCU’s can share the same recording system.

Recording conferences is enabled via a Recording Link, which is a dial-out
connection from the conference to the recording system.

Recording can start automatically, when the first participant connects to a
conference, or on request, when the RMX user or conference chairperson
initiates it.

Configuring the RMX to enable Recording

To make recording possible, you must set up the following components

on the conferencing RMX unit:

*  Recording Link - defines the connection between the conference and
the recording system.

*  Recording-enabled Conference IVR Service - recording DTMF codes and
messages must be set in the Conference IVR Service to enable
“recording-related” voice messages to be played and to allow the
conference chairperson to control the recording process using DTMF
codes.

*  Recording-enabled Profile - recording must be enabled in the
Conference Profile assigned to the recorded conference.

Defining the Recording Link

The Recording Link is defined once and can be updated when the H.323
alias or the IP address (of the recording system) is changed. Only one
Recording Link can be defined in the RMX and its type must be H.323.
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To define a Recording Link:
1 Inthe RMX Management pane, click Recording Links ().

2 In the Recording Links list, click the New Recording Link (&%) button.
The New Recording Link dialog box is displayed.

Mame:

H3zz
Aliaz:

|rss

IF Address:
[172.22.89.132

Alias Type:

[H.3231D |

3  Define the following parameters:

Table 10-1 Recording Link Parameters

Parameter Description

Name Displays the default name that is assigned to the
Recording Link. This field is disabled and cannot be
modified.

IP Address Enter the IP address of the recording system. Users

may either enter the IP Address or Alias or both.

Alias Name / Type | If you are using the endpoint’s alias and not the IP
address, first select the type of alias and then enter
the endpoint’s alias: (H.323 ID, E.164,

E-mail ID, Participant Number).

4 Click OK.
The Recording Link is added to the RMX unit.
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Enabling the Recording Features in a Conference IVR
Service

In order to record a conference, a Conference IVR Service in which the
recording messages and DTMF codes are activated must be assigned to
the conference. The default Conference IVR Service shipped with the
RMX includes the recording-related voice messages and default DTMF
codes that enable the conference chairperson to control the recording
process from the endpoint. You can modify these default settings.

To modify the default recording settings for an existing Conference
IVR Service:
1 In the RMX Management pane, click the IVR Services ([ig) button.

The IVR Services are listed in the IVR Services list pane.

2 To modify the default recording settings, double-click the Conference
IVR Service or right-click and select Properties.

The Conference IVR Service Properties dialog box is displayed.

3 To assign voice messages other than the default, click the General tab
and scroll down the list of messages to the recording messages.

—

5 Global
3 Welcome Conference IVR Service Narne:

5 Conference Chairparson

5 Conference Password

5 General

3 Rall Call Hame + [ Message File -

3 Video Services Mute All On
3 DTMF Codes Participant Help Menu
> Operalor ASsBIaNee e Chanaed successiu
Recording Failed Recording_Failed.wav >
L Recording In Progress Recording_in_Progress wav

Reques

Requires Chairpersan
Ringing Tane
Self Mute

Self Unmute

4  Select the Recording In Progress message, and then select the
appropriate message file (by default, Recording_in_Progress.wav)
from the file list to the right of the field.
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5 Select the Recording Failed message, and then select the appropriate
message file (by default, Recording_Failed.wav) from the file list to
the right of the field.

6 To modify the default DTMF codes, click the DTMF Codes tab.
7 To modify the DTMF code or permission for a recording function:
a Select the desired DTMF name (Start, Stop or Pause Recording),
click the DTMF code entry and type a new code.

Table 10-2  Default DTMF Codes assigned to the recording process

Recording Operation DTMF Code Permission
Start or Resume Recording *73 Chairperson
Stop Recording *74 Chairperson
Pause Recording *75 Chairperson

b In the Permission entry, select whether this function can be used
by all conference participants or only the chairperson.

8 C(Click OK.

Enabling the Recording in the Conference Profile

To be able to record a conference, the recording options must be enabled
in the Conference Profile assigned to it. You can add recording to existing
Profiles by modifying them.

To enable recording for a conference:

1 Inthe RMX Management pane, click the Conference Profiles (%)
button.
The Conference Profiles list is displayed.

2 Create a new profile by clicking the New Profile ( £x) button or

modify an existing profile by double-clicking or right-clicking an
existing profile and then selecting Profile Properties.
If creating a new profile, complete the conference definition. For more

information on creating Profiles see the RMX Administrators Guide, Defining
Profiles on page 1-8.
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3 Inthe Profile Properties dialog box, click the Recording tab.
4 Select the Enable Recording check box.

» General

3 Advanced Display Name: |Rate 768
5 Wideo Quality
3 Mideo Settings

3 Skins
R [~ Enable Recording
>

» Recording Start Recording

I immediately j

= audic only

5 Define the following parameters:

Table 10-3 Conference Profile Recording Parameters

Parameter Description

Start recording Select one of the following:

* Immediately — conference recording is
automatically started upon connection of the first
participant.

¢ Upon Request — the operator or chairperson
must initiate the recording (manual).

Audio only Select this option to record only the audio channel of
the conference.

6 Click OK.
Recording has been enabled for the Conference Profile.

Recording Link Encryption

The Recording Link can be encrypted when recording an encrypted
conference. The encryption of the Recording Link is enabled when
Encryption is selected in the Conference Profile on the RMX and on the RSS,

and the system flag
ALLOW_NON_ENCRYPT_RECORDING_LINK_IN_ENCRYPT_CONF
is set to NO.
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Recording Link Encryption Guidelines:

*  The Recording Link connection type must be H.323.

*  The Recording Link uses the AES encryption format.

*  The RSS 2000/4000 recorder must be set to support encryption. The
following RSS recorders support encryption:
— RSS4000 version 5.0 with “upgrade package_1647_Release

version” installed

— RSS 2000 with version 4.0.0.001 360 installed
For more information refer to the RSS 2000/4000 User Manual.

*  The system flag ALLOW_NON_ENCRYPT_RECORDING_LINK_
IN_ENCRYPT_CONEF is set to NO (default).

*  Encryption must be selected in the Conference Profile.

Recording Link Settings

The recording of encrypted conferences via an encrypted Recording Link
is enabled in the Conference Profile by:

*  Selecting the Encryption option in the Advanced tab.

3 General

Display Marne:
3 Video Quality

5 Wideo Settings

3 Skins
5 I¥R
¥ LPR
v Auto Terminate
Before First Joins: 10 1 Minutes
At the End: 1 = Winutes

(& after last participant quits

" when last participant remains

¥ Echo Suppression

[~ Keyboard Moise Suppression

*  Setting the Recording options in the Recording tab. For more details,
see "Enabling the Recording in the Conference Profile” on page 10-4.

However, the flag: ALLOW_NON_ENCRYPT_RECORDING_LINK_
IN_ENCRYPT_CONEF can affect the encryption settings of the recording
connection/link during a conference.
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When the flag is set to NO (default), the Recording Link inherits the
encryption settings of the conference. If the conference is encrypted, the
recording link will be encrypted.

When the flag is set to YES, it disables the encryption of the recording
link, regardless of the Encryption settings of the conference and RSS
recorder.

Possible encryption setting of the recording link are summarized in
Table 11, "Recording Link Encryption Setting Based on System Configuration
Flag Setting".

Table 11 Recording Link Encryption Setting Based on System Configuration

Flag Setting

. . . . Recording Link
Profile Setting RSS Setting Flag Setting Setting
Encryption Encrypted NO Encrypted
selected
Encryption Encrypted YES Not Encrypted
selected
Encryption Not Encrypted | NO No connection to
selected the Recorder
Encryption Not Encrypted | YES Not Encrypted
selected
Encryption not Not Encrypted | YES/NO Not Encrypted
selected
Encryption not Encrypted YES/NO Not Encrypted
selected
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Managing the Recording Process

10-8

When a conference is started and recording is enabled in its Profile, the
system will automatically start the recording if the Start Recording
parameter is set to immediately. If it is set to Upon Request, the system waits
for the chairperson or RMX user’s request. Once the recording is initiated
for a conference, the MCU connects to the Recording device (RSS 2000)
using the default Recording Link. The connection that is created between
the conference and the recording device is represented as a special
participant (Recording) whose name is the Recording Link. Once the
recording has started, the recording process can be stopped and restarted
from the Chairperson’s endpoint (using DTMF codes) or from the RMX
Web Client. After the recording process has finished, the recording can be
identified in the RSS 2000 by its RMX conference name.

A conference participant and the Recording Link cannot have identical names,
otherwise the recording process will fail.

Using the RMX Web Client to Manage the Recording
Process

To manage the recording process using the right-click menu:
>> Right-click the Recording participant in the conference and select from
one of the following options:

[Parficipants (o) T
G R ® @0 == 5 @

MNarme |Status |ROIe |IP Addre|AIias MNa |Netw0rk |Dia|ing |Audi0 |Video |E
—/‘Ia'g‘lfmparticipants)

fax Recording <= Conn 172.22. Recordi H.323 43 Dial =]

fa BT onn 172.22. H.323 43 Dial

fax BradPeterson <= Conn 172.22. H.323 43 Dial

fax Holly Bramson <= Conn 172.22. H.323 43 Dial

fax Maria Vallance = Conn 192.22, H.323 43 Dial
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Table 10-1 Recording Participant Right-click Options

Name Description

Start Starts recording. When recording has started, this
option toggles with the Pause option.

Pause Pauses the recording of the conference without
disconnecting. When the Recording is Paused, this
option toggles with the Start option.

Resume Resumes the recording of the conference. The
Resume option toggles with the Pause option when it
is used.

Stop Stops the recording.

Note: The Stop button is only enabled when the
Recording is Started or Paused.

Suspend Video

The Suspend Video option prevents the incoming
video of the recording link participant to be part of the
conference layout.

The Recording Link participant is set by default to
Suspend Video. The Suspend Video option toggles
with the Resume Video option.

Resume Video

The Resume Video option enables the incoming video
of the recording link participant to be part of the
conference layout.

This feature may be used to play back previously
recorded video or audio feeds in the conference layout.
For more information, see the RSS 2000 User Guide.

Participant
Properties

The Participant Properties option displays viewing only
information for monitoring, e.g. communication
capabilities and channels used to connect to the
conference. Users will not be able to perform any
functional requests from this window, i.e. disconnect,
change layout and mute.
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To manage the recording process using the Conference toolbar:
>> In the Conferences pane, click one of the following buttons in the
Conference toolbar.

ig X gt | e il |
Display Name|8tatus |ID |Star‘t Tirn|[
'S4 SUPPORT 99466 1:02 PM
i Logistics 43974  3:51 PM
15 Marketing 46630  3:52 FM

”‘* The recording buttons will only be displayed in the conference toolbar for a
A conference that is recording-enabled.

Table 10-2 Conferences List - Recording Toolbar buttons

Button Description
- Start/Resume recording. This button toggles with the
Pause button.
| Stop recording.
T Pause recording. This button toggles with the Start/
Resume button.

Using DTMF Codes to Manage the Recording Process

By entering the appropriate DTMF code on the endpoint, the chairperson
can Stop the recording (*74), Pause it (*75), or Start/Resume the recording
(*73). For more information on managing the recording process via DTMF
codes, see the RSS 2000 User’s Guide.
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Conference Recording with Codian IP VCR

Conference recording is available with Codian VCR 2210, VCR 2220 and
VCR 2240.

Recording between the RMX and the Codian VCR is enabled by adding
an IP participant to the recorded conference that acts as a link between the
conference and the recording device. This participant is identified as a
recording link to the Codian VCR according to the product ID sent from
the VCR during the connection phase, in the call setup parameters.

The video channel between the conference and the recording device is
unidirectional where the video stream is sent from the conference to the
recorder.

If the Codian VCR opens a video channel to the conference - this channel
is excluded from the conference video mix.

To record a conference running on the RMX using Codian recorder:
>> In the conference, define or add a dial-out participant using the
Codian VCR IP address as the address for dialing.

Once added to the conference, the MCU automatically connects the
participant (the link to Codian VCR) and the recording is
automatically started on the Codian VCR.
A connection can also be defined on the Codian VCR, dialing into the
recorded conference using the MCU prefix and the conference ID as for
any other dial-in participant in the conference.

Monitoring the recording participant:

This connection is monitored as any other participant in the conference.
The connection can also be monitored in the Codian VCR web client.
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Users, Connections and
Notes

RMX Web Clients Users are defined in the User’s table and can connect to
the MCU to perform various operations.

The RMX supports four user authorization levels:

*  Chairperson

*  Operator

*  Administrator

* Auditor

The authorization level dictates a user’s capabilities within the system.

A Chairperson can only manage ongoing conferences and participants.
The Chairperson does not have access to the RMX configurations and
utilities.

An Operator can perform all the RMX tasks a Chairperson does. In
addition, Operators can manage Meeting Rooms, Profiles, Entry Queues,
and SIP Factories, and can also view the RMX configurations, but cannot
change them.

An Administrator can perform all the tasks of Chairpersons and Operator
users. In addition, Administrators can define and delete other users, and
perform all configuration and maintenance tasks.

An Auditor can only view Auditor Files and audit the system.

Administrator and Operator users can verify which users are defined in
the system. Neither of them can view the user passwords, but an
Administrator can change a password.

The Users pane lists the currently defined users in the system and their
authorization levels. The pane also enables the administrators to add and
delete users.
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Listing Users

11-2

The RMX is shipped with a default Administrator user called POLYCOM,
whose password is POLYCOM. However, once you have defined other
authorized Administrator users, it is recommended to remove the default
user.

A maximum of 100 users can be defined per RMX.

You can view the list of users that are currently defined in the system.
To view the users currently defined in the system:
1 Inthe RMX Management pane, click the Users (1)) button.

The Users pane appears.

i ) ——

& K

User Name |Auth0rizati0n Level |
& PoLrcom Adrninistrator

ﬂ chair Chairperson

) SUPPORT Adrninistrator

The list includes three columns: User Name, Authorization Level and
Disabled.

The User Name is the login name used by the user to connect to the
RMX.

The Authorization indicates the Authorization Level assigned to the
User: Administrator, Operator, Chairperson or Auditor.

Disabled indicates whether the user is disabled and cannot access the
system unless enabled by the administrator. For more details, see
"Disabling a User” on page 11-6.

In Enhanced Security Mode (JITC_MODE=YES), Users can be
automatically disabled by the system when they do not log into the
RMX application for a predefined period or they can be manually
disabled by the administrator. For more details, see "User and
Connection Management in Enhanced Security Mode” on page 11-10.
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Adding a New User

Administrators can add new users to the system.

@ The User Name and Password must be in ASCII.

To add a new user to the system:

1
2
3

In the RMX Management pane, click the Users (3}) button.
The Users pane appears.

Click the New User () button or right-click anywhere in the pane
and then click New User.

The New User Properties dialog box opens.

User Mame: IJames
I*****
Paszword:

Authorization Level: IDDEIatU' vl
Administrator
Operator

1 It

In the User Name text box, enter the name of the new user. This is the
login name used by the user when logging into the system.

In the Password text box, enter the new user’s password. This will be
the user’s password when logging into the system.

In the Authorization Level list, select the user type: Administrator,
Operator, Chairperson or Auditor.

Click OK.

The User Properties dialog box closes and the new user is added to the
system.
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Deleting a User

To delete a user, you must have Administrator authorization. The last remaining
Administrator in the Users list cannot be deleted.

1 Inthe RMX Management pane, click the Users (1)) button.

2 Select the user and click the Delete (@) button or right-click the user
and then click Delete User.
The system displays a confirmation message.

3 In the confirmation dialog box, select Yes to confirm or No to cancel
the operation.

If you select Yes, the user name and icon are removed from the
system.
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Changing a User’s Password

Users with Administrator authorization can change their own password
and other users” passwords. Users with Operator authorization can
change their own password.

To change a user’s password:
1 Inthe RMX Management pane, click the Users ([4)) option.

2 Right-click the user and click Change User Password.
The Change Password dialog box opens.

Mew User

Delete User

| Change User Passward
A tfrl

User Propefsies - - =

Old Password: |

Mew Password: |

Confirm Mew Password: |

3  Enter the Old Password (current), New Password and Confirm the New

Password.
@ The Password must be in ASCII.
4 (Click OK.

The user’s password is changed.
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Disabling a User

An administrator can disable an enabled user. An indication appears in
the Users List when the User is disabled. The Administrator can enable a
disabled User.

To disable a user:

1

In the RMX Management pane, click the Users (1) button.

The Users pane is displayed.

In the Users pane, right-click the user to be disabled and select
Disable User in the menu.

T ——
e %

User Mame | Authorization Level | Disabled

5 PoOLYCOM Administrator Mo

Delete User
Change User Password

Rename User

Disable Lser

User Properties

A confirmation box is displayed.

RMX 2000 X

9
\-‘/ Are you sure you want to disable marina 7

3 Click YES.
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Enabling a User

The Administrator can enable a User that was disabled automatically by
the system (in the Enhanced Security Mode) or manually by the
administrator.

To enable a user:

1 Inthe RMX Management pane, click the Users (1)) button.

The Users pane is displayed.
2 Right-click the user to be enabled and select Enable User.

o R
User Mame |Auth0rization Level Disabled
ﬁ\ (0 Operator No
£ PoLrcom administrator No
ﬁ‘ e denini Tes

Delete User
Change User Password

Rename User

Enable User

User Properties

A confirmation box is displayed.

3 Click YES.
The User status in the Users list - Disabled column changes to NO.

Renaming a User

To rename a user:

1 Inthe RMX Management pane, click the Users (1) button.

The Users pane is displayed.

2 Right-click the user to be renamed and select Rename User.
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S X
User Name |Auth0rization Level |Disab\ed
[ POLYCOM Adrministrator Mo

Delete LUser
Change User Passward

Rename User

Disable Lser

Uset Properties

The Rename User dialog box is displayed.

flew et Hame:

3 Enter the user’s new name in the New User Name field and click OK.

The user is renamed and is forced to change his/her password.
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The RMX enables you to list all connections that are currently logged into
the MCU, e.g. users, servers or APl users. The MCU issues an ID number
for each login. The ID numbers are reset whenever the MCU is reset.

A maximum of 50 users can be concurrently logged in to the RMX.

Viewing the Connections List

To list the users who are currently connected to the MCU:

1

In the RMX Management pane, click the Connections (%) button.
A list of connected users appears in the Connections pane.

I ) ———

Login Narme |Auth0rizati0n Level |L0gin Time |W0rkstati0n |
F‘E POLYCOM Administrator 9/20/2006 4:44 PM EMA FS-VARDAL-LT

gj POLYCOM Administrator 9/20/2006 7:18 PM EMA F5-ZIVN

gj POLYCOM Administrator 9/20/2006 10:46 AM  F3-NOAL

The information includes:
— The user’s login name.

— The user’s authorization level (Chairperson, Operator,
Administrator or Auditor).

— The time the user logged in.

— The name/identification of the computer used for the user’s
connection.
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User and Connection Management in
Enhanced Security Mode

Additional security measures can be implemented in the RMX system by
setting the appropriate system flags. These measures control the system
users, the user connections to the RMX and the user login process.

Managing RMX users includes:

*  User types that are not supported when the Enhanced Security Mode
(JITC_MODE=YES) is enable.

* Disabling and enabling RMX Users

*  Renaming RMX Users

* Disabling inactive users

Managing the user login process includes:

* Implementing Strong Passwords

* Implementing password re-use / history rules
* Defining password aging rules

*  Defining password change frequency

*  Forcing password change

*  Conference and Chairman Passwords

*  Locking out User

* Displaying the User Login record

Controlling the user sessions includes:

*  Limiting the maximum number of concurrent user sessions
*  User session timeout

*  Limiting the maximum number of users that can connect to the
system
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Managing the RMX Users

When the RMX is configured to Enhanced Security Mode (the JITC_MODE
System Flag is set to YES), the following user management rules are
automatically enforced:

User Types

* Auditor and chairperson user types are not supported.

*  The SUPPORT user type is not allowed. If it exists, this user type is
removed when the JITC_MODE System Flag is set to YES and the
system is restarted.

The Audit files can be retrieved by the Administrator User.

Disabling/Enabling Users

*  An administrator can disable a user or enable a disabled user,
including administrators.

*  The last administrator cannot be disabled.

For more information see "Disabling a User” on page 11-6.

Renaming Users

*  An administrator can rename any user, including administrators.

* A renamed user is considered by the system to be a new user and is
forced to change his/her password.

For more information see "Renaming a User” on page 11-7.

Disabling Inactive Users

Users can be automatically disabled by the system when they do not log
into the RMX application for a predefined period. When the RMX is
configured to Enhanced Security Mode (the JITC_MODE System Flag is set
to YES), this option is enforced.

* To enable this option, the DISABLE_INACTIVE_USER System Flag
to a value between 1 to 90. This value determines the number of
consecutive days a user can be inactive before being disabled.

When flag value is set to 0 (default in standard security
environment), this option is disabled.

The flag value is automatically set to 30 days when the JITC_MODE
System Flag is set to YES.
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*  The user is marked as disabled but is not deleted from the system
administrator/operator database.

*  The user remains disabled until re-enabled by an administrator.

» If a disabled user attempts to Login, an error message, Account is
disabled, is displayed.

*  The last remaining administrator cannot be disabled.

For more information see "Disabling a User” on page 11-6.

Managing the User Login Process

11-12

Implementing Strong Passwords

Strong Passwords can be implemented for logging into the RMX
management applications. They can be implemented when the system is
in standard security mode or when in Enhanced Security Mode.

The FORCE_STRONG_PASSWORD_POLICY Systemn Flag, which
enables or disables all password related flags cannot be set to NO and all
Strong Passwords rules are automatically enabled and cannot be disabled
when the JITC_MODE System Flag is set to YES.

If an administrator modifies any of the Strong Passwords flag settings, all
users are forced to perform the password change procedure, ensuring that
all user passwords conform to the modified Strong Passwords settings.
Administrators can change passwords for users and other administrators.
When changing passwords for him/herself, other administrators or other
users, the administrator is required to enter his/her own administrator’s
password.

Strong Passwords rules are enforced according to the settings of the various
Strong Passwords flags as described in Table 16-5, “JITC_MODE Flag Value
- Effect on System Flags,” on page 16-30. Default settings of these flag
change according to the system security mode.

Password Character Composition
* A Strong Password must contain at least two of all of the following
character types:
— Upper case letters
— Lower case letters
— Numbers

— Special characters: @ #$ % " &* () _-=+ | }{:"\1[;/?
> <, . (space) ~
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*  Passwords cannot contain the User ID (User Name) in any form.
Example: A user with a User ID, ben, is not permitted to use
“123BeN321" as a password because BeN is similar to the User ID.

*  Passwords cannot contain more than four digits in succession.

When the strong password option is enabled and the password does not
meet the Strong Password requirements an error, Password characteristics
do not comply with Enhance Security requirements, is displayed.

Password Length

The length of passwords is determined by the value of the
MIN_PASSWORD_LENGTH System Flag.

* Possible flag values are between 0 and 20.

* A System Flag value of 0 means this rule is not enforced, however this
rule cannot be disabled when the RMX is in Enhanced Security Mode.

*  In Enhanced Security Mode, passwords must be at least 15 characters in
length (default) and can be up to 20 characters in length.

* If the MIN_PASSWORD_LENGTH flag is enabled and the password
does not meet the required length an error, Password is too short, is
displayed.

If the minimum password length is increased, valid pre-existing

passwords remain valid until users are forced to change their passwords.

Implementing Password Re-Use / History Rules

Users are prevented from re-using previous passwords by keeping a list
of previous passwords. If a password is recorded in the list, it cannot be
re-used. The list is cyclic, with the most recently recorded password
causing the deletion of the oldest recorded password.

*  The number of passwords that are recorded is determined by the
value of the PASSWORD_HISTORY_SIZE System Flag. Possible
values are between 0 and 16.

* A flag value of 0 means the rule is not enforced, however this rule
cannot be disabled when the RMX is in Enhanced Security Mode.

*  In Enhanced Security Mode, at least 10 passwords (default) and up to
16 passwords must be retained.

If the password does not meet this requirement, an error, New password
was used recently, is displayed.
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Defining Password Aging

The duration of password validity is determined by the value of the
PASSWORD_EXPIRATION_DAYS System Flag.

e  Passwords can be set to be valid for durations of between 0 and 90
days.

* If the System Flag is set to 0, user passwords do not expire. The System
Flag cannot be set to 0 when the RMX is in Enhanced Security Mode.

*  In Enhanced Security Mode, the minimum duration can be set to 7 days
and the default duration is 60 days.

The display of a warning to the user of the number of days until password
expiration is determined by the value of the
PASSWORD_EXPIRATION_WARNING_DAYS System Flag.

*  Possible number of days to display expiry warnings is between 0 and
14.

» If the System Flag is set to 0, password expiry warnings are not
displayed. The Systemn Flag cannot be set to 0 when the RMX is in
Enhanced Security Mode.

*  In Enhanced Security Mode, the earliest warning can be displayed 14
days before passwords are due to expire and the latest warning can
be displayed 7 days before passwords are due to expire (default
setting).

* If a user attempts to log in after his/her password has expired, an
error is displayed: User must change password.

Defining Password Change Frequency

The frequency with which a user can change a password is determined by
the value of the MIN_PWD_CHANGE_FREQUENCY_IN_DAYS System
Flag. The value of the flag is the number of days that users must retain a
password.

*  Possible retention period is between 0 and 7 days. In Enhanced
Security Mode the retention period is between 1 (default) and 7.

» If the System Flag is set to 0, users do not have to change their
passwords. The System Flag cannot be set to 0 when the RMX is in
Enhanced Security Mode.

* If a user attempts to change a password within the time period
specified by this flag, an error, Password change is not allowed before
defined min time has passed, is displayed.
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An administrator can assign a new password to a user at any time.

Forcing Password Change

When the system is in Enhanced Security Mode the user is forced to change
his/her password as follows:

*  After modifying the value of the JITC_MODE System Flag to YES, all
RMX users are forced to change their Login passwords.

¢ When an administrator creates a new user, the user is forced to
change his/her password on first Login.

* If an administrator changes a users User ID name, that user is forced
to change his/her password on his/her next Login.

* If a user logs in using his/her old or default password, the Login
attempt will fail. An error, User must change password, is displayed.

*  Changes made by the administrator to any of the Strong Password
enforcement System Flags render users’ passwords invalid.

Example: A user is logged in with a fifteen character password. The
administrator changes the value of the MIN_PASSWORD_LENGTH
System Flag to 20.

The next time the user tries to log in, he/she is forced to change his/her
password to meet the updated Strong Password requirements.

Temporary User Lockout

When the JITC_MODE System Flag is set to YES, Temporary User Lockout
is implemented as a defense against Denial of Service Attacks or Brutal
Attacks. Such attacks usually take the form of automated rapid Login
attempts with the aim of gaining access to or rendering the target system
(any network entity) unable to respond to users.

If a user tries to log in to the system and the Login is unsuccessful, the
user’s next Login attempt only receives a response from the RMX after 4
seconds.

User Lockout

User Lockout can be enabled to lock a user out of the system after three
consecutive Login failures with same User Name. The user is disabled and
only the administrator can enable the user within the system. User
Lockout is enabled when the USER_LOCKOUT System Flag is set to YES.
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If the user tries to login while the account is locked, an error message,
Account is disabled, is displayed.

User Lockout is an Audit Event.
A system reset does not reset the Login attempts counter.

The time period during which the three consecutive Login failures occur is
determined by the value of the
USER_LOCKOUT_WINDOW_IN_MINUTES System Flag. A flag value
of 0 means that three consecutive Login failures in any time period will
result in User Lockout. Value can be between 0 and 45000.

The duration of the Lockout of the user is determined by the value of the
USER_LOCKOUT_DURATION_IN_MINUTES System Flag. A flag
value of 0 means permanent User Lockout until the administrator re-
enables the user within the system. Value can be between 0 and 480.

User Login Record

The system can display a record of the last Login of the user. It is displayed
in the Main Screen of the RMX Web Client or RMX Manager. The user Login
Record display is enabled when the LAST_LOGIN _ATTEMPTS System
Flag is set to YES.

Last successful Login:

Date IP Address

Last Successful Login
Tuesday, May 1 172.22.172.52

Failed Login attempts since last successful Login:

Date IP Address
Tuesday, May 1 172.22.172.92 Unsuccessful Logins
Tuesday, May 1 172.22.172.52

Both lists display the:
*  Date and Time of the Login attempt.
* [P Address of the workstation initiating the Login attempt.

The list of unsuccessful Logins can contain up to ten records.
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Failed Login attempts are written to the system Log Files and are recorded
as Audit Events. The Audit files can be retrieved by the Administrator
User.

Controlling RMX User Sessions

Management Sessions per System

It is possible for a several users to simultaneously log in to the RMX and
initiate management sessions from different instances of the RMX Web
Client or RMX Manager that are running on a single or several
workstations.

The maximum number of concurrent management sessions (http and
https connections) per system is determined by the value of the
MAX_NUMBER_OF_MANAGEMENT_SESSIONS_PER_SYSTEM
System Flag.

Any attempt to exceed the maximum number of management sessions
per system results in the display of an error message: Maximum number of
permitted user connections has been exceeded. New connection is denied.

The log in attempt is recorded as an Audit Event

Sessions per User

It is possible for a user to log in to the RMX and initiate multiple
management sessions from different instances of the RMX Web Client or
RMX Manager that are running on a single or several workstations.

The maximum number of concurrent management sessions per user (http
and https connections) is determined by the value of the
MAX_NUMBER_OF_MANAGEMENT_SESSIONS_PER_USER System
Flag.

Any attempt to exceed the maximum number of management sessions
per user results in the display of an error message: A user with this name is
already logged into the system. Additional connection is denied.

The log in attempt is recorded as an Audit Event
Connection Timeout

If the connection is idle for longer than the number of seconds specified
by the setting of the APACHE_KEEP_ALIVE_TIMEOUT System Flag, the
connection to the RMX is terminated.
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Session Timeout

If there is no input from the user or if the connection is idle for longer than
the number of minutes specified by the setting of the
SESSION_TIMOUT_IN_MINUTES Systemn Flag, the connection to the
RMX is terminated.

A flag value of 0 means Session Timeout is disabled, however this feature
cannot be disabled when the RMX is in Enhanced Security Mode.

Erase Session History After Logout

In Enhanced Security Mode, the RMX Web Client and RMX Manager leave
no session information on the user’s workstation or the MCU after the
user logs off.
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Notes

Notes are the electronic equivalent of paper sticky notes. You can use notes
to write down questions, important phone numbers, names of contact
persons, ideas, reminders, and anything you would write on note paper.
Notes can be left open on the screen while you work.

Notes can be read by all RMX Users concurrently connected to the MCU.
Notes that are added to the Notes list are updated on all workstations by

closing and re-opening the Notes window. Notes can be written in any
Unicode language.

Using Notes

To create a note:
1 Onthe RMX menu, click Administration > Notes.

The Notes window opens.

il ¢
Mote V| Last Madified V|Modified By V|Modif\ed From V|
| Hagoai (#483) is using 191,95 F/13/2006 9:38 AM POLYCOM EMA F3-HAGAIGE i
7/18/2006 11:31 AM ROLYCOM EMA F&-ANDREWEK
Ori (#289) is working on 189.178 771272006 9:46 AM ROLYCOM EMA F3-HAGAIGE
test 8/16/2006 2:36 PM ROLYCOM EMA F4-BBI-LAP

2 In the Notes toolbar, click the New Note ([.%#]) button, or right-click
anywhere inside the Notes window and select New Note.

3 Inthe Note dialog box, type the required text and click OK.

The new note is saved and closed. The Notfes list is updated, listing
the new note and its properties:

— Note - The beginning of the note’s text.
— Last Modified - The date of creation or last modification.

— Modified By - The Login Name of the user who last modified the
note.
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— Modified From - The Client Application and Workstation from
which the note was created or modified.

* %
Nofe ¥|Last Modified ¥|Modified By V| Modified From v|
H4agai (#483) is using 191,95 7/13/2006 8:38 AM POLYCOM EMA.F3-HAGAIGE
L_ Toolbar Handle User Name 4 Client J Workstation

Application
To open or edit a note:

» Double-click the entry to edit, or right-click the entry and select Note
Properties.

The note opens for viewing or editing.
To delete a note:

1 In the Notes list, select the entry for the note to delete and click the

Delete Note button ([%]), or right-click the entry and select Delete
Note.

A delete confirmation dialog box is displayed.
2 Click OK to delete the note, or click Cancel to keep the note.
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Network Services

To enable the RMX to function within IP and ISDN/PSTN network
environments, network parameters must be defined for both the IP
Network Services and ISDN/PSTN Network Services. The IP Network
Service must be defined for the RMX, while the ISDN/PSTN Network
Service definition is optional and is done when the RTM ISDN cards are
installed in the MCU.

The configuration dialog boxes for both these network services are
accessed via the RMX Management pane of the RMX Web Client.

. Wy

b ) -

POLYCOM | RMX 2000

i view Administration  Setup  Help Sig)

M TP NEtWork Services (2

G K el A\ \
Display N|Status |ID |Start Tim|Erﬁ Name |IP Addres|Netwnrk |GK Prefix \
% POLY 3 Singl 52683 325 PM §C @E\Defaultlpservite 172.22. H.323 9431

@ anagement Metwork 1z27.0.0. \

S ——
AM% Management
e

ISDN E1l

-1 - >tw 3 >

2] = e
MNarne |Span Type Service Type
[ PRI

»

Frequently Used

| gl" 1P Nebwork Services
| ot ISDM/PSTM Network Services
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IP Network Services

Two IP Services are defined for the RMX:
* Management Network
*  Default IP Service (Conferencing Service)

Dial in, dial out connections and RMX management are supported within
the following IP addressing environments:

e IPv6
e IPv4
* IPv6 & IPv4

When [Pv4 is selected, IPv6 fields are not displayed and conversely when
IPv6 is selected, IPv4 fields are not displayed. When IPv6 & 1Pv4 is
selected both IPv6 and IPv4 fields are displayed.

For the purposes of comprehensive documentation, all screen captures in
this chapter show the dialog boxes as displayed with IPv6 & [Pv4 selected.

For more information see "Using IPv6 Networking Addresses for RMX
Internal and External Entities” on page 12-36.

Management Network (Primary)

12-2

The Management Network is used to control the RMX, mainly via the RMX
Web Client application. The Management Network contains the network
parameters, such as the IP address of the Control Unit, needed for
connection between the RMX and the RMX Web Client. This IP address
can be used by the administrator or service personnel to connect to the
Control Unit should the RMX become corrupted or inaccessible.

During First Time Power-up, the Management Network parameters can be
set either via a USB key or by using a cable to create a private network.

For more information, see the RMX 2000/4000 Getting Started Guide,
"Modifying the Factory Default Management Network Settings on the USB
Key” on page 2-7 and Appendix G of this manual, "Configuring Direct
Connections to RMX” on page G-1.
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Default IP Service (Conferencing Service)

The Default IP Service (Conferencing Service) is used to configure and
manage communications between the RMX and conferencing devices
such as endpoints, gatekeepers, SIP servers, etc.

The Default IP Service contains parameters for:

* Signaling Host IP Address

e MPM (RMX 2000) and MPM+ boards (media processors)
*  External conferencing devices

Calls from all external IP entities are made to the Signaling Host, which

initiates call set-up and assigns the call to the appropriate MPM / MPM+
board.

Conferencing related definitions such as environment (H.323 or SIP) are
also defined in this service.

Most of the Default IP Service is configured by the Fast Configuration
Wizard, which runs automatically should the following occur:

*  First time power-up.

*  Deletion of the Default IP Service, followed by a system reset.
For more information, see the RMX 2000/4000 Getting Started Guide,
"Procedure 3: First-time Power-up and Connection to MCU” on page 2-9.

P Changes made to any of these parameters only take effect when the RMX unit
' ‘ ) is reset. An Active Alarm is created when changes made to the system have not
yet been implemented and the MCU must be reset.

Modifying the Management Network

The Management Network parameters need to be modified if you want to:
*  Connect directly to the RMX from a workstation

*  Modify routes

*  Modify DNS information

To view or modify the Management Network Service:

1 Inthe RMX Management pane, click the IP Network Services (£ )
button.

2  In the IP Network Services list pane, double-click the Management
Network () entry.
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The Management Network Properties - IP dialog box opens.

anagementNetwork Properties

3 IP
» Routers
5 DHNS

Metwork Service Mame:

IP Version:
IPvw6E Configuration Method:

Control Unit IF Address:

1Pv4: |172.22191.222

1PvE! |2002 a0 b:184:0:230: 64#:fe04: d300/64 all

Shelf Management 1P Address:

1Pva: |17222191.221

1PvE: |FEdU 1:184:1:230: caff:fel0. 7c5d 64 all

P & IPYE =l /
tdanual -

1P
IPvE
1Pvd & IPvE

,' Auto [Stateless)

I arual

Subnet Mask: |255.255.248.0 1P¥6 Addresses List

W zecured Communication

IPvE addresses list:

2002 ac1h:184:0:230:64ff:fe04:d300/64

IP¥6 Addresses List

IP+E addiesses list

ted0:1:184:1:290: caff-fe00: 7o5d/E4
2002:ac1b:184:0:290: caff:fe00: 7o5d/64

3 Modify the following fields:

Table 1

Default Management Network Service — IP

Field

Description

Network Service
Name

name cannot be modified.

Properties tabs.

Displays the name of the Management Network. This

Note: This field is displayed in all Management Network
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Table 1  Default Management Network Service — IP (Continued)

Method

(Stateless)

Field Description
IP Version IPv4 Select this option for IPv4 addressing
only.
IPv6 Select this option for IPv6 addressing
only.
IPv4 & IPv6 | Select this option for both IPv4 and IPv6
addressing.
IPv6 Configuration Auto Select his option to allow automatic

generation of the following addresses:
e Link-Local (For internal use only)
e Site-Local

* Global

Manual

Select his option to enable manual entry
of the following addresses:

e Site-Local
e Global

Manual configuration of the following
address types is not permitted:

e Link-Local
e Multicast
* Anycast
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Table 1  Default Management Network Service — IP (Continued)

Field

Description

Control Unit IP
Address

IPv4

The IPv4 address of the RMX Control
Unit. This IP address is used by the
RMX Web Client to connect to the RMX.

IPv6

The IPv6 address of the RMX Control
Unit. This IP address is used by the
RMX Web Client to connect to the RMX.
Note: Internet Explorer 7™ is required
for the RMX Web Client to connect to
the RMX using IPv6.

Click the All button to display the
IPv6 addresses as follows:

e Auto - If selected, Site-Local
and Global site addresses are
displayed.

e Manual if selected, only the
Manual site address is
displayed.

All
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Table 1  Default Management Network Service — IP (Continued)

Field

Description

Shelf Management
IP Address

IPv4 The IPv4 address of the RMX Shelf
Management Server. This IP address is
used by the RMX Web Client for
Hardware Monitoring purposes.

The IPv6 address of the RMX Shelf
Management Server. This IP address is
used by the RMX Web Client for
Hardware Monitoring purposes.

Note: Internet Explorer 7™ is required
for the RMX Web Client to connect to
the RMX using IPv6.

IPv6 Click the All button to display the

IPv6 addresses as follows:

e Auto - If selected, Site-Local
and Global site addresses are
displayed.

* Manual if selected, only the
Manual site address is
displayed.

All

Subnet Mask

Enter the subnet mask of the Control Unit.
Note: This field is specific to IPv4 and is not displayed
in Ipv6 only mode.

Secured
Communication

Select to enable Secured Communication.

The RMX supports TLS 1.0 and SSL 3.0 (Secure
Socket Layer).

A SSL/TLS Certificate must installed on the RMX for
this feature to be enabled. For more information see the
RMX 2000 Administrator’s Guide, "Secure
Communication Mode” on page F-1.
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4 (Click the Routers tab.

anagementNetwork Properties A

3 IP
3 Routers

3 DHS

Network Service Name:

Default Router 1P Address:

IPva: |172.221841

Pve: [o64

Static Routes:

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

Router IP Addre# Remote [P Addr% Subnet Mask Remote Type
0.0.0.0 0.0.0.0 Network
0.0.0.0 0.0.0.0 Network
0.0.0.0 0.0.0.0 Network
0.0.0.0 0.0.0.0 Network
0.0.0.0 0.0.0.0 Network

0.0.0.0

5 Modify the following fields:

Table 2 Default Management Network Service — Routers

Field

Description

Default Router
IP Address

IPv4

Enter the IP address of the default
router. The default router is used

IPv6

whenever the defined static routers are
not able to route packets to their
destination. The default router is also
used when host access is restricted to
one default router.
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Table 2 Default Management Network Service — Routers (Continued)

Field

Description

Static Routes IPv4
Only Table

The system uses Static Routes to
search other networks for endpoint
addresses that are not found on the
local LAN.

Up to five routers can be defined in
addition to the Default Router. The
order in which the routers appear in the
list determines the order in which the
system looks for the endpoints on the
various networks. If the address is in
the local subnet, no router is used.
To define a static route (starting with
the first), click the appropriate column
and enter the required value.

Router IP | Enter the IP address of the router.
Address
Remote Enter the IP address of the entity to be
IP reached outside the local network. The
Address Remote Type determines whether this
entity is a specific component (Host) or
a network.
* If Host is selected in the Remote
Type field, enter the IP address of
the endpoint.
* If Network is selected in the
Remote Type field, enter of the
segment of the other network.
Remote Enter the subnet mask of the remote
Subnet network.
Mask
Remote Select the type of router connection:
Type * Network — defines a connection to

a router segment in another
network.

¢ Host — defines a direct connection

to an endpoint found on another
network.
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6 Click the DNS tab.

anagement Network Properties

3 IP
3 Routers

3 DNS

Network Service Name:

MCU Host Name: Polycomtd CU
DNS: 0ff E
r
Local Domain Name:
DMS Servers Addresses
Primnary Server:
Secondary Server:
Tertiary Server:

7 Modify the following fields:

Table 3 Default Management Network Service — DNS

Field

Description

MCU Host Name

Enter the name of the MCU on the network.
Default name is RMX

DNS

Select:

* Off —if DNS servers are not used in the network.

* Specify — to enter the IP addresses of the DNS
servers.

Note: The IP address fields are enabled only if
Specify is selected.
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Table 3 Default Management Network Service — DNS (Continued)

Field Description

Register Host Select this option to automatically register the MCU
Names Signaling Host and Shelf Management with the DNS
Automatically to server.

DNS Servers

Local Domain Enter the name of the domain where the MCU is
Name installed.

DNS Servers Addresses:

Primary Server

The static IP addresses of the DNS servers.

Secondary Server . .
Y A maximum of three servers can be defined.

Tertiary Server

8 RMX 2000 only: Click the LAN Ports tab.

RMX 4000: If you want to modify the LAN Port Speed Settings on an
RMX 4000, see "Ethernet Settings (RMX 4000 Only)” on page 12-29

Anagement NEtWOrk Properties

> IP

> Routers Network Service Mame:

> DNS

Paort Speed:

Port Speed

1 10 Full Duplex

2 100 Full Duplex

3 1000 Full Duplex

Auto

10 Half Duplex
10 Full Duplex
100 Half Duplex
100 Full Duplex
1000 Full Duplex
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9 View or modify the following fields:

Table 12-1

Management Network Properties — LAN Ports Parameters

Field

Description

Port Speed

only.

The RMX has 3 LAN ports. The administrator can set the
speed and transmit/receive mode manually for LAN 2 Port

Port

The LAN port number: 1, 2 or 3.

Note: Do not change the automatic setting
of Port 1 and Port 3. Any change to Port 1
speed will not be applied.

Speed

Select the speed and transmit/receive
mode for each port.

Default: Auto — Negotiation of speed and
transmit/receive mode starts at 1000 Mbits/
second Full Duplex, proceeding downward
to 10 Mbits/second Half Duplex.

Note: To maximize conferencing
performance, especially in high bit rate call
environments, a 1Gb connection is
recommended.

10 Click OK.

11 If you have modified the Management Network Properties, reset the

MCU.
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Modifying the Default IP Network Service

The Default IP Service parameters need to be modified if you want to
change the:

*  Network type that the RMX connects to
* [P address of the RMX Signaling Host

e [P addresses of the RMX Media boards
*  Subnet mask of the RMX’s IP cards

*  Gatekeeper parameters or add gatekeepers to the Alternate
Gatekeepers list

*  SIP server parameters

Fast Configuration Wizard

The Fast Confiquration Wizard enables you to configure the Default IP
Service. It starts automatically if no Default IP Network Service is defined.
This happens during First Time Power-up, before the service has been
defined or if the Default IP Service has been deleted, followed by an RMX
restart.

The IP Management Service tab in the Fast Configuration Wizard is enabled
only if the factory default Management IP addresses were not modified.

If the Fast Configuration Wizard does not start automatically, the Default IP
Service must be modified through the IP Network Properties dialog boxes.

To view or modify the Default IP Service:
1  Inthe RMX Management pane, click IP Network Services (£ ).

2  In the Network list pane, double-click the Default IP Service (i3, i,
or i) entry.
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The Default IP Service - Networking IP dialog box opens.

PNetwork SErvice Properties

. Networking
> IP
Routers

DHS

W

]

Network Service Name: ‘

IP Metwark Type: H.323 & SIP -

». Conferencing
Gatekeeper
Ports

Qo3

SIP Servers

LV L

Security

RMX 4000 Only =

N

Signaling Host IP Address:

IPwa: |17218104 102

IPvE: |2002'ac1 br1B4:00 230 B4t fe0d:d300/1 35323360

Media Card 1 IP Address:

IPva:r |17218.104.102

IPvh: |2DD?'a:1 bi184:0: 290 caff:fe00: 2621 /64

Media Card 2 1P Address:

IPva:r |17218.104.104

IPvE: |2002.a:1 b:184:0:290:caff:fe00:a621/64

Media Card 3 1P Address:

IPva: |17218104.105

IPVE! |2002:ac1 be184:0:290:caff:fe00:2621/64

Media Card 4 1P Address:

IPva: |17218104.106

H |2UUZ:a:1 b:184:0:290: caff:Fe00: 2621 /64

Subnet Mask: 266.266.256.0

H.323
SIP
H.323&5IP

3  Modify the following fields:

Table 13 Default IP Network Service — IP

Field

Description

Network Service
Name

The name Default IP Service is assigned to the IP
Network Service by the Fast Configuration Wizard.

This name can be changed.

Note: This field is displayed in all IP Signaling dialog
boxes and can contain character sets that use

Unicode encoding.
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Table 13 Default IP Network Service — IP (Continued)

Field

Description

IP Network Type

Displays the network type selected during the First
Entry configuration. The Default IP Network icon
indicates the selected environment.

You can select:

e H.323: For an H.323-only Network Service.

e SIP: For a SIP-only Network Service.

¢ H.323 & SIP: For an integrated IP Service. Both

H.323 and SIP participants can connect to the
MCU using this service.

Note: This field is displayed in all Default IP Service
tabs.

Signaling Host IP
Address

Enter the address to be used by IP endpoints when
dialing in to the MCU.

Dial out calls from the RMX are initiated from this
address.

This address is used to register the RMX with a
Gatekeeper or a SIP Proxy server.

Media Card 1
IP Address

Media Card 2
IP Address

Media Card 3
IP Address
(RMX 4000)

Media Card 4
IP Address
(RMX 4000)

RMX 2000:

Enter the IP address(es) of the media card (s) as
provided by the network administrator:

MPM 1 and MPM 2 (if installed)

or

MPM+ 1 and MPM+ 2 (if installed).

RMX 4000:

Enter the IP address(es) of the media card (s) as
provided by the network administrator:

MPM+ 1, and MPM+ 2, MPM+ 3, MPM+ 4 (if
installed).

Endpoints connect to conferences and transmit call
media (video, voice and content) via these
addresses.

Subnet Mask

Enter the subnet mask of the MCU.
Default value: 255.255.255.0.
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4 Click the Routers tab.

PNetwork Service Properties N

. Metworking

> IP Netwark Service Mame: I

» Routers
IP Metwark Type: H.323&5IP -

», Conferencing

> Gatekeeper Default Router IP Address:

> Ports IPva: |172.22184.1

32005 1Pvé: |

3 SIP Servers

> Security Static Routes:
Router IP Addre# Remote IP Addr% Subnet Mask Remote Type
0.0.0.0 0.0.0.0 255.255.255.0 Metwork
0.0.0.0 0.0.0.0 255.255.255.0 MNetwork
0.0.0.0 0.00.0 255.255.255.0  Metwork
0.0.0.0 0.00.0 255.255.255.0 Metwork
0.0.0.0 0.00.0 255.255.255.0  Network

With the exception of IP Network Type, the field definitions of the
Routers tab are the same as for the Default Management Network. For
more information see "Click the Routers tab.” on page 12-8.
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5 Click the Gatekeeper tab.

. Metworking

> IP Netwark Service Name: |

» Routers
IP Network Type: H.323 & SIP -

. Conferencing

> Gatekeeper Gatekeeper! Off -

34 P Primary Gatekeeper

> QoS IP Address or Name:

3 SIP Servers

i Alternate Gatekeeper
3y Security
IP Address or Name:
MCU Prefix in Gatelkeeper:
-
Service Mode: board_hunting
Refresh Registration every: ,— seconds
Aliases:
6  Modify the following fields:
Table 14 Default IP Service — Conferencing — Gatekeeper Parameters
Field Description
Gatekeeper Select Specify to enable configuration of the

gatekeeper IP address.

When Off is selected, all gatekeeper options are
disabled.
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Table 14 Default IP Service — Conferencing — Gatekeeper Parameters
(Continued)
Field Description
Primary Enter either the gatekeeper’s host Note:
Gatekeeper name as registered in the DNS or IP When in
IP Address or address. IPv4&IPv6
Name or in IPv6
mode, it is
Alternate Enter the DNS host name or IP address | ggsier to
Gatekeeper of the gatekeeper used as a fallback use Names
IP Address or gatekeeper used when the primary instead of
Name gatekeeper is not functioning properly. P
Addresses.
MCU Prefix in Enter the number with which this Network Service
Gatekeeper registers in the gatekeeper. This number is used by
H.323 endpoints as the first part of their dial-in string
when dialing the MCU.
When PathNavigator or SE200 is used, this prefix
automatically registers with the gatekeeper. When
another gatekeeper is used, this prefix must also be
defined in the gatekeeper.
Register as Select this check box if the RMX unit is to be seen as
Gateway a gateway, for example, when using a Cisco

gatekeeper.

Note: Do not select this check box when using
Polycom ReadiManager/CMA 5000 or a Radvision
gatekeeper.
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Table 14 Default IP Service — Conferencing — Gatekeeper Parameters

(Continued)

Field Description

Refresh The frequency with which the system informs the

Registration gatekeeper that it is active by re-sending the IP

every address and aliases of the IP cards to the gatekeeper.

seconds If the IP card does not register within the defined time
interval, the gatekeeper will not refer calls to this IP
card until it re-registers. If set to O, re-registration is
disabled.

Note:

* Itis recommended to use default settings.

e This is a re-registration and not a ‘keep alive’
operation — an alternate gatekeeper address may
be returned.

Aliases:

Alias The alias that identifies the RMX’s Signaling Host
within the network. Up to five aliases can be defined
for each RMX.

Note: When a gatekeeper is specified, at least one

prefix or alias must be entered in the table.

Type The type defines the format in which the card’s alias is

sent to the gatekeeper. Each alias can be of a different
type:
e H.323 ID (alphanumeric ID)
* E.164 (digits 0-9, * and #)
e Email ID (email address format,
e.g. abc@example.com)
e Participant Number (digits 0-9, * and #)

Note: Although all types are supported, the type of
alias to be used depends on the gatekeeper’s
capabilities.
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7  Click the Ports tab.
Settings in the Ports tab allow specific ports in the firewall to be

allocated to multimedia conference calls.

The port range recommended by IANA (Internet Assigned Numbers
Authority) is 49152 to 65535. The MCU uses this recommendation
along with the number of licensed ports to calculate the port range.

. Metworking

P Netwark Service Mame: [

Raouters

IP Metwark Type: H.323&5IP -
.+ Conferencing

>
>
>
>
3 Gatekeeper
>
>
>
>

Ports ¥ Fixed Parts
Qos
SIP Servers TCP Portfrom 45152 1o [+3472

Security UDP Port fram [49152 to [50421

8 Modify the following fields:
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Table 15 Default IP Service — Conferencing — Ports Parameters

Field Description

Fixed Ports Leave this check box clear if you are defining a
Network Service for local calls that do not require
configuring the firewall to accept calls from external
entities.

When un-checked, the system uses the default port
range. Select this option to enable other port ranges
or to limit the number of ports to be left open.

TCP Port from - to | Displays the default settings for port numbers used
for signaling and control.

To modify the number of TCP ports, enter the first
and last port numbers in the range.

The number of ports is calculated as follows:
Number of simultaneous calls x 2 ports (1 signaling
+ 1 control).

UDP Port from - to | Displays the default settings for port numbers used
for audio and video.

To modify the number of UDP ports, enter the first
and last port numbers in the range.

The number of ports is calculated as follows:
Number of simultaneous calls x 6 ports (2 audio + 4
video).

If the network administrator does not specify an adequate port range, the
system will accept the settings and issue a warning. Calls will be rejected
when the MCU's ports are exceeded.
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9

If required, click the QoS tab.

% Networking
> 1P Metwork Service Name: [
» Routers
» Conferencing 1P R V= ’W‘
» Gatekeeper I Enabls
3 Parts
> QoS Type: [Difsere <]
» SIP Servers
» Security
TOS: ’—_|
N

Quality of Service (QoS) is important when transmitting high
bandwidth audio and video information. QoS can be measured and
guaranteed in terms of:

* Average delay between packets
* Variation in delay (jitter)
* Transmission error rate

DiffServ and Precedence are the two QoS methods supported by the
RMX. These methods differ in the way the packet’s priority is
encoded in the packet header.

RMX’s implementation of QoS is defined per Network Service, not
per endpoint.
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10 View or modify the following fields:

Table 12-1

Default IP Service — Conferencing — QoS Parameters

Field

Description

Enable

Select to enable configuration of the QoS settings.
When un-checked, the system uses the default QoS
settings.

Type

DiffServ and Precedence are two methods for

encoding packet priority. The priority set here for

audio and video packets should match the priority

set in the router.

* DiffServ: Select when the network router uses
DiffServ for priority encoding.

The default priority is 4 for both audio and video
packets.

Note: If you select DiffServ but your router does
not support this standard, IP packets queue on
the same communication links with data packets.
This non-prioritized queuing greatly increases
the latency and jitter in their delivery.

* Precedence: Select when the network router
uses Precedence for priority encoding, or when
you are not sure which method is used by the
router. Precedence should be combined with
None in the TOS field.

Note: Precedence is the default mode as it is
capable of providing priority services to all types
of routers, as well as being currently the most
common mechanism.

Audio / Video

You can prioritize audio and video IP packets to
ensure that all participants in the conference hear
and see each other clearly. Select the desired
priority. The scale is from 0 to 5, where 0 is the
lowest priority and 5 is the highest. The
recommended priority is 4 for audio and 4 for video
to ensure that the delay for both packet types is the
same and that audio and video packets are
synchronized and to ensure lip sync.
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Table 12-1  Default IP Service — Conferencing — QoS Parameters
(Continued)
Field Description
TOS Select the type of Service (TOS) that defines

optimization tagging for routing the conferences
audio and video packets.

Delay: The recommended default for video
conferencing; prioritized audio and video packets
tagged with this definition are delivered with
minimal delay (the throughput of IP packets
minimizes the queue sequence and the delay
between packets).

None: No optimization definition is applied. This
is a compatibility mode in which routing is based
on Precedence priority settings only. Select None
if you do not know which standard your router
supports.
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11 Click the SIP Servers tab.

. Metworking

> IP Netwark Service Name: I
» Routers
IP Network Type: H.323 & SIP 'I
. Conferencing
3y Gatekeeper
SIP Server: Specify vl
3 Ports
> QoS Register:
3 SIPServers ¥ Ongoing Conferences ¥ Ertry Queues
> Security ¥ Meeting Rooms ¥ SIF Factories
Refresh Reqistration every: 3500 seconds

Transport Type: TCP VI

SIP Servers:

Parameter Primary Servthernate Server

Server [P Address or Name  172,22.192
Server Domain Name

Port 5060

Outbound Proxy Servers:

Parameter Primary Server

Server [P Addressor Name 172.22.192.49

Paort 5060

12 Modify the following fields:

Table 13 Default IP Network Service — SIP Servers

Field Description

SIP Server Select:
e Specify —to manually configure SIP servers.

* Off —if SIP servers are not present in the
network.
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Table 13

Default IP Network Service — SIP Servers (Continued)

Field

Description

Register: On going
Conferences/
Meeting Rooms/
Entry Queues &
SIP Factories

Select the conferencing elements to register with the
SIP server.

Registering all the conferences and Meeting Rooms
with the SIP proxy loads the proxy as the registration
is constantly refreshed. It is therefore recommended
to register only the Entry Queues and SIP Factories,
and use the Entry Queue for conference access.

Refresh
Registration every
___seconds

Enter the frequency in which the system informs the
SIP proxy that it is active by re-sending the details of
all registered conferencing elements to the server.
If the registration is not renewed within the defined
time interval, the SIP server will not refer calls to the
conferencing entity until it reregisters. If timeout is
set to 0, re-registration is disabled.

The default value is 3600 seconds (60 minutes).

Transport Type

Select the protocol that is used for signaling
between the MCU and the SIP Server or the
endpoints according to the protocol supported by the
SIP Server:

UDP — Select this option to use UDP for signaling.
TCP — Select this option to use TCP for signaling.
TLS — The Signaling Host listens on secured port
5061 only and all outgoing connections are
established on secured connections. Calls from SIP
clients or servers to non secured ports are rejected.

The following protocols are supported: TLS 1.0,
SSL 2.0 and SSL 3.0.

Send Certificate

This button is used when Integrating the RMX Into
the Microsoft OCS Environment. For more
information, see "Setting the RMX for Integration
Into Microsoft OCS Environment” on page I-1.

SIP Servers: Primary / Alternate Server Parameter

Server IP Address

Enter the IP address of the preferred SIP server.
Note: When in IPv4&IPv6 or in IPv6 mode, it is
easier to use Names instead of IP Addresses.
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Table 13 Default IP Network Service — SIP Servers (Continued)

Field

Description

Server Domain
Name

Enter the name of the domain that you are using for
conferences, for example:

user_name@domain name

The domain name is used for identifying the SIP
server in the appropriate domain according to the
host part in the dialed string.

For example, when a call to EQ1@polycom.com
reaches its outbound proxy, this proxy looks for the
SIP server in the polycom.com domain, to which it
will forward the call.

When this call arrives at the SIP server in
polycom.com, the server looks for the registered
user (EQ1) and forwards the call to this Entry Queue
or conference.

Port

Enter the number of the TCP or UDP port used for
listening. The port number must match the port
number configured in the SIP server.

Default port is 5060.

Outbound Proxy Servers: Primary / Alternate Server Parameter

Server |IP Address

By default, the Outbound Proxy Server is the same
as the SIP Server. If they differ, modify the IP
address of the Outbound Proxy and the listening
port number (if required).

Note: When in IPv4&IPv6 or in IPv6 mode, it is
easier to use Names instead of IP Addresses.

Port

Enter the port number the outbound proxy is
listening to.
The default port is 5060.
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13 Click the Security tab.

PNetwork Service Properties ,

Networking
IF
Raouters

Conferencing

Ports

»

>

>

3 Gatekeeper
>

> QoS

¥

SIP Servers

lz‘ Security

Network Service Mame: ‘

IP Metwark Type: H.323&5IP -
Authentication User Name:
Authentication Passwaord:

14 Modify the following fields:

Table 14 Default IP Network Service — Security (SIP Digest)

Field Description
Authentication Enter the conference, Entry Queue or Meeting Room
User Name name as registered with the proxy.

This field can contain up to 20 ASCII characters.
Authentication Enter the conference, Entry Queue or Meeting Room
Password password as defined in the proxy.

This field can contain up to 20 ASCII characters.

If the Authentication User Name and Authentication Password fields are
left empty, the SIP Digest authentication request is rejected. For
registration without authentication, the RMX must be registered as a
trusted entity on the SIP server.

15 Click the OK button.
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The RMX 4000 is set to automatically identify the speed and transmit/
receive mode of each LAN port used by the system. However, these
settings may be manually modified if the specific switch requires it.

To modify the automatic LAN port configuration:

1

On the RMX menu, click Setup > Ethernet Settings.

The Ethernet Settings dialog box opens.

ou can change the speed of each entry

Slot Fort Fort Type Speed
13 1 Media Auto
14 1 Media Auto
15 1 Media Auto
16 1 Media Auto
17 1 Modem Auto
17 2 Management_1 Auto
17 3 Signaling_1 Auto
17 4 Management_2 &uto
17 5 Signaling 2 Auto

Cancel

Although the RTM LAN (media card) port is shown as Port 1 in the Ethernet
Settings and Hardware Monitor, the active LAN connection is Port 2.
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2 Modify the following field:

Table 12-1  Ethernet Settings Parameters
Field Description
Speed The RMX has 3 LAN ports on the RTM-IP (Management,

Signaling and Shelf Management), and additional LAN ports
on each media card (RTM LAN) and RTM ISDN cards. The
administrator can set the speed and transmit/receive mode
manually for these ports.

Port

The LAN port number.

Note: Do not change the automatic setting of
Port 1,4 and Port 5 of the Management 2 and
Signaling 2 Networks. Any change to the speed
of these ports will not be applied.

Speed

Select the speed and transmit/receive mode for
each port.

Default: Auto — Negotiation of speed and
transmit/receive mode starts at 1000 Mbits/
second Full Duplex, proceeding downward to 10
Mbits/second Half Duplex.

Note: To maximize conferencing performance,
especially in high bit rate call environments, a
1Gb connection is recommended.

3 (lick the OK button.
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IP Network Monitoring

The Signaling Monitor is the RMX entity used for monitoring the status of
external network entities such as the gatekeeper, DNS, SIP proxy and
Outbound proxy and their interaction with the MCU.

To monitor signaling status:

1 Inthe RMX Management pane, click Signaling Monitor (k).

2 Inthe Signaling Monitor pane, double-click Default IP Service.
The IP Network Services Properties - RMX CS IP tab opens:

PNetwork Service Properties

» RMX CS IP

¥ H323 Service Mamne: IP Metwark Service
¥ SIP Servers

IPvd:

IP Address: 17z.22.192.32
Default Router IP
Address: DU
Subnet Mask: 255.255.248.0
IPvE:
Scope IP Address il
Global | 2002:ac1bi192:0: 218 feffifefailll
Link-Local fb09:acib:192:0: 215 feffifefa:111
Site-Local fOel:aclib:192:0:215:feffifefa:111
-

Default Router IP

Address: s

The RMX CS IP tab displays the following fields:

Table 12-2 IP Network Services Properties — RMX CS IP

Field Description

Service Name | The name assigned to the IP Network Service by the
Fast Configuration Wizard.
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Table 12-2 IP Network Services Properties — RMX CS IP

Field Description

IPv4 IP Address
Default The IP address of the default router. The
Router IP default router is used whenever the
Address defined static routers are not able to route

packets to their destination. The default
router is also used when host access is
restricted to one default router.

Subnet The subnet mask of the MCU.
Mask Default value: 255.255.255.0.
IPv6 Scope IP Address
Global The Global Unicast IP address
of the RMX.
Site- The IP address of the RMX
Local within the local site or

organization.

Default The IP address of the default router. The
Router IP default router is used whenever the
Address defined static routers are not able to route

packets to their destination. The default
router is also used when host access is
restricted to one default router.
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Click the H.323 tab.

» RMX CSIP

» H.323 Service Mame: IP Network Service

» SIP Servers
Connection State: GK_Mon_Registered
Registration Interval: o
Gatekeepers:
Rale jin} Narne IP Address
Active 0.0.0.0
Backup 0.0,0.0
Backup 0.0.0.0
Backup 0.0.0.0
Backup 0.0.0.0

The H.323 tab displays the following fields:

Table 12-3 IP Network Services Properties — H.323

Field Description

Connection State The state of the connection between the Signaling
Host and the gatekeeper:

Discovery - The Signaling Host is attempting to
locate the gatekeeper.

Registration - The Signaling Host is in the process
of registering with the gatekeeper.

Registered - The Signaling Host is registered with
the gatekeeper.

Not Registered - The registration of the Signaling
Host with the gatekeeper failed.
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Table 12-3 IP Network Services Properties — H.323 (Continued)

Field Description
Registration The interval in seconds between the Signaling
Interval Host's registration messages to the gatekeeper.

This value is taken from either the IP Network
Service or from the gatekeeper during registration.
The lesser value of the two is chosen.

Role Active - The active gatekeeper.
Backup - The backup gatekeeper
that can be used if the connection to
the preferred gatekeeper fails.

ID The gatekeeper ID retrieved from
the gatekeeper during the
registration process.

Name The gatekeeper’s host’s name.

IP Address The gatekeeper’s IP address.

4  (lick the SIP Servers tab.

PNetwork Service Properties .

» RMX CSIP

» H323 Service Name: IF Network Service
3 SIPServers

SIP Servers:

Role MNarne IP Address Status

Not Available 0.0.0.0 Mot Available

Mot Available 0.0.0.0 Mot Available

The SIP Servers tab displays the following fields:
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Table 12-4 [P Network Services Properties — SIP Servers

Field Description

Role Active -The default SIP Server is used for SIP
traffic.
Backup -The SIP Server is used for SIP traffic if the
preferred proxy fails.

Name The name of the SIP Server.

IP The SIP Server's IP address.

Status The connection state between the SIP Server and

the Signaling Host.
Not Available - No SIP server is available.
Auto - Gets information from DHCP, if used.
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Using IPv6 Networking Addresses for RMX Internal and
External Entities

IPv6 addresses can be assigned to both RMX (Internal) and External Entity
addresses.

RMX Internal Addresses

Default Management Network Service
*  Control Unit

*  Signaling Host

*  Shelf Management

*  MPM1 (Media Card)

*  MPM2 (Media Card)

External Entities

*  Gatekeepers (Primary & Secondary)
*  SIP Proxies

* DNS Servers

*  Default Router

*  Defined participants

IPv6 Guidelines

*  Internet Explorer 7™ is required for the RMX Web Client and RMX
Manager to connect to the RMX using IPv6.

*  [Pv6 is supported with MPM+ media cards only.
*  The default IP address version is IPv4.

*  Internet Explorer 7™ is required for the RMX Web Client use an IPv6
connection to the RMX.

*  TheIP address field in the Address Book entry for a defined participant
can be either [Pv4 or IPv6. A participant with an IPv4 address cannot
be added to an ongoing conference while the RMX is in [Pv6 mode
nor can a participant with an IPv6 address be added while the RMX is
in IPv4 mode.

An error message, Bad IP address version, is displayed and the New
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Participant dialog box remains open so that the participant’s address
can be entered in the correct format.

Participants that do not use the same IP address version as the RMX
in ongoing conferences launched from Meeting Rooms, Reservations
and Conference Templates, and are disconnected. An error message,
Bad IP address version, is displayed.

IP Security (IPSec) Protocols are not supported.
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Network Security

Network Separation

12-38

RMX 4000

On the RMX 4000 Media, Signaling and Management networks are
physically separated to provide enhanced security. In contrast to the RMX
2000, where the media, Signaling and Management use the same physical
port when there is no network separation, on the RMX 4000 the IP Network
Service and the Default Management Network have been logically and
physically separated from each other. In the IP Network Service each IP
address is assigned a physical port and media (RTP) inputs are routed
directly to a MPM+ card. This provides for a more secure network with
greater bandwidth as each media card has its own dedicated port. All
signaling communications are processed on a single stack of the Intel
Processor on the MCU.
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RMX 2000

Network Separation is enabled/disabled according to the settings of the
SEPARATE_MANAGEMENT_NETWORK and JITC_MODE System
Flags. When both System Flags are set to YES, all signaling between IP
endpoints and the RMX is via the LAN 2 port, while all RMX
management sessions are hosted via the LAN 3 port.

LAN 2 Port - Signaling

RMX HI

LAN 3 Port - Management

RTM IP
—

RMX Web Client / RMX Manager
Management Sessions

IP Endpoints

Network is no longer available for support purposes. For more information, see

@ After Network Separation has been performed, the Alternate Management
"Alternate Management Network” on page G-1

Enabling Network Separation

To enable Network Separation:
1 On the RMX menu, click Setup > System Configuration.

The System Flags dialog box opens.
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1

12

For both the JITC_MODE and
SEPARATE_MANAGEMENT_NETWORK System Flags:

a Locate and double-click on the System Flag entry.

The Update Flag Name dialog box opens.
b In the New Value field, enter YES.
¢ Click the OK button to close the Update Flag Name dialog box.
Click the OK button to close the System Flags dialog box.
In the Reset Confirmation dialog box, click No.
In the RMX Management pane, click the IP Network Services (£ )
button.
In the IP Network Services list pane, right-click the Management
Network (ff]) entry and select Properties.

Enter the Control Unit IP, Shelf Management IP and Subnet Mask
addresses in their respective field boxes.

Click the Routers tab.

Enter the Default Router IP Address.

Click the OK button.

A Reset Confirmation dialog box is displayed.

Connect a workstation that is connected to the Management LAN to
the RMX’s LAN 3 port.

In the Reset Confirmation dialog box, click Yes.

f_ ‘ System restart may take up to five minutes.

If the JITC_MODE System Flag is set to YES and a valid TLS certificate is

\ ‘ | installed, only secured connections are allowed:

If the JITC_MODE System Flag is set to YES and the Management Network
Service has not yet been configured to be secured, an Active Alarm is
created and a message is displayed stating that Secured Communications
Mode must be enabled.

If the JITC_MODE System Flag is set to YES and a valid TLS certificate has
not been installed, an Active Alarm is created and a message is displayed
stating that the system is in JITC Mode but Secured Communications Mode
is not enabled until the TLS certificate is installed.
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13 On the workstation that was connected to the RMX in Step 11, start
the RMX Web Client application:

a Inthe browser’s address line, enter the Control Unit IP Address in
the format:

https://<Control Unit IP Address> (Secured Mode)

or

http://<Control Unit IP Address> (Non-Secured Mode)
b Press Enter.

The RMX Web Client - Terms of Usage screen is displayed. The banner
is enforced when the system is in JITC_MODE. The banner can be
customized.

POLYCOM | RMX 2000

vemment (USE) Infomation System (IS) that is
use only.

By using this IS (which includes any device attached to this IS). you consent

to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for

purposes including. but not fimited to, penetration testing, COMSEC
manitoring, network operations and defense, personnel miscanduct (PM), law

(LE). and inteli (i

Accept
Button P [re ]

14 Click the Accept button to agree to the terms and conditions
displayed in the banner.
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The RMX Web Client - Welcome screen is displayed.

Strong Passwords are enforced when the system is in JITC_MODE.
If you do not have a Strong Password you will be prompted to change
your password.

POLYCOM | RMX 2000

Polycom RMX 2000

15 In the RMX Web Client — Welcome screen, enter the Username, and
Strong Password.

16 Click Login.
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ISDN/PSTN Network Services

To enable ISDN and PSTN participants to connect to the MCU, an ISDN/
PSTN Network Service must be defined. A maximum of two ISDN/PSTN
Network Services, of the same Span Type (E1 or T1) can be defined for the
RMX. Each Network Service can attach spans from either or both cards.

Most of the parameters of the first ISDN/PSTN Network Service are
configured in the Fast Configuration Wizard, which runs automatically if an
RTM ISDN card is detected in the RMX during first time power-up. For
more information, see the RMX 2000 Getting Started Guide, "Procedure 3:
First-time Power-up and Connection to MCU"” on page 2-9.

Supported Capabilities and Conferencing Features:

* ISDN video is supported only in Continuous Presence (CP)
conferences.

*  Only BONDING (using multiple channels as a single, large
bandwidth channel) is supported.

*  Simple audio negotiation.
*  Supported video resolutions are the same as for IP.

*  Supported video Protocols are the same as for IP: H.261, H.263,
H.264.

*  H.239 for content sharing.

*  Lecture Mode.

*  DTMF codes.

*  Securing of conferences.

Non Supported Capabilities and Conferencing Features:
* NFAS (Non-Facility Associated Signaling)

* Leased line usage

*  Restricted Channel mode

*  Aggregation of channels

* V.35 serial standards

* Primary and secondary clock source configuration (they are
automatically selected by the system)

*  Auto detection of Audio Only setting at endpoint
*  Auto re-negotiation of bit rate

* Additional network services (two currently supported)
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*  Change of video mode (capabilities) from remote side during call
*  Audio algorithms G.729 and G.723.1

* FECC

*  H.243 Chair Control

*  Encryption

* T.120 data sharing protocol

e H.261 Annex D

*  (Cascading using an ISDN connection as cascade link

Adding/Modifying ISDN/PSTN Network Services

12-44
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The system administrator can use the RMX Management - ISDN/
PSTN Network Services section of the RMX Web Client to add a second
ISDN/PSTN Network Service or modify the first ISDN/PSTN Net-
work Service.

A new ISDN/PSTN Network Service can be defined even if no RTM ISDN card
is installed in the system.

Obtaining ISDN/PSTN required information
Before configuring the ISDN/PSTN Network Service, obtain the
following information from your ISDN/PSTN Service Provider:
*  Switch Type

* Line Coding and Framing

*  Numbering Plan

*  Numbering Type

*  Dial-in number range

If the RMX is connected to the public ISDN Network, an external CSU or similar
equipment is needed.



Polycom RMX 2000/4000 Administrator’s Guide

To Add an ISDN/PSTN Network Service:

1

In the RMX Management pane, click ISDN/PSTN Network Services
( IEDN),

 View Administration  Setup Help

DN NNetwork Services
B R e % b
Display N|Status |ID ‘Start Tim‘ Narne |Span Type |Serwce Type

% POLY By Singl s2683 325 PM A [ 18DN E1 PRI

—
@MY Management .
o

Frequestly Used

£ 10 Wfwork Servicas

I fii ISDNJPSTN Metwork Services |
In the ISDN/PSTN Network Services list menu, click the New ISDN/
PSTN Service button (& ) or right-click anywhere in the ISDN/PSTN
Network Services list and select New ISDN/PSTN Service.

The Fast Configquration Wizard sequence begins with the ISDN/PSTN
dialog box:

> ISDN/PSTN

PRI Settings a "
2 g Netwark Service Name: 1SDM/PSTN Service

3 Span Definition

3 Phones

> Spans

Span Type: m

Service Type:
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3  Define the following parameters:

Table 12-5 ISDN Service Settings

Field

Description

Network Service
Name

Specify the service provider’s (carrier) name or any
other name you choose, using up to 20 characters.
The Network Service Name identifies the ISDN/PSTN
Service to the system.

Default name: ISDN/PSTN Service

Note: This field is displayed in all ISDN/PSTN
Network Properties tabs and can contain character
sets that use Unicode encoding.

Span Type

Select the type of spans (ISDN/PSTN) lines, supplied
by the service provider, that are connected to the
RMX. Each span can be defined as a separate
Network Service, or all the spans from the same
carrier can be defined as part of the same Network
Service.

Select either:

* T1(U.S.-23B channels + 1 D channel)

e E1 (Europe — 30 B channels + 1 D channel)
Default: T1

Service Type

PRI is the only supported service type. It is
automatically selected.

4 (Click Next.
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The PRI Settings dialog box is displayed:

> ISDM/PSTH

2 L BT Netwark Service Name: ISDN/PSTM Service

3 Span Definition

3 Phones

> Spans
Default Mum Type: Unknown hd
MNurn Plan: Unknown hd
Net Specific: MNone hd
Dial-out Prefix: ,—

5 Define the following parameters:

Table 12-6 PRI Settings

Field Description

Default Num Type | Select the Default Num Type from the list.

The Num Type defines how the system handles the
dialing digits. For example, if you type eight dialing
digits, the Num Type defines whether this number is
national or international.

If the PRI lines are connected to the RMX via a
network switch, the selection of the Num Type is
used to route the call to a specific PRI line. If you
want the network to interpret the dialing digits for
routing the call, select Unknown.

Default: Unknown

Note: For E1 spans, this parameter is set by the
system.
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Table 12-6 PRI Settings (Continued)

Field Description

Num Plan Select the type of signaling (Number Plan) from the
list according to information given by the service
provider.
Default: ISDN
Note: For E1 spans, this parameter is set by the
system.

Net Specific Select the appropriate service program if one is

used by your service provider (carrier).

Some service providers may have several service
programs that can be used.

Default: None

Dial-out Prefix Enter the prefix that the PBX requires to dial out.
Leave this field blank if a dial-out prefix is not
required.

The field can contain be empty (blank) or a numeric
value between 0 and 9999.

Default: Blank
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The Span Definition dialog box is displayed:

» ISDN/PSTN
PRI Seti

= sHnas Network Service Name: ’m

> Span Definition

» Phones

> Spans
Framing: ESF -
side: [
Line Coding: ’m
Switch Type: ATLT 4E55 -

[ o | e

Table 12-7 Span Definition

Field Description

Framing Select the Framing format used by the carrier for
the network interface from the list.
e For T1 spans, default is SFSF.
* For E1 spans, default is FEBE.

Side Select one of the following options:

e User side (default)
* Network side
* Symmetric side

Note: If the PBX is configured on the network side,
then the RMX unit must be configured as the user
side, and vice versa, or both must be configured
symmetrically.
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Table 12-7 Span Definition (Continued)

Field

Description

Line Coding

Select the PRI line coding method from the list.
* For T1 spans, default is B8ZS.
* For E1 spans, default is HDB3.

Switch Type

Select the brand and revision level of switch
equipment installed in the service provider’s central
office.

* For T1 spans, default is AT&T 4ESS.

e For E1 spans, default is EURO ISDN.

7 Click Next.

The Phones dialog is displayed.

8 To define dial-in number ranges click the Add button.
9 The Add Phone Number dialog box opens.

ISDN/PSTH
PRI Sethings

>

>

> Span Definition
> Phones

>

Hetwork Service Name: ISDN/PSTH Service

Dial-in Phone Murnbers:

First Mu /| Last Number

% add Phone Number B

First Phone Number

Last Phone Murnber

MCU CLI:
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10 Define the following parameters:

11

12
13

14

15

Table 12-8 Phones Settings

Field Description
First Number The first number in the phone number range.
Last Number The last number in the phone number range.

A range must include at least two dial-in numbers.

A range cannot exceed 1000 numbers.

Click OK.
The new range is added to the Dial-in Phone Numbers table.

Optional. Repeat steps 8 to 10 to define additional dial-in ranges.
Enter the MCU CLI (Calling Line Identification).

In a dial-in connections, the MCU CLI indicates the MCU’s number
dialed by the participant. In a dial-out connection, indicates the MCU
(CLI) number as seen by the participant

Click Save & Continue.

After clicking Save & Continue, you cannot use the Back button to
return to previous configuration dialog boxes.

The ISDN/PSTN Network Service is created and confirmed.
Click OK to continue the configuration.

The Spans dialog box opens displaying the following read-only fields:

ID - The connector on the ISDN/PSTN card (PRI1 - PRI12).

Slot - The MPM board that the ISDN/PSTN card is connected to
(1or2)

Service - The Network Service to which the span is assigned, or
blank if the span is not assigned to a Network Service

Clock Source - Indicates whether the span acts as a clock source,
and if it does, whether it acts as a Primary or Backup clock
source. The first span to synchronize becomes the primary clock
source.

State - The type of alarm: No alarm, yellow alarm or red alarm.
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16 Attach spans to existing Network Services, by marking the
appropriate check boxes in the Attached field.

Each ISDN/PSTN card can support 7 E1 or 9 T1 PRI lines.

astConfiguracion Wizard o

ISDN/PSTM
PRI Settings
Epan Definition

Fhones

VoW v v

Spans

Network Service Name:

ISDM/PSTN Service

Spans

(o] £ |S\nt |Sarvice Clock So | State Attached [
1 1 ISDN Mane v

2 1 ISDN Mane v 3
3 1 ISDN None v b |
4 1 ISDN Mane v

El 1 Mane

[ 1 Mane

7 1 Mane

g 1 Mane

9 1 Mane M

o T srvoncon |

Cancel

17 Click Next.
The Video/Voice Ports dialog box opens.

12-52

SEConTiguration Wizard

ISDN/PSTH

PRI Settings

Span Definition
Phones

Spans
Video/Voice Po...

Maximum
number of
licensed
ports

Metwark Service Name:

ISDM/PSTH Service

Video Ports: 54

20 76 72
’\\ll\

\\..\\\..\\\|||\\\..\\\..\\\..\\\..\\\..\\
0 zo 40 &0 20 100 1fo 1fpo 160 180 200 220 240 260 250 300 320 340 FE0 IS0 400

58646D5f1248444D363228242D16128 4 0
L P T A T S S A S

Woice Ports: 130

Current
Setting

Back
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Video ports can be converted to voice ports to enable maximized
usage of the system’s resources.

The conversion ratio is 1:5, up to a maximum of 400 (80 x 5) voice
ports. The voice ports are used to connect VolP and PSTN
participants.

_ If the system runs out of voice ports, voice endpoints cannot connect to
\ ‘ available video ports. Conversely, video endpoints cannot connect to available
e voice ports.

18 Move the slider to the required setting.

: ‘ The maximum number of video ports displayed in the dialog box is taken from
' the license key. Only this number can be converted into voice ports.

The slider moves in multiples of two, converting video ports to voice
ports in groups of two, with each video port converting to five voice
ports. The minimum number of voice ports that can be allocated is 10
(2 video ports x 5 voice ports/video port).

All available ports are initially allocated as video ports at CIF
resolution.

19 Click Save & Close.
20 In the Reset Confirmation dialog box, click Yes.
21 Click Yes to complete the Fast Configuration Wizard and reset the RMX.

_ g Changes made to any of these parameters only take effect when the RMX unit
\ ‘ is reset. An Active Alarm is created when changes made to the system have not
- yet been implemented and the MCU must be reset.

Modifying an ISDN/PSTN Network Service

To Modify an ISDN/PSTN Network Service:
1 Inthe RMX Management pane, click the ISDN/PSTN Network
Services (iimn) icon.

2 Inthe ISDN/PSTN Network Services list, double-click the ISDN or
right-click the ISDN entry and select Properties.

The ISDN Properties dialog boxes are displayed. They are similar to
the Fast Configuration Wizard’s dialog boxes. For more information see
"To Add an ISDN/PSTN Network Service:” on page 12-45.

12-53



Chapter 12-Network Services

12-54

The following ISDN Properties can be modified:
— PRI Settings
*  Net Specific
*  Dial-out Prefix
— Span Definition
*  Framing
*  Side
*  Line Coding
*  Switch Type
— Phones
*  Dial-in Phone Numbers
* MCUCLI
— Spans
»  Attached

All other ISDN Properties can only be modified only by deleting the
ISDN/PSTN network service and creating a new PSTN service using
the Fast Configuration Wizard. For more information, see "To Add an
ISDN/PSTN Network Service:” on page 12-45.

Click the LAN Ports tab

3 IP

> Routers MNetwork Service Name:

5 DNS

3 LAN Ports
Port Speed:
Port Speed
1 Auto
2 Auto
3 Auto

Auto

10 Half Duplex
10 Full Duplex
100 Half Duplex
100 Full Duplex
1000 Full Duplex
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4 Modify the following fields:

Table 13 Default Management Network Service — LAN Ports

Field

Description

Port Speed

The RMX has 3 LAN ports. The administrator can set the
speed and transmit/receive mode manually for LAN 2

Port only.

Port The LAN port number: 1, 2 or 3.
Note: Do not change the automatic setting
of Port 1 and Port 3. Any change to Port 1
speed will not be applied.

Speed Select the speed and transmit/receive mode

for each port.

Default: Auto — Negotiation of speed and
transmit/receive mode starts at 1000 Mbits/
second Full Duplex, proceeding downward to
10 Mbits/second Half Duplex.

Note: To maximize conferencing
performance, especially in high bit rate call
environments, a 1Gb connection is
recommended.
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13

IVR Services

Interactive Voice Response (IVR) is an application that allows participants
to communicate with the conferencing system via their endpoint’s input
device (such as a remote control). The IVR Service includes a set of voice
prompts and a video slide used to automate the participants connection to
a conference or Entry Queue. It allows customization of menu driven
scripts and voice prompts to meet different needs and languages.

The IVR module includes two types of services:
*  Conference IVR Service that is used with conferences
*  Entry Queue IVR Service that is used with Entry Queues

The system is shipped with two default Conference IVR Services (one for
the conferences and the other for gateway calls) and one default Entry
Queue IVR Service. The default services include voice messages and
video slides in English.

To customize the IVR messages and video slide perform the following

operations:

*  Record the required voice messages and create a new video slide. For
more information, see "Creating a Welcome Video Slide” on page 13-40.

*  Optional. Add the language to the list of languages supported by the
system.

*  Upload the voice messages to the MCU (This can be done as part of
the language definition or during the IVR Service definition).
*  Create the Conference IVR Service and upload the video slide, and if
required any additional voice messages.
*  Optional. Create the Entry Queue IVR Service and upload the
required video slide and voice messages.
= When upgrading the RMX software version new DTMF Codes and voice
\ ‘ /  messages are not automatically added to existing IVR Services in order to avoid

conflicts with existing DTMF codes. Therefore, to use new options, new
Conference and Entry Queue IVR Services must be created.
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IVR Services List

You can view the currently defined Conference IVR and Entry Queue IVR
Services in the IVR Services list pane.

To view the IVR Services list:
1 Inthe RMX Management pane, expand the Rarely Used list.
2 Click the IVR Services () entry.

The list pane displays the Conference IVR Services list and the total
number of IVR services currently defined in the system.

IVR Toolbar IVR Services List Pane

POLYCOM | RMX 2000

¢ View Adwinistration Setup Help signaling Host: 172.22.3.242

3 X o = = IR XE DN R
Display N[status |10 [ start Tim|End Time [name [Language[servich Type
S5 UdiB (@ Empt 1351  9:33 AM 10:33 A G Entry QueueIVRService  English EntrylQueue IVR Service
€8 G TWR Service English  Conference VR Service
Conference IVR Service English Conference IVRService
| »]
2k Signaling Mankor 4
5 Hardware Monitor
B8 Meeting Rooms
1] Reservations
TVR Services
T 1P Network Jervices
@ Recording Ligks =l

Access to IVR Services
list and customization
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The IVR Services toolbar provides quick access to the IVR Service
definitions as follows:

Table 13-1

IVR Toolbar buttons

Button

Button Name

Descriptions

=

New Conference
IVR Service

To create a new Conference IVR Service.

e

4

New Entry Queue
IVR Service

To create a new Entry Queue IVR Service.

Delete Service

Deletes the selected IVR service(s).

Set Default
Conference IVR
Service

Sets the selected Conference IVR Service as
default. When creating a new conference
Profile the default IVR Service is
automatically selected for the Profile (but can
be modified).

Set Default Entry
Queue Service

Sets the selected Entry Queue IVR Service
as default. When creating a new Entry Queue
the default Entry Queue IVR Service is
automatically selected.

=
EHH

Add Supported

Adds languages to the IVR module, enabling

Languages you to download voice prompts and
messages for various languages.
ﬁ Replace/Change To replace the currently loaded music file that
Music File is used to play background music, the MCU is

shipped with a default music file.
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Adding Languages

13-4

You can define different sets of audio prompts in different languages,
allowing the participants to hear the messages in their preferred
language.

The RMX is shipped with a default language (English) and all the
prompts and messages required for the default IVR Services, conference
and Entry Queues shipped with the system.

You can add languages to the list of languages for which different
messages are downloaded to the MCU and IVR Services are created. This
step is required before the creation of additional IVR messages using
languages that are different from English, or if you want to download
additional voice files to existing files in one operation and not during the
IVR service definition.

To add a language:
1 Inthe RMX Management pane, expand the Rarely Used list.

2  Click the IVR Services () entry.

3 In the Conference IVR Services list, click the Add Supported
Languages (&%) button.
The Supported Languages dialog box opens.

EEEE R X

Marme |Language‘ Servce Type |

Conf English ConferenceI¥YRService

: English  Conference IVR Service

Entr English EnM Queue I¥R Service

SUpported Languages x.|

English

add Language add Message File
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4 Click the Add Language button.
The New Language dialog box opens.

Mew Language: I

5 Inthe New Language box, enter the name of the new language. The
language name can be typed in Unicode and cannot start with a digit.
Maximum field length is 31 characters.

6 Click OK.

The new language is added to the list of Supported Languages.

To upload messages to the MCU:

You can upload audio files for the new language or additional files for an
existing language now, or you can do it during the definition of the IVR
Service. In the latter case, you can skip the next steps.

@ ¢ Voice messages should not exceed 3 minutes.

¢ Itis not recommended to upload more than 1000 audio files to the MCU
memory.

1 Toupload the files to the MCU, in the Supported Languages dialog box,
click the Add Message File button.

2 The Add Message File dialog box opens.

RddMessage File A

IVR Message Language: | j
IVR Message Category: |E0nference Pazzward j
Message Type: |F|equest Conference Password j

Upload File
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13-6

Audio files are uploaded to the MCU one-by-one.

In the IVR Message Language list, select the language for which the
audio file will be uploaded to the MCU.

In the IVR Message Category list, select the category for which the
audio file is uploaded.

In the Message Type list, select the message type for which the
uploaded message is to be played. You can upload several audio files
for each Message Type. Each file is downloaded separately.
Table 13-2 lists the Message Types for each category:

Table 13-2 IVR Message Types by Message Category

Chairperson

Identifier

Message

Category Message Type Message

Conference Request Conference | Requests the participant to
Password Password enter the conference password.

Request Conference | A participant who enters an

Password Retry incorrect password is requested
to enter it again.

Request Digit Requests the participant to
enter any digit in order to
connect to the conference. Used
for dial-out participants to avoid
answering machines in the
conference.

Welcome Welcome Message The first message played when

Message the participant connects to the
conference or Entry Queue.

Conference Request Chairperson | Requests the participants to

enter the chairperson identifier
key.

Request Chairperson
Password

Requests the participant to
enter the chairperson password.

Request Chairperson
Password Retry

When the participant enters an
incorrect chairperson password,
requests the participant to enter
it again.
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Table 13-2 IVR Message Types by Message Category (Continued)

Message
Category

Message Type Message

General

Messages played for system related event notifications,
for example, notification that the conference is locked.
Upload the files for the voice messages that are played
when an event occurs during the conference. For more
information, see "Conference IVR Service Properties -
General Voice Messages” on page 13-16.

Billing Code

Requests the chairperson to enter the conference Billing
Code.

Roll Call

Roll call related messages, such as the message played
when a participant joins the conference. Messages are
listed in the Conference IVR Service - Roll Call dialog
box.

Conference
1D

Requests the participant to enter the required
Conference ID to be routed to the destination
conference.

Click Upload File to upload the appropriate audio file to the MCU.
The Install File dialog box opens.

Install File ®

Inztall File:

Browse ﬁ

Proceed?

Enter the file name or click the Browse button to select the audio file

to upload.

The Select Source File dialog box opens.

Select the appropriate *.wav audio file, and then click the Open

button.

The name of the selected file is displayed in the Install field in the
Install File dialog box.

13-7



Chapter 13-IVR Services

13-8

1

12

13

Optional. You can play a .wav file by selecting the Play button ().

Click Yes to upload the file to the MCU.
The system returns to the Add Message File dialog box.

Repeat step 6 to 10 for each additional audio file to be uploaded to the
MCU.

Once all the audio files are uploaded to the MCU, close the Add
Message File dialog box and return to the Add Language dialog box.

Click OK.
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Defining a New Conference IVR Service

The RMX is shipped with two default Conference IVR Services and all its
audio messages and video slide. You can define new Conference IVR

Services or modify the default Conference IVR Service. For the definition
of Conference IVR Service for gateway calls, see "Defining the IVR Service

for Gateway Calls” on page 15-12.
“a "\ Upto 40 IVR Services (Conference IVR Services and Entry Queue IVR
.| /  Services) can be defined for a single RMX unit.

S

o
N

Defining a New Conference IVR Service

To define a new Conference IVR Service:
1 On the IVR Services toolbar, click the New Conference IVR Service

(=g ) button.
The New Conference IVR Service - Global dialog box opens.

New Conference IVR Service

5 Global B
> Welcome Conference IVR Service Name:
3 Conference Chairperson
3 Conference Password
3 General
3 Roll call Language: English -
3 Video Services
External Server Authentication: Never -
3 DTMF Codes
i Epar e g Number of User Input Retries: 3
Timeout for User Input{Sec): 5
DTMF Delimiter: El - L
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2 Define the following parameters:

Table 13-3 Conference IVR Service Properties - Global Parameters

Field/Option

Description

Conference IVR
Service Name

Enter the name of the Conference IVR Service. The
maximum field length is 20 characters and may be
typed in Unicode.

Language For
IVR

Select the language of the audio messages and
prompts from the list of languages defined in the
Supported languages. The default language is
English. For more information, see "Adding
Languages” on page 13-4.

External Server
Authentication

You can configure the IVR Service to use an external

database application to verify a participant’s right to

join the conference. For more information, see

Appendix D: "Conference Access with External

Database Authentication” on page D-6.

Select one of the following options:

* Never — The participant’s right to join the
conference will not be verified with an external
database application (default).

* Always — Any participant request to join the
conference is validated with the external database
application using a password.

* Upon Request — Only the participant request to
join the conference as chairperson is validated
with the external database application using a
password. The validation process occurs only
when the participant enters the chairperson
identifier key.

Number of User
Input Retries

Enter the number of times the participant will be able
to respond to each menu prompt before being
disconnected from the conference. Range is between
1-4, and the default is 3.

Timeout for User
Input (Sec)

Enter the duration in seconds that the system will wait
for the participant’s input before prompting for another
input. Range is between 1-10, and the default value is
5 seconds.




Polycom RMX 2000/4000 Administrator’s Guide

Table 13-3 Conference IVR Service Properties - Global Parameters
(Continued)

Field/Option Description

DTMF Delimiter | Enter the key that indicates the last input key. Possible
values are the pound (#) and star (*) keys. The default
is #.

3  Click the Welcome tab.
The New Conference IVR Service - Welcome dialog box opens.

> Glabal =
> Welcome Conference IVR Service Name:
3 Conference Chairperson

5 Conference Password

3> General

3 Roll call I Enable Welcome Messages

> Video Services

+ DTMF Codes General Welcome Message: - B2 Add Message File

> Operator Assistance

0l | _'Ij

4  Select the Enable Welcome Messages check box to define the system
behavior when the participant enters the Conference IVR queue.
When participants access a conference through an Entry Queue, they
hear messages included in both the Entry Queue Service and
Conference IVR Service. To avoid playing the Welcome Message
twice, disable the Welcome Message in the Conference IVR Service.

5 Select the General Welcome Message, to be played when the
participant enters the conference IVR queue.
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6 To upload an audio file for an IVR message, click Add Message File.
The Install File dialog box opens.

Install File ®

Inztall File:

Proceed?

customized audio file, see "Creating Audio Prompts and Video Slides” on

@ The RMX unit is bundled with default audio IVR message files. To upload a
page 13-36.

a Click the Browse button to select the audio file (*.wav) to upload.
The Select Source File dialog box opens.

b Select the appropriate *.wav audio file and then click the Open
button.

¢ Optional. You can play a .wav file by selecting the Play button

()

d In the Install File dialog box, click Yes to upload the file to the
MCU memory.
The Done dialog box opens.

e Once the upload is complete, click OK and return to the IVR
dialog box. The new audio file can now be selected from the list
of audio messages.
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7 Click the Conference Chairperson tab.
The New Conference IVR Service - Conference Chairperson dialog box
opens.

3 Global 4
> Welcome Conference IVR Service Name:
3 Conference Chairper...
3 Conference Password
3 General
3 Roll call I” Enable Chairpersan Messages
3 Video Services
3 DTMF Codes Chairperson Identifier Request: B E Add Message File
3 Operator Assistance

RequestChairperson Password: - m Add Message File

Retry Chairperson Password: A E Add Message File

Chairperson Identifier Key: B -

I Billing Code

s | _'Ijl

8 Select the Enable Chairperson Messages check box to enable the
chairperson functionality. If this feature is disabled, participants are
not able to connect as the chairperson.

9 Select the various voice messages and options for the chairperson
connection.

If the files were not uploaded prior to the definition of the IVR Service or if you
want to add new audio files, click Add Message File to upload the appropriate
audio file to the RMX.

Table 13-4 New Conference IVR Service Properties - Conference
Chairperson Options and Messages

Field/Option Description

Chairperson Identifier | Select the audio file that requests the participants
Request to enter the key that identifies them as the
conference chairperson.

Request Chairperson | Select the audio file that prompts the participant
Password for the chairperson password.
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Table 13-4 New Conference IVR Service Properties - Conference
Chairperson Options and Messages (Continued)

Field/Option Description
Retry Chairperson Select the audio file that prompts participants to
Password re-enter the chairperson password if they enter it

incorrectly.

Key

Chairperson Identifier | Enter the key to be used for identifying the

participant as a chairperson.
Possible keys are: pound key (#) or star (*).

Billing Code

The prompt requesting the chairperson billing
code selected in the General tab.

10 Click the Conference Password tab.

The New Conference IVR Service - Conference Password dialog box

opens.

New Conference IVR Service "N

i

3 Global

5> Welcome

5 Conference Chairperson
> ConferencePassword
> General

3 Roll call

3 Video Services

3 DTMF Codes

3 Operator Assistance

Conference IVR Service Name:

[~ Enable Password Messages

Dial-in

3 Request Request Password: - Add Message File
® password B (2

© Mone
Retry Password: - E Add Message File
Dial-Out
Request
- Passward Request Digit: x m Add Message File

& Mone

€ Reguest Digit

11 Select the Enable Password Messages check box to request the
conference password before moving the participant from the
conference IVR queue to the conference.

12 Select the MCU behavior for password request for Dial-in and Dial-
out participant connections.
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Select the required system behavior as follows:
— Request password - The system requests the participant to enter
the conference password.

— None - The participant is moved to the conference without any
password request.

— Request Digit - The system requests the participant to enter any
key. This option is used mainly for dial-out participants and to
prevent an answering machine from entering the conference.

13 Select the various audio messages that will be played in each case.

Table 13-5 New Conference IVR Service Properties - Conference Password

Parameters
Option Description
Request Select the audio file that prompts the participant for
Password the conference password.
Retry Password Select the audio file that requests the participant to

enter the conference password again when failing to
enter the correct password.

Request Digit Select the audio file that prompts the participant to
press any key when the Request Digit option is
selected.
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14

15

16

17

Click the General tab.
The New Conference IVR Service - General dialog box opens.

3 Global =
FAWEleome Conference IVR Service Name:
» Conference Chairperson
> ConferencePassward
3 General
> Roll Call Name Message File [=]
> Video Services Request Billing Code
o DI (Eoites Requires Chairperson
» Operator Assistance R
Mute All On
Mute All OFF
Chairperson Exit
End Time Alert
Change Passwords Menu
Change Conference Password
Change Chairpersan Password
Confirm Password Change hd
) g -
«| | »
o | o

The General dialog box lists messages that are played during the
conference. These messages are played when participants or the
conference chairperson perform various operations or when a change
occurs.

To assign the appropriate audio file to the message type, click the
appropriate table entry, in the Message File column. A drop-down list
is enabled.

From the list, select the audio file to be assigned to the event/
indication.

Repeat steps 15 and 16 to select the audio files for the required
messages.
The following types of messages and prompts can be enabled:

Table 13-6 Conference IVR Service Properties - General Voice Messages

Message Type Description
Request Billing Requests the participant to enter a code for billing
Code purposes.
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Table 13-6 Conference IVR Service Properties - General Voice Messages
(Continued)

Message Type

Description

Requires
Chairperson

The message is played when the conference is on
hold and the chairperson joins the conference. For
this message to be played the Conference Requires
Chairperson option must be selected in the
Conference Profile - IVR dialog box.

First to Join

Informs the participant that he or she is the first
person to join the conference.

Mute All On

Informs all participants that they are muted, with the
exception of the conference chairperson.

Note: This message is played only when the Mute
All Except Me option is activated.

Mute All Off

This message is played to the conference to inform
all participants that they are unmuted (when Mute All
is cancelled).

Chairperson Exit

Informs all the conference participants that the
chairperson has left the conference, causing the
conference to automatically terminate after a short
interval.

Note: This message is played only when the
Requires Chairperson option is selected in the
Conference Profile - IVR dialog box.

End Time Alert

Indicates that the conference is about to end.

Change
Passwords Menu

This voice menu is played when the participants
requests to change the conference password. This
message details the steps required to complete the
procedure.

Change Requests the participant to enter a new conference
Conference password when the participant is attempting to
Password modify the conference password.

Change Requests the participant to enter a new chairperson
Chairperson password when the participant is attempting to
Password modify the chairperson password.
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Table 13-6 Conference IVR Service Properties - General Voice Messages
(Continued)

Message Type

Description

Confirm Password
Change

Requests the participant to re-enter the new
password.

Change Password
Failure

A message played when the participant enters an
invalid password, for example when a password is
already in use.

Password
Changed
Successfully

A message is played when the password was
successfully changed.

Self Mute A confirmation message that is played when
participants request to mute their line.
Self Unmute A confirmation message that is played when

participants request to unmute their line.

Chairperson Help
Menu

A voice menu is played upon a request from the
chairperson, listing the operations and their
respective DTMF codes that can be performed by
the chairperson. The playback can be stopped any
time.

Note: If you modify the default DTMF codes used to
perform various operations, the default voice files for
the help menus must be replaced.

Participant Help
Menu

A voice menu that is played upon request from a
participant, listing the operations and their DTMF
codes that can be performed by any participant.

Maximum Number
of Participants

Indicates the participant cannot join the destination
conference as the maximum allowed number of

Exceeded participants will be exceeded.
Recording in This message is played to participant joining a
Progress conference that is being recorded indicating the

recording status of the conference.

Recording Failed

This message is played when the conference
recording initiated by the chairperson or the
participant (depending on the configuration) fails to
start.
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Table 13-6 Conference IVR Service Properties - General Voice Messages
(Continued)

Message Type

Description

Conference is
Secured

This message is played when the conference status
changes to Secure as initiated by the conference
chairperson or participant (using DTMF code *71).

Conference is
unsecured

This message is played when the conference status
changes to Unsecured as initiated by the
conference chairperson or participant (using DTMF
code #71).

Conference is
Locked

This message is played to participants attempting to
join a Secured conference.

Enter Destination
ID

Prompts the calling participant for the destination
number. Default message prompts the participant
for the conference ID (same message as in the
Entry Queue IVR Service).

Incorrect
Destination ID

If the participant entered an incorrect conference ID
(in gateway calls it is the destination number),
requests the participant to enter the number again.

Dial Tone The tone that will be played to indicate a dialing
tone, to let the calling participant enter the
destination number.

Ringing Tone The tone that will be played to indicate that the

system is calling the destination number.

18 Click the Roll Call tab.

The New Conference IVR Service - Roll Call dialog box opens.
The Roll Call feature of the Conference IVR Service is used to record
the participants’ names for playback when the participants join and

leave a conference.

When the system flag
IVR_ROLL_CALL_USE_TONES_INSTEAD_OF_VOICE is set to
YES, the system does not playback the Roll Call names when
participants enter or exit the conference. If the voice messages are
replaced with tones, the system will play these tones instead.
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19 To enable the Roll Call feature, select the Enable Roll Call check box.

New Conference IUR Service .

3 Global -t

3 Welcome

5 Conference Chairperson
¥ Enable Roll Call
[5] conference Password

> General Name Message File P

panalicall Roll Call Record -

Video Services
z Roll Call Joined
> DTMF Codes
Roll Call Left
3 Operator Assistance
Roll Call Review

E Add Message File

il | _’l;I

o | o |

20 To assign the audio file to the message type, in the Message File
column, click the appropriate table entry. An arrow appears in the
Message File column.

. i If the Roll Call option is enabled, you must assign the appropriate audio files to
all message types.

21 Click the arrow to open the Message File list and select the appropriate
audio file.

Table 13-7 Conference IVR Service Properties - Roll Call Messages

Roll Call

Message Description

Roll Call Record | Requests participants to state their name for recording,
when they connect to the conference.

Note: The recording is automatically terminated after
two seconds.
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Table 13-7 Conference IVR Service Properties - Roll Call Messages
(Continued)

Roll Call
Message

Description

Roll Call Joined

A voice message stating that the participant has joined
the conference.

Note: When the system flag
IVR_ROLL_CALL_USE_TONES_INSTEAD_OF_
VOICE is set to YES, the system does not playback the
Roll Call names when participants enter the conference.
However, the voice message will be played, unless it is
replaced with tone file.

The use of tones requires the uploading of the
appropriate tone files in *wav format and replacing the
Roll Call Joined message file with the tone file.

Roll Call Left

A voice message stating that the participant has left the
conference.

Note: When the system flag
IVR_ROLL_CALL_USE_TONES_INSTEAD_OF_
VOICE is set to YES, the system does not playback the
Roll Call names when participants exit the conference.
However, the voice message will be played, unless it is
replaced with tone file.

The use of tones requires the uploading of the
appropriate tone files in *wav format and replacing the
Roll Call Left message file with the tone file.

Roll Call Review

Played when Roll Call is requested by the chairperson,
introducing the names of the conference participants in
the order they joined the conference.
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22 Click the Video Services tab.
The New Conference IVR Service - Video Services dialog box opens.

> Global =
g Elenme Conference IVR Service Name: —

3 Conference Chairperson

5 Conference Password

3 General

3 Roll call

3 Video Services

5 DTMF Cades [T Clickgview

S P IS Video Welcome Slide: = Y 55

; 5 | _FI

23 Define the following parameters:

Table 13-8 New Conference IVR Service Properties - Video Services

Parameters
Video o
Services Description
Click&View Select this option to enable endpoints to run the
Click&View application that enables participants to
select a video layout from their endpoint.
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Table 13-8 New Conference IVR Service Properties - Video Services
Parameters (Continued)

el Description
Services P
Video Select the video slide file to be displayed when

Welcome Slide | participants connect to the conference. To view any
slide, click the Preview Slide (£>7) button.

If the video slide file was not uploaded to the MCU prior
to the IVR Service definition, click the Add Slide button.
The Install File dialog box opens. The uploading
process is similar to the uploading of audio files. For
more information, see step 6 on page 13-11.

Notes:

* When using one of the default Polycom slides, the
slide will be displayed in the resolution defined in the
profile, i.e. CIF, SD, HD 720p or HD 1080p. When
using a custom slide, it will be displayed in the only
in CIF resolution.

* When defining a gateway IVR Service, the

recommended default slide is:
Default_GW_Welcome_Slide.

24 C(Click the DTMF Codes tab.
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The New Conference IVR Service - DTMF Codes dialog box opens.

5 Global

> Welcome Conference IVR Service Name:

3 Conference Chairperson

3 Conference Password

> General - DTMF Cod

> Rall Call Name [DTHE code Permission -

> Video Services Change To Chairperson *78 Everyone

> DTMF Codes Increase Listening Volume =76 Everyone

2 REEGRIGER R Decrease Listening Volume #76 Everyone
Override Mute All Everyone
Start Resume Recerding 73 Chairpersan
Stop Recording =74 Chairperson
Pause Recording 75 Chairpersan
Secure Conference =71 Chairperson
Unsecured Conference #71 Chairpersan
Show number of participants =33 Everyone
Request private assistance *0 Everyone
Requestassistance for conference 00 Chairperson

<

3

This dialog box lists the default DTMF codes for the various functions
that can be performed during the conference by all participants or by

the chairperson.

Table 13-9 New Conference IVR Service Properties - DTMF Codes

Operation DTMF String | Permission
Mute My Line *6 All
Unmute My Line #6 All
Increase Broadcast Volume *9 All
Decrease Broadcast Volume #9 All
Mute All Except Me *5 Chairperson
Cancel Mute All Except Me #5 Chairperson
Change Password *77 Chairperson
Mute Incoming Participants *86 Chairperson
Unmute Incoming Participants #86 Chairperson
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Table 13-9 New Conference IVR Service Properties - DTMF Codes

Operation DTMF String | Permission
Play Help Menu *83 All
Enable Roll Call *32 Chairperson
Disable Roll Call #32 Chairperson
Roll Call Review Names *33 Chairperson
Roll Call Stop Review Names #33 Chairperson
Terminate Conference *87 Chairperson
Start Click&View ** All
Change To Chairperson *78 All
Increase Listening Volume *76 All
Decrease Listening Volume #76 All
Override Mute All Configurable | All
Start Recording *73 Chairperson
Stop Recording *74 Chairperson
Pause Recording *75 Chairperson
Secure Conference *71 Chairperson
Unsecured Conference #71 Chairperson
Show Number of Participants *88 All
Request individual assistance *0 All
Request assistance for conference 00 Chairperson

25 To modify the DTMF code or permission:

a Inthe DTMF Code column, in the appropriate entry enter the new
code.

b  In the Permission column, select from the list who can use this
feature (all or just the chairperson).
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By default, the Secure, Unsecure Conference and Show Number of Participants
‘ ! options are enabled in the Conference IVR Service. These options can be
disabled and must be disabled removing their codes from the Conference IVR
Service.
* To disable the Secure Conference options, in the DTMF Code column, clear
the DTMF codes of both Secured Conference (*71) and Unsecured
Conference (#71) from the table.

* To disable the Text Indication option in the DTMF Code column, clear the
DTMF code (*88) of Show Number of Participants from the table.

26 Click the Operator Assistance tab.

The Operator Assistance dialog box opens.

> Global

> Welcome

Conference IVR Service Name:
3 Conference Chairperson

> Conference Passward

3 General
> Rall Call [ Enable Operator Assistance
3 Video Services
5 OTMF Codes Operstor Assistance Indication Message: =B #1dd Message File

3 Operator Assistance

27 Select Enable Operator Assistance to enable operator assistance
when the participant requires or requests help during the connection
process to the conference or during the conference.

28 In the Operator Assistance Indication Message field, select the audio
message to be played when the participant requests or is waiting for
the operator’s assistance.

==, Ifthe audio file was not uploaded prior to the definition of the IVR Service or if
‘ | you want to add new audio files, click Add Message File to upload the
appropriate audio file to the RMX.

29 Click OK to complete the IVR Service definition.
The new Conference IVR Service is added to the IVR Services list.
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Entry Queues IVR Service

An Entry Queue (EQ) is a routing lobby for conferences. Participants are
routed to the appropriate conference according to the conference ID they
enter.

An Entry Queue IVR Service must be assigned to the Entry Queue to
enable the voice prompts and video slide guiding the participants
through the connection process.

An Entry Queue IVR Service is a subset of an IVR Service. You can create
different Entry Queue Services for different languages and personalized
voice messages.

The RMX is shipped with a default Entry Queue IVR Service and all its
audio messages and video slide. You can define new Entry Queue IVR
Services or modify the default Entry Queue IVR Service.

Defining a New Entry Queue IVR Service

To set up a new Entry Queue IVR Service:

1 Inthe RMX Management pane, click IVR Services (j37)-

2 Inthe IVR Services list, click the New Entry Queue IVR Service (#3.)
button.

The New Entry Queue IVR Service - Global dialog box opens.

3 Global

> Welcome Entry Queue IVR Service Name:

3 Conference 1D

3 Video Services

3 Operator Assistance

Language: English hd
External Server Authentication: Mever hd
Number of User Input Retries: 3 D\E\

Timeout for User Input(Sec): 5
DTMF Delimiter: = -
| | »

3 Fill in the following parameters:
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Table 13-10 Entry Queue IVR Service Properties - Global Parameters

Option

Description

Entry Queue
Service Name

(Mandatory) Enter the name of the Entry Queue
Service. The name can be typed in Unicode.
Maximum field length is 80 ASCII characters.

Language

Select the language in which the Audio Messages and
prompts will be heard. The languages are defined in
the Supported Languages function.

External Server
Authentication

This option is used for Ad Hoc conferencing, to verify

the participant’s right to initiate a new conference. For

a detailed description see Appendix D: "Conference

Access with External Database Authentication” on

page D-6.

Select one of the following options:

* None to start a new conference without verifying
with an external database the user right to start it.

e Conference ID to verify the user’s right to start a

new conference with an external database
application using the conference ID.

Number of User
Input Retries

Enter the number of times the participant is able to
respond to each menu prompt before the participant is
disconnected from the MCU.

Timeout for User
Input (Sec.)

Enter the duration in seconds that the system waits for
input from the participant before it is considered as an
input error.

DTMF Delimiter

The interaction between the caller and the system is
done via touch-tone signals (DTMF codes). Enter the
key that will be used to indicate a DTMF command
sent by the participant or the conference chairperson.
Possible keys are the pound key (#) or star (*).
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Click the Welcome tab.
The New Entry Queue IVR Service - Welcome dialog box opens.

New Entry QUElE TVR Service

3 Global =
> Welcome Entry Queue IVR Service Name:
» Conference ID

3 Video Services

3 Operator Assistance

[~ Enable Welcome Messages

General Welcome Message: - m Add Message File
4 | 3
[ o ] coneel ]

want to add new audio files, click Add Message File to upload the appropriate

@ If the files were not uploaded prior to the definition of the IVR Service or if you

audio file to the RMX.

5

Define the appropriate parameters. This dialog box contains options
that are identical to those in the Conference IVR Service - Welcome

Message dialog box. For more information about these parameters,
see Table 13-4 on page 13-13.

Click the Conference ID tab.
The New Entry Queue IVR Service - Conference ID dialog box opens.

New Entry QUede TVR Service

3 Global
> Welcome Entry Queus IVR Service Name:

3 Conference ID

» Video Services

3 Operator Assistance

Name Message File

Request Confer

Retry Conferen j

ﬂ Add Message File

| »
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7  Select the voice messages:

Table 13-11 Entry Queue IVR Service Properties - Conference 1D

Field/Option Description

Request Prompts the participant for the conference ID.
Conference ID

Retry Conference | When the participant entered an incorrect
ID conference ID, requests the participant to enter the
ID again.

8 Assign an audio file to each message type, as follows:
— In the Message File column, click the table entry, and then select
the appropriate audio message.

9 Click the Video Services tab.
The New Entry Queue IVR Service - Video Services dialog box opens.

> Glabal =
» Welcome Entry Queue IVR Service Name:
3 Conference ID

3 Video Services

» Operator Assistance

Video Welcome Slide: -1 bl Add slide

‘ e

10 In the Video Welcome Slide list, select the video slide that will be
displayed to participants connecting to the Entry Queue. The slide list
includes the video slides that were previously uploaded to the MCU
memory.

11 To view any slide, click the Preview Slide (L27) button. If the list is
empty, you can upload a new slide by clicking the Add Slide button.
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The Install File dialog box opens. The uploading process is similar to
the uploading of audio files, see step 6 on page 13-11.

-'fi\j- The video slide must be in a .jpg or .bmp file format. For more information, see
Ig,_‘ﬁ*,a "Creating a Welcome Video Slide” on page 13-40.

12 Click the Operator Assistance tab.
The Operator Assistance dialog box opens.

New Entry Queue YR Service

> Global
> Welooms Entry Quee IVR Service Name: £ Assitance
s Confersnce 1D

5 Video Services

5 Operator Assistance
¥ Enable Operator Assistance

Operator Assistance Indication Message:

13 Select Enable Operator Assistance to enable operator assistance
when the participant requires or requests help during the connection
process.

14 In the Operator Assistance Indication Message field, select the audio
message to be played when the participant requests or is waiting for
operator’s assistance.

- If the audio file was not uploaded prior to the definition of the IVR Service or if
1%3\] you want to add new audio files, click Add Message File to upload the
- appropriate audio file to the RMX.

15 Click OK to complete the Entry Queue Service definition.
The new Entry Queue IVR Service is added to the IVR Services list.
For more information, see "IVR Services List” on page 13-2.
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Setting a Conference IVR Service or Entry Queue IVR
Service as the Default Service

The first Conference IVR Service and Entry Queue IVR Service are
automatically selected by default. The IVR Services (Conference and
Entry Queue) shipped with the system are also set as default. If additional
Conference IVR Services and Entry Queue IVR Services are defined, you
can set another service as the default for each service type.

To select the default Conference IVR Service:
» Inthe IVR Services list, select the Conference IVR Service to be
defined as the default, and then click the Set Default Conference

IVR Service ([ ]) button.

Alternatively, in the IVR Services list, right-click the Conference IVR
Service and then select Set Default Conference IVR Service.

POLYCOM | RMX 2000

tration Setup  Help Signaling Host: 172.22.192.54  Logoy

G R L el m FH X IR
Display NamelStatus‘ID |Star’t Tim|E |Name |Language |Service Type ‘
% SUPPORT 99466 1:0ZPM Conference I¥R Service lish Conference I¥YR Service
24 Marksting 46630 F:5ZPM : ; Lilete Service e
5 Logistics 43974 H51PM | Entry Queue IVR Serl setDefauk onference R Senke | Livvice

Add Supported Languages

Replace/Change Music File
< | >

a

O Users

Properties

~

£k Signaling Monitar
¥ Hardware Monitor
g Meeting Rooms

v

. SystemAlerts Participant Alerts Port Usage: Voice | 1/50 Bl Yideo | 35/ 708 O\

The IVR Service appears in bold, indicating that it is the current
default service.

To select the Default Entry Queue IVR Service:

» Inthe IVR Services list, select the Entry Queue IVR Service to be
defined as the default, and then click Set Default Entry Queue IVR

Service ([ ]) button.
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Alternatively, in the Conference IVR Services list, right-click the Entry
Queue IVR Service and then select Set Default Entry Queue IVR
Service.

254  Logoo

: £ B et L [ mE
G % oL el m B xDH
Display NamelStatus‘ID ‘StartTlmlE MNare |Language |Serv|ceType ‘
2% SUPPORT 98466 1:02PM Conference I¥RService  English Conference IVR Service
2% Marketing 46630 3:52 PM : English Conference IVR Servics
2% Logistics 43974  3SLPM Entry Queue IVR Service lish Entre Muene TVR Service
Delets Service
Sek Default Entry Queue Service
< | 2 e e e e
T
o
e Properties
~
1 Users =
2k Signaling Monitar
¥ Hardware Monitar
g Meeting Rooms
w
L.Systemalerts |  ParticipantAlerts Port Usage: VYoice | 1L /50 Bl Yideo 57 70N/

The default Entry Queue IVR Service appears in bold, indicating that
it is the current default service.

Modifying the Conference or Entry Queue IVR Service

Properties

You can modify the properties of an existing IVR Service, except the
service name and language.

To modify the properties of an IVR Service:

1
2

In the RMX Management pane, click IVR Services.

In the IVR Services list, Click the IVR Service to modify.
For more information about the tabs and options of this dialog box,
see "Defining a New Conference IVR Service” on page 13-9.

Modify the required parameters or upload the required audio files.
Click OK.
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Replacing the Music File

13-34

The RMX is shipped with a default music file that is played when
participants are placed on hold. For example, while waiting for the
chairperson to connect to the conference (if the conference requires a
chairperson). You can replace the default music file with your own
recorded music. The files include both default IVR and Entry Queue
Services. The file must be in *.wav format and its length cannot exceed
one hour.

Adding a Music File

To replace the Music file:
1 Inthe RMX Management pane, click IVR Services.
2 Inthe IVR Services list toolbar, click the Replace/Change Music File

('43) button.
The Install Music File window opens.

Install Music File

Music: File Path:

ﬂ Play Selected File

E Play Rk File

3  Click the Browse button to select the audio file (*.wav) to upload.

The Open dialog box opens.

2lx|
Lok i [ AR
My Documents
4 My Computer
My Netwark Places
J8)shartcut to Canan Powershot 5410
5] Shortcut to Hiskory
|2 Shartcut to My Recent Documents
|5 Shorteut to OpertSInstal
|2 shartcut to PDF Output
[ Shorteut to Versions
File name, | | open |
Files of type: [accord Audin files [ ACA) | Cancel
P
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Select the appropriate audio *.wav file and then click the Open
button.
The selected file name appears in the Install Music File dialog box.

Optional. You can play the selected file by clicking the Play (§,)
button.

a Click Play Selected File to play a file on your computer

b Click Play RMX File to play a file already uploaded on the RMX

In the Install Music File dialog box, click OK to upload the file to the
MCU.

The new file replaces the previously uploaded file and this file is used
for all background music played by the MCU.
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Creating Audio Prompts and Video Slides

The RMX is shipped with default voice messages (in WAV format) and
video slides that are used for the default IVR services. You can create your
own video slides and record the voice messages for different languages or
customize them to your needs.

Recording an Audio Message

13-36

To record audio messages, use any sound recording utility available in
your computer or record them professionally in a recording studio. Make
sure that recorded message can be saved as a Wave file (*.wav format)
and that the recorded format settings are as defined in steps 4 and 5 on
page 13-37. The files are converted into the RMX internal format during
the upload process.

This section describes the use of the Sound Recorder utility delivered with
Windows 95/98/2000/ XP.

To define the format settings for audio messages:

The format settings for audio messages need to be set only once. The settings
will then be applied to any new audio messages recorded.

1 Onyour PC, click Start > Programs > Accessories > Entertainment >
Sound Recorder.

The Sound-Sound Recorder dialog box opens.

«}-sound - Sound Records o =] |

File Edit Effects Help

Pozition: Length:

0.00 zec. 0.00 zec.
1

-

2 To define the recording format, click File > Properties.

4| » | m|

The Properties for Sound dialog box opens.
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Click the Convert Now button.

Properties for Sound e |
Details |
|‘E Sound
Copyright: Mo Copyright infarmation
Length: 0.00 zec,
Data Size: 0 bytes

Audio Format; PCH 22.0580 kHz, & Bit, Moko

Farmat Carversion

g: Ta adjust the sound quality or uze less space for

thiz sound. click Corveert Mow.
Convert Mow... |

Choose from:

ak. I Cancel

The Sound Selection dialog box opens.
In the Format field, select PCM.
In the Attributes list, select 16.000 kHz, 16Bit, Mono.

Sound Selection

Mame:

| [untitled] j Save Az...

Farmat: | PCH j
Altributes:

E. o
Cancel

To save this format, click the Save As button.
The Save As dialog box opens.
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Select the location where the format will reside, enter a name and
then click OK.

xd
Save this format as oK I
PCH
I Cancel |

The system returns to the Sound Selection dialog box.
Click OK.
The system returns to the Properties for Sound dialog box.

Click OK.
The system returns to the Sound-Sound Recorder dialog box. You are
now ready to record your voice message.

To record a new audio message:

’

~ Regardless of the recording utility you are using, verify that any new audio
‘ é\'i message recorded adheres to the following format settings: 16.000kHz, 16Bit,

ot Mono.

Make sure that a microphone or a sound input device is connected to
your PC.

1

3

4

On your PC, click Start > Programs > Accessories > Entertainment >
Sound Recorder.

The Sound-Sound Recorder dialog box opens.
Click File > New.

Click the Record button.
The system starts recording.

Start narrating the desired message.

==,  Forall audio IVR messages, stop the recording anytime up to 3 minutes (which
\ ‘ ; is the maximum duration allowed for an IVR voice message). If the message
T exceeds 3 minutes it will be rejected by the RMX unit.

5
6
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Click the Stop Recording button.

Save the recorded message as a wave file, click File > Save As.
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The Save As dialog box opens.

Save in: % Py Documents | = E‘F Ed-

() My eBooks @My Yideos
[CZ)My Ewisaft Web

[C) My IS Files

My Music

E‘My Pictures

[C5)My PSPS Files

() My Received Files

(3 My Skype Pictures

File name: | j
[

Save as type: |Sounds [* wav) Cancel |

|| Format: PCH 16.000 kHz, 16 Bit, Monol Change... |

Verify that the Format reads: PCM 16.000 kHz, 16Bit, Mono. If the
format is correct, continue with step 10. If the format is incorrect, click
the Change button.

The Sound Selection dialog box appears.

Sound Selection

N ame:

R | ovcds. | Remove |

Faormat: |F'EM ﬂ

Atributes: [16.000 kHz, 16 Bit, Mono I kbises |
Cancel

In the Name field, select the name of the format created in step 7 on
page 13-38.

Click OK.

The system returns to the Save As dialog box.

In the Save in field, select the directory where the file will be stored.
In the Save as Type field, select the *.wav file format.

In the File name box, type a name for the message file, and then click
the Save button.
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13 To record additional messages, repeat steps 1 to 10.

‘ To upload your recorded *.wav file to the RMX, see step 6 on page 13-11.

Creating a Welcome Video Slide
The video slide is a still picture that can be created in any graphic
application.

To create a welcome video slide:
1 Using any graphic application, save your image in either *.jpg or
* bmp file format.

2 For optimum quality, verify that the image’s dimensions adhere to
the RMX’s maximum values: Height:1200, Width:1600 pixels.
3 Save your file.

‘ To upload your video slide to the RMX, see step 10 on page 13-30.

: ‘ Y Ifusing a default Polycom slide, the slide’s resolution will be as defined in the
' profile, i.e. SD, HD or CIF. If using a custom slide, the resolution will be CIF.

: ‘ Y Ifthe display of the Welcom slide is cut in the upper area of the screen, change
' the settings of the endpoint’s monitor to People "Streach" instead of "Zoom".
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Default IVR Prompts and Messages

The system is shipped with the following audio prompts and messages:

Table 13-12 Default IVR Messages

Message Type

Message Text

File Name

General Welcome
Message

“Welcome to unified
conferencing.”

General_
Welcome.wav

Chairperson
Identifier Request

“For conference Chairperson
Services, Press the Pound Key.
All other participants please
wait...”

Chairperson_
Identifier.wav

when complete.”

Request “Please enter the Conference Chairperson_
Chairperson Chairperson Password. Press Password.wav
Password the pound key when complete.”
Retry Chairperson | “Invalid chairperson password. Chairperson_
Password Please try again.” Password_
Failure.wav
Request “Please enter the conference Conference_
Password password. Press the pound key | Password.wav

Retry Password

“Invalid conference password.
Please try again.”

Retry_ Conference_
Password.wav

Chairperson

to join the conference.”

Request Digit “Press any key to enter the Request_
conference.” Digit.wav

Request Billing “Please enter the Billing code. Billing_Code

Code Press the pound key when .wav
complete.”

Requires “Please wait for the chairperson | Requires

Chairperson.wav

Chairperson Exit

“The chairperson has left the
conference.”

Chairperson_
Exit.wav

First to Join

“You are the first person to join
the conference.”

First to Join.wav
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Table 13-12 Default IVR Messages (Continued)

Message Type

Message Text

File Name

now unmuted.”

Mute All On “All conference participants are Mute_All_On.wav
now muted.”
Mute All Off “All conference participants are Mute_All_Off.wav

End Time Alert

“The conference is about to
end.”

End_Time_Alert.wav

Change Password | “Press one to change Change_Password_
Menu conference password. Menu.wav

Press two to change

chairperson password.

Press nine to exit the menu.”
Change “Please enter the new Change_
Conference conference password. Press the | Conference_
Password pound key when complete.” Password.wav
Change “Please enter the new Change_
Chairperson chairperson password. Press Chairperson_
Password the pound key when complete.” Password.wav

Confirm Password
Change

“Please re-enter the new
password. Press the pound key
when complete.”

Confirm_ Password_
Change.wav

Successfully

Change Password | “The new password is invalid.” Change_ Password_
Failure Failure.wav
Password “The password has been Password_
Changed successfully changed.” Changed_

Successfully.wav

Self Mute

“You are now muted.”

Self_Mute.wav

Self Unmute

“You are no longer muted.”

Self_Unmute.wav
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Table 13-12 Default IVR Messages (Continued)

Message Type

Message Text

File Name

Chairperson Help
Menu

“The available touch-tone

keypad actions are as follows:

* To exit this menu press any
key.

* To request private
assistance, press star, zero.

* To request operator’'s
assistance for the
conference, press zero,
zero.

e To mute your line, press star,
SiX.

e To unmute your line, press
pound, six.”

Chairperson_
Help_Menu.wav

Participant Help

“The available touch-tone

Participant_Help_

Menu keypad actions are as follows: Menu.wav
¢ To exit this menu press any
key.
* To request private
assistance, press star, zero.
e To mute your line, press star,
SiX.
e To unmute your line, press
pound, six.
* To increase your volume,
press star, nine.
* To decrease your volume,
press pound, nine.
¢ To ask a question, press
star, two, two.
¢ To cancel your question,
press pound, two, two.”
Maximum “The conference is full. You Maximum_
Participants cannot join at this time.” Participants_
Exceeded Exceeded.wav

Roll Call Record

“After the tone, please state your
name.”

Roll_Call_Record

wav
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Table 13-12 Default IVR Messages (Continued)

Message Type

Message Text

File Name

Roll Call Joined “...has joined the conference.” Roll_Call _Joined
.wav

Roll Call Left “...has left the conference.” Roll_Call_Left
.wav

Roll Call Review “The conference participants Roll_Call_

are...” Review.wav

Request “Please enter your conference Request_

Conference NID. Press the pound key when | Conference_NID

NID complete.” .wav

Retry Conference
NID

“Invalid conference NID. Please
try again.”

Retry_Conference_
NID.wav

Secured “The conference is now Conference_Secured
Conference secured.” .wav

Secured “The conference is now in an Conference
Conference unsecured mode” Unsecured.wav
Secured “Conference you are trying to Conference_Locked.
Conference join is locked” wav

Conference “The conference is being Recording_
Recording recorded” in_Progress.wav
Conference “The conference recording has Recording_
Recording failed” Failed.wav
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Volume Control of IVR Messages, Music and

Roll Call

The volume of IVR music, IVR messages and Roll Call is controlled by the

following system flags:
 1VR_MUSIC_VOLUME
e 1VR_MESSAGE_VOLUME

e IVR_ROLL_CALL_VOLUME

To control the volume of IVR music, messages and Roll Call:

» Modify the values of the Systern Flags listed in Table 13-13 by clicking
the menu Setup > System Configuration.

If these flags do not appear in the System Flags list, they must be

manually added.

For more information see "Modifying System Flags” on page 16-5.

Table 13-13 System Flags — IVR Volume Control

Flag

Description

IVR_MUSIC_VOLUME

The volume of the IVR music played
when a single participant is connected to
the conference varies according to the
value of this flag.
Possible value range: 0-10 (Default: 5).
0 — disables playing the music
1 - lowest volume
10 — highest volume

IVR_MESSAGE_VOLUME

The volume of IVR messages varies

according to the value of this flag.

Possible value range: 0-10 (Default: 6).
0 — disables playing the IVR messages
1 - lowest volume

10 — highest volume

Note: Itis not recommended to disable IVR

messages by setting the flag value to 0.
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Table 13-13 System Flags — IVR Volume Control (Continued)

Flag Description

IVR_ROLL_CALL_VOLUME The volume of the Roll Call varies
according to the value of this flag.
Possible value range: 0-10 (Default: 6).

0 — disables playing the Roll Call

1 — lowest volume
10 — highest volume
Note: It is not recommended to disable
the Roll Call by setting the flag value to 0.

‘ The RMX must be restarted for modified flag settings to take effect.
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14

The Call Detail Record
(CDR) Utility

The Call Detail Record (CDR) utility enables you to view summary
information about conferences, and retrieve full conference information
and archive it to a file. The file can be used to produce reports or can be

exported to external billing programs.

= The value of the fields that support Unicode values, such as the info fields, will
) ’ be stored in the CDR file in UTF8. The application that reads the CDR must
' support Unicode.

The Polycom RMX can store details of up to 2000 (RMX 2000) or 4000
(RMX 4000) conferences. When this number is exceeded, the system
overwrites conferences, starting with the earliest conference. To save the
conferences’ information, their data must be retrieved and archived. The
frequency with which the archiving should be performed depends on the
volume of conferences run by the MCU.

the RMX displays Active Alarms before overwriting the older files,
enabling the users to backup the older files before they are deleted.

The display of Active Alarms is controlled by the
ENABLE_CYCLIC_FILE_SYSTEM_ALARMS System Flag.

If the ENABLE_CYCLIC_FILE_SYSTEM_ALARMS is set to YES (default
setting when JITC_MODE System Flag is set to YES) and a Cyclic File
reaches a file storage capacity limit, an Active Alarm is created: “Backup
of CDR files is required”.

Each conference is a separate record in the MCU memory. Each
conference is archived as a separate file. Each conference CDR file
contains general information about the conference, such as the conference
name, ID, start time and duration, as well as information about events
occurring during the conference, such as adding a new participant,
disconnecting a participant or extending the length of the conference.
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The CDR File

CDR File Formats

The conference CDR records can be retrieved and archived in the
following two formats:

*  Unformatted data - Unformatted CDR files contain multiple records
in “raw data” format. The first record in each file contains general
conference data. The remaining records contain event data, one
record for each event. Each record contains field values separated by
commas. This data can be transferred to an external program such as

Microsoft Excel’ for billing purposes.
The following is a sample of an unformatted CDR file:

I TestConf-838343740_c100.cdr - Notepad _ ol x|

Conference

File Edit Format Wiew Help

summary record

Eventcode —

675, TestConf-838343740,110,25.07.2006,21:55:22,0L:00:00,25.07. 2006 21:55:22,00:01:04,2,c100,0 &
, 0, 0 01,25.07.2006,21: 55 22 0,0,1,6,0,255,3, 255 255,255,0,0,0;

2001,25.07.2006,21:55:22,0, 0,0, 3200, 5,0,255,1,0,.0,0,,0,0,0,0, 0 65535, 65535,1,65535, 65535, 6553

5,65535,32, service, 0,,15,0,0,0- 03001, 25. 07, 2006, 21:55:22, 0,0, 0,050
35.07.2006,21:55:22,0,; 05001, 25, 07, 2006, 21:55:22,0, 61647, 1,0y, 10

101, ?5 07, 2006, 21 55:28, 0 POLYCOM, TestParty—1904020434 0 0,0,255,0,pefault IP

7ce,0,0,0,,0,0,1,3;u
2101,25.07.2006,21:55:28,0,2,,0,255,5,0,1,,4294067205,0,1720, 8, TestParty-1204020434; 0

101,25.07.2006,21:55:29, 0, POLYCOM, TestParty-1471911551,1,0,0,255, 0, pefault IP
service,0,0,0,,0,0,1,3;0

Event records —

2101,25.07.2006,21:55:29,0,2,,0,255,5,0,1,,4204067205,0,1720, 8, TestParty-1471911551; 0
10, 25.07. 2006, 2155: 30 0 POLYCOM, TestParty-932240319,2,0,0,255, 0, Default IP

Service,0,0,0,,0,0,1,3;

2101,25. 07 2006 21: 55 30 0,2,,0,255,5,0,1,,4294967295,0,1720, 8, TestParty-932240319; 0
101, 25.07. 2006, 21:55: 30,0,poucom TastPirty-1111630138,3,0,0,255, 0, befault IP
Servwce 0,0,0,,0,0,1,3;

2101,25. 07. 2006 21i55: 30 0,2,,0,255,5,0,1,,4204067205,0,1720,8, TestParty-1111630138; 0
101, 25.07. 2006, 21:55: 31,0,P0|_Yc0M TestParty-1986416118,4,0, 0,255, 0, befallt IP
Servwce 0,0,0,,0,0,1,3;

2101,25. 07. 2006 211552 31 0,2,,0,255,5,0,1,,4204067205,0,1720, 8, Testrarty-1586416118; 0
101, 35.07. 2008, 51%55: 31 0 POLYCOM TestParty 554021264,5,0,0, 255 0, pefault IP

Servwce 0,0,0,,0,0,1,3;

2101,25. 07 2006 21 55 31 0,2,,0,255,5,0,1,,4204067205,0,1720, 8, TestParty-6545921264; 0
101, 25 Q7. 2006, 21 55132, 0 POLYCOM, TRSTParty-670304466,6,0,0, 255 0, pefault IP
seryice,0,0,0,,0,0,1,3;

2101,25. 07 2006 21 55 32 0,2,,0,255,5,0,1,,42040672095,0,1720, 8, TestParty-670304466; 0

1oL, 25 Q7. 2004, 21 55:33, 0 POLYCOM, TESTParty-147079156,7,0,0, 255 0,pefault IP -:J
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Figure 14-1 Unformatted CDR File

*  Formatted text - Formatted CDR files contain multiple sections. The
first section in each file contains general conference data. The
remaining sections contain event data, one section for each event.
Each field value appears in a separate line, together with its name.
This data can be used to generate a summary report for a conference

The field names and values in the formatted file will appear in the language

being used for the RMX Web Client user interface at the time when the CDR
information is retrieved.
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The following is an example of a formatted CDR file:

P TestConf-838343740_c100.txt - Notepad _ O] x|
File Edit Format Wiew Help

File wersion: &75 a
Conference Mame: TestConf-838343740
Internal Conference ID: 110

General conference reserved Duration: O1:00:00
section Actual start Time: 25.07.2006,21:55:22
Aactual Duration: 00:01:04

Status: Cause User Terminate
File Mame: clo0

GMT offset: O

|__leile retrieved: True

Event heading ———lconrFERENCE START
25.07,2006,21:55:22

Dial-out Mmanually: False

AUTO Terminate: True

Line Rate: 384 kbps

Audio algorithm: auto

video Session: Continuous Presence
video Format: auto

CIF Frame Rate: auto

QCIF Frame Rate: auto

Event section

COMFERENCE START CONTIMUE 1

25.07.2006,21:55:22

ENtry Tone: OFF

Exit Tone: OFF

End Time alert Tone: OFF ;I

Figure 14-2 Formatted CDR File

CDR File Contents

The general conference section or record contains information such as the
Routing Name and ID, and the conference starting date and time.

The event sections or records contain an event type heading or event type
code, followed by event data. For example, an event type may be that a
participant connects to the conference, and the event data will list the date
and time the participant connects to the conference, the participant name
and ID, and the participant capabilities used to connect to the conference.
To enable compatibility for applications that written for the MGC family,
the Polycom RMX CDR file structure is based on the MGC CDR file
structure.
The unformatted and formatted text files contain basically the same
information. The following differences should be noted between the
contents of the unformatted and formatted text files:
* Inmany cases a formatted text file field contains a textual value,
whereas the equivalent unformatted file field contains a numeric
value that represents the textual value.
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*  For reading clarity, in a few instances, a single field in the

unformatted file is converted to multiple fields in the formatted text
file, and in other cases, multiple fields in the unformatted file are
combined into one field in the formatted file.

*  To enable compatibility between MGC CDR files and RMX CDR files,

the unformatted file contains fields that were applicable to the MGC
MCUs, but are not supported by the RMX MCUs. These fields are
omitted from the formatted text file.

Appendix C: "CDR Fields - Unformatted File” on page C-1, contains a full list of
the events, fields and values that appear in the unformatted file. This appendix
can be referred to for information regarding the contents of fields in the

unformatted text file, but does not reflect the exact contents of the formatted text
file.
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Viewing, Retrieving and Archiving Conference

Information

Viewing the Conference Records

To open the CDR utility:

On the RMX menu, click Administration > CDR.
The CDR List pane opens, displaying a list of the conference CDR
records stored in the MCU memory.

4

5

[Display Name ¥]start * 7| Duration | Reserved Start Time ]| Reserved Duration V| Status

V| File Retrieved

Aviv Eisenb 171001
Default_EQ( 1001
Aviv Eisenb 10010
Default_EQ( 1001
Aviv Eisenb 10010
Default_EQ( 1001

Bob Baugh 117 naw
Default_EQ( W00 OT'
Holly Dowd 00w OT°

00:02:58
00:59:55
00:07:07
00:59:55
00:01:17
00:59:55
00:18:01
00:59:55
00:01:14

18 2009 X1 19 Mo O
18 2009 X1 18 QO O
16 2009 X1 18 QO O
16 2009 X1 18 QO O
13 2009 X1 18 QOO
13 2009 X1 18 QOO
00:3 2009 TP 17 NJw
2009 X1 16 W O

2009 X1 16 W O

02:00:00
01:00:00
02:00:00
01:00:00
02:00:00
01:00:00
02:00:00
01:00:00
02:00:00

The following fields are displayed:

Table 14-1 Conference Record Fields

Conference automatically
Conference terminatedw
Conference autormnatically
Conference terminatedw
Conference autormnatically
Conference terminatedw
Conference autormnatically
Conference terminatedw

Conference autormnatically

Yes
Yes
Yes
Yes
Yes
Yes
No
No
No

Field

Description

Display Name

The Display Name of the conference and an icon
indicating whether or not the CDR record has been
retrieved and saved to a formatted text file.

The following icons are used:

The CDR record has not been saved.

The CDR record has been saved.

Start Time

The actual time the conference started.

Duration

The actual conference duration.
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Table 14-1 Conference Record Fields (Continued)

Field Description

Reserved Duration | The time the conference was scheduled to last.
Discrepancy between the scheduled and the actual
duration may indicate that the conference duration
was prolonged or shortened.

Status The conference status. The following values may be
displayed:

* Ongoing Conference

* Terminated by User

* Terminated when end time passed

* Automatically terminated when conference
was empty — The conference ended
automatically because no participants joined the
conference for a predefined time period, or all
the participants disconnected from the
conference and the conference was empty for a
predefined time period.

e Conference never became ongoing due to a
problem

* Unknown error

Note: If the conference was terminated by an MCU

reset, the status Ongoing Conference will be
displayed.

File Retrieved Indicates whether the conference record was
retrieved to a formatted text file. (Yes/No)

Refreshing the CDR List

To refresh the CDR list:

» Click the Refresh |¥| button, or right-click on any record and then
select Refresh.
Updated conference CDR records are retrieved from the MCU
memory.
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Retrieving and Archiving Conference CDR Records

To retrieve and archive CDR records:

1

To retrieve a single CDR record, right-click the record to retrieve and
then select the required format (as detailed in Table 14-2).
Alternatively, select the record to retrieve, and then click the
appropriate button on the toolbar (as detailed in Table 14-2).

To retrieve multiple CDR records simultaneously, use standard
Windows multi-selection methods.

Table 14-2 Conference Information Retrieval Options

Menu Option Button Action
Retrieve Ea Retrieves the conference information as

unformatted data into a file whose
extension is .cdr.

Retrieve e Retrieves the conference information as
Formatted XML L formatted text into a file whose
extension is .xml.

Note: Viewed when logged in as
SUPPORT, SUPPORT

Retrieves the conference information as
formatted text into a file whose
extension is .txt.

Retrieve
Formatted

The Retrieve dialog box opens.
The dialog box displays the names of the destination CDR files.

Select the destination folder for the CDR files and then click OK.

If the destination file already exists, you will be asked if you want to
overwrite the file or specify a new name for the destination file.
The files are saved to the selected folder.
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Gateway Calls

Call Flows

The RMX can be used as a gateway that provides connectivity across

different physical networks and translates multiple protocols for point-
to-point rich media communications.

The RMX supports the widest range of video and audio algorithms. It
allows sites with different frame rates, connection speeds, audio
algorithms, video resolutions and network protocols to transparently
connect with one another. It also enables multipoint conference creation
from an endpoint.

A special conference acting as a Gateway Session is created on the RMX. It
includes one dial-in connection of the endpoint initiating the Gateway
Session and one or several dial-out connections to endpoints. It provides
connectivity between the various protocols: H.323, SIP, ISDN and PSTN.

To enable the gateway functionality a special Gateway Profile is defined
on the RMX.

Two calling methods are available:
*  Direct (IP participants)
*  Via Gateway IVR (IP and ISDN/PSTN participants)

Direct Dialing
This calling method is available to IP participants only and is the
recommended method.

The calling endpoint enters the dialing string that includes the access
numbers to the RMX Gateway Profile and the number of the destination
endpoint. Up to 10 destination numbers can be entered in one string.

The call connects to the RMX Gateway Profile and a Gateway Session is
created. The dial-in participant is automatically connected to it.
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During the connection phase, the number being dialed is displayed on the
screen of the calling endpoint.

If the call is not answered or it cannot be completed using one
communication protocol, the system will try to connect the endpoint
using the next communication protocol according to the selected
protocols in the following order: H.323, SIP and ISDN. PSTN numbers are
identified separately and are dialed immediately without trying other
connections.

If the call is busy, the system will not try to connect the endpoint using
another protocol.

If the call is not completed after trying all possible protocols, the system
displays the number that was dialed on the calling endpoint’s screen and
the reason for not completing the call. For details, see "Connection
Indications” on page 15-9.

When the call is connected, a new Gateway Session is created and added to
the ongoing Conferences list.

Dialing from H.323 Endpoints

Gatekeeper
MCU Prefix: 91

Dialing: 912000°3456

Dialing: 912000°34569251244

y SIP Endpoint
H.323 Endpoint Dialine: Alias: 3456

i
91200073456"9251244°°9251234

ISDN Endpoint
Dial number: 92514444

RMX 2000
Gateway Profile ID: 2000

»

PSTN Endpaint

Dial number: 92512345

Figure 15-1Dialing String and Call Flow from H.323 Endpoint to One, Two or
Three Endpoints
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The calling endpoints can dial to one, two or several endpoints (up to ten)
in one dialing string. The dialing string includes the following
components:

[MCU prefix in GK] - the prefix with which the RMX is registered to
the gatekeeper.

[GW Profile 1D]- The ID of the Gateway Profile to be used for routing
the call to the destination endpoint or DMA, as defined in the RMX
Gateway Profiles. It includes the parameters of the call to the destination.
* - to indicate H.323, SIP or ISDN connection protocol to the destination
endpoint (followed by the appropriate destination number). Placing this
delimiter before the destination number causes the system to try to
connect the endpoint using H.323 first, then SIP and lastly ISDN
according to the selected protocols.

** - to indicate a PSTN connection to the destination endpoint (followed
by the appropriate destination number).

[Destination number] - the destination number as alias, [Pv4 address
or ISDN/PSTN number.

The dialing string:

[MCU prefix in GK][GW Profile ID]*[Destination Number,
first participant]*[Destination Number, second
participant]**[Destination number]...... *[Destination
Number, tenth participant]

For example, If the MCU Prefix in the GK is 91 and the GW Profile ID is
2000, and the destination number is 3456 (SIP) enter: 912000*3456.

To invite two participants: SIP: 3456 and ISDN: 9251444, enter:
912000%3456*9251444.

To invite two participants: SIP: 3456 and a PSTN participant whose
number is 9251234, enter: 912000*3456**9251234.
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Dialing from SIP Endpoints

SIP Proxy

Dialing:
912000734 56@sernvice. polycom.com
Dialing:
91 2000‘3456‘9251244@servic9.polﬁm.cnm

S H. 323 Endpoint
7 Alias: 3456

Dialing:
SIP Endpoint ©§12000°3456°9251244°°9251234

[@service.polycom.com

ISDN Endpoint
Dial number: 92514444

RMX 2000
Gateway Profile |D: 2000

»

PSTN Endpoint

Dial number: 92512345

Figure 15-2Dialing String and Call Flow from SIP Endpoint to One, Two or Three
Endpoints

The calling endpoints can dial to one, two or several endpoints (up to ten)
in one dialing string. The dialing string includes the following
components:

[MCU Prefix in SIP Proxy] - The prefix with which the RMX is
registered to the SIP Proxy. This component is optional and is not
required in most cases.

[GW Profile 1D]- The ID of the Gateway Profile to be used for routing
the call to the destination endpoint or DMA, as defined in the RMX
Gateway Profiles. It includes the parameters of the call to the destination.

* - to indicate H.323, SIP or ISDN connection protocol to the destination
endpoint (followed by the appropriate destination number). Placing this
delimiter before the destination number causes the system to try to
connect the endpoint using H.323 first, then SIP and lastly ISDN
according to the selected protocols.

** - to indicate a PSTN connection to the destination endpoint (followed
by the appropriate destination number).

[Destination number] - the destination number as alias, [Pv4 address
or ISDN/PSTN number.
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[@domain name] - the RMX domain name as registered to the SIP Proxy
The dialing string:

[GW Profile ID]*[Destination Number, first
participant]*[Destination Number, second
participant]**[destination number]...... *[Destination
Number, tenth participant]@domain name

Optional:

[GW Profile ID]*[Destination Number, first
participant]*[Destination Number, second
participant]**[destination number]...... *[Destination
Number, tenth participant]@IP address of the RMX
signaling host

Optional:

[MCU prefix in SIP Proxy][GW Profile ID]*[Destination
Number, first participant]*[Destination Number, second
participant]**[destination number]...... *[Destination
Number, tenth participant]@domain name

For example, if the GW Profile ID is 2000, the domain name is
service.polycom.com, and the destination number is 3456, enter:
2000*3456@service.polycom.com.

If using the IP address of the RMX signaling host (for example,
172.22.188.22) instead of the domain name enter:
2000*3456@172.22.188.22.

To invite two participants IP: 3456 and ISDN: 9251444, enter:
2000*3456*9251444@service.polycom.com.

To invite two participants IP: 3456 and PSTN: 9251234, enter:
912000*3456**9251234@service.polycom.com.

Gateway IVR

The calling method for ISDN and PSTN endpoints that can also be used
by IP endpoints when the destination dialing string includes the address
of the MCU only.

The calling endpoint enters the dialing string that includes the access
number to the RMX Gateway Profile.

The endpoint connects to the RMX and is welcomed by the IVR Welcome
slide and message: “Please enter the destination number” followed by the
dial tone.
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Using the endpoint’s DTMF input device such as remote control, the
participant enters the number of the destination endpoint followed by the
# key. Only one number can be dialed.

While the system dials to the destination endpoints, the participant hears
the dialing rings. During the connection phase, the number being dialed is
displayed on the screen of the calling endpoint.

If the call is not answered or it cannot be completed using one
communication protocol, the system will try to connect the endpoint
using the next communication protocol according to the selected
protocols in the following order: H.323, SIP and ISDN. PSTN numbers are
identified separately and are dialed immediately without trying other
connections.

If the endpoint is busy, the system will not try to connect the endpoint
using another protocol.

If the call is not completed after trying all possible protocols, the system
displays the number that was dialed on the calling endpoint’s screen and
the reason for not completing the call. For details, see "Connection
Indications” on page 15-9.

Dialing from ISDN/PSTN Endpoints

“Please Enter the
Destination ID"

Gateway

Dialing: (212)5705555 Sassion

:>

Enters 3456

H.323 Endpoint
ISDN Endpoint Mlias: 3456

RMX 2000

Gateway Profile ID: 2000
Dial-in Number- 5705555

Figure 15-3Dialing String and Call Flow from ISDN Endpoint to IP Endpoint

[GW Profile ISDN/PSTN number] - the dial-in number assigned to
the Gateway Profile, including the required country and area codes.

For example, if the dial-in number assigned to the Gateway Profile is
5705555, enter this number with the appropriate area code: 2125705555.
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Once the participant is connected to the Gateway Profile and hears the IVR
message requesting the destination number, using the DTMF input
keypad, the participant enters the number of the destination endpoint
followed by the # key. For example, enter 3456# for IP endpoint.

To enter an IP address as the destination number, replace the periods (.)
with asterisks (*) in the format n*n*n*n followed by the # key. For
example, if the IP address is 172.22.188.22, enter 172*22*188*22#.

Dialing from H.323 Endpoints

Gatekeeper
MCU Prefix: 81

Dialing: 812000 %

. “Please Enter the
H.323 Endpoint ﬂ Destination 10"

Gateway
Session

Enters 9253456

ISDN Endpaint
Dial Number: 9253456
RMX 2000

Gateway Profile 1D: 2000

Figure 15-4Dialing String and Call Flow from IP Endpoint to ISDN Endpoint

[MCU prefix in GK] - the prefix with which the RMX is registered to
the gatekeeper.

[GW Profile 1D] - The ID of the Gateway Profile to be used for the
gateway call and the IVR message.

The dialing string format is:

[MCU prefix in GK][GW Profile ID]

For example, if the MCU Prefix in the GK is 91 and the GW Profile ID is
2000 enter: 912000.

Once the participant is connected to the Gateway Profile and hears the IVR
message requesting the destination number, using the DTMF input
keypad, the participant enters the number of the destination endpoint
followed by the # key. PSTN numbers are identified by an * before the
number.
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For example, enter 3456# for IP endpoint, or 9253456# for ISDN, or
*9253456# for PSTN phone.

To enter an IP address as the destination number, replace the periods (.)
with asterisks (*) in the format n*n*n*n followed by the # key. For
example, if the IP address is 172.22.188.22, enter 172*22*188*22#.

Dialing from SIP Endpoints
Optional. [MCU prefix in SIP Proxy] - the prefix with which the
RMX is registered to the gatekeeper.

[GW Profile 1D] - The ID of the Gateway Profile to be used for the
gateway call and the IVR message.

[@domain name] - the RMX domain name as registered to the SIP
Proxy.

The dialing string:

[GW Profile ID]J@domain name

Optional:

[GW Profile ID]@IP address of the RMX signaling host
Optional:

[MCU prefix in SIP proxy][GW Profile ID]@domain name
Once the participant is connected to the Gateway Profile and hears the IVR
message requesting the destination number, using the DTMF input
keypad, the participant enters the number of the destination endpoint

followed by the # key. PSTN numbers are identified by an * before the
number.

For example, enter 3456# for IP endpoint, or 9253456# for ISDN, or
*9253456# for PSTN phone.

To enter an IP address as the destination number, replace the periods (.)
with asterisks (*) in the format n*n*n*n followed by the # key. For
example, if the IP address is 172.22.188.22, enter 172*22*188*22#.

Interoperability with CMA

The RMX does not register to the gatekeeper as a Gateway, therefore it is
recommended to create and use the CMA Dialing Rules to enable the CMA
Dial One Method.
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When the caller enters the Dial One digit as the destination number prefix,
the CMA replaces this digit with the MCU prefix in the Gatekeeper and
the ID of the Gateway Profile. For example, the calling participant can
enter 99251444, where 9 is the digit that is used as the MCU prefix
registered in gatekeeper and is replaced by the gatekeeper with * and the
Gateway Profile ID (for example, *2000) as defined in the Dialing Rule.
For more details on Dialing Rules definition in the CMA, see the Polycom
CMA System Operations Guide, “Dial Rule Operations”.

Connection Indications

During the connection process to the other endpoints, the system displays

on the calling participant’s screen the called number and the connection

status.

A Maximum of 32 characters can be displayed for connection indications.

If the displayed information is longer than 32 characters the text is

truncated.

If the system dials out to only one destination endpoint, the dialed

number is not shown, only the connection status.

If the destination endpoint is ISDN, the system displays the connection

progress in percentages, where the percentages represent various stages

in the connection process as follows:

*  Up to 60% the connection of the ISDN channels (up to 30 channels
can be connected when E1 is used for the connection).

* 60% - 80% BONDING stage

*  80% -90% Capability exchange stage

*  90% - 99% Media connection stage

Once the call is completed, the indications are cleared.

If the call is not completed after trying all possible protocols, the system

displays the number that was dialed on the calling endpoint’s screen and

one of the following causes:

*  Busy - the far endpoint is in another call. In such a case, the system
does not try to connect using another communication protocol.

*  Rejected - the far endpoint has rejected the call. In such a case, the
system will try to connect using another communication protocol.
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Unreached - the number could not be resolved by the gatekeeper or
the SIP proxy or could not be found on the network. In such a case,
the system will try to connect using another communication protocol.

Failed - any reason causing the system not to complete the connection
process. In such a case, the system will try to connect using another
communication protocol.

You can hide the connection indications by changing the system
configuration. For more details, see "Displaying the Connection Information -
System Configuration” on page 15-21.

Gateway Functionality

15-10

The following features and capabilities are supported in gateway calls:

Gateway Sessions are in CP mode only.

If High Definition Video Switching is selected in the Profile assigned
to the Gateway Session, the system ignores this setting and will run the
Gateway Session in CP mode.

H.239 Content
FECC (IP participants)

Recording. The Recording Link is not considered as a participant and
therefore, the gateway session will automatically end when only one
of the participants remains connected in addition to the recording
link. The video of the Recording Link is not included in the display of
the video of the gateway call.

Forwarding of DTMF codes from the Gateway Session to a conference
running on another gateway, MCU or DMA. This enables the
participant to enter the required conference and/or chairperson
password when connecting to another conference.

DTMF forwarding is enabled when there are only two participants
connected to the Gateway Session.

Up to 80 gateway calls (same as conferences) may be run on a fully
configured RMX 2000/4000.

Gateway Profiles are included in the Backup and Restore Configuration
operations.

CDR files are generated for Gateway Sessions in the same way as for
conferences.
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Cascading. To support cascading, the gateway indicates a lower
number than the MCU for master-slave relation (directly or through
DMA).

Gateway calls are supported in Microsoft and Avaya environments.
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Configuring the Gateway Components on the RMX

To enable gateway calls in the RMX, the following components have to be
configured:

*  Conference IVR Service to be used with the Conference Profile assigned
to the Gateway Profile. The IVR Services are used for Gateway IVR
connections.

*  Conference Profile that includes the IVR Service for the Gateway
Session and the settings to automatically terminate the Gateway
Session: when one participant is still connected or when no
participants are connected

*  Gateway Profile for call routing.

Defining the IVR Service for Gateway Calls

The system is shipped with a default Conference IVR Services for gateway
calls named GW IVR Service that enables you to run gateway calls
without defining a new Conference IVR Service. This IVR Service includes
the following settings:

*  Welcome slide and message - disabled
*  Conference and Chairperson Passwords - disabled

*  General Messages - all messages including the gateway messages and
dial tones are selected

*  Roll Call - disabled
*  Video Services - Click& View - enabled
e Video Services - Video Welcome Slide - Default GW_Welcom_Slide
*  Operator Assistance - disabled
You can define a new Conference IVR Service to be used for gateway calls.
This Conference IVR Service will be assigned to the appropriate Gateway
Profile.
To define a new Conference IVR Service for gateway calls:
1 Inthe RMX Management pane, expand the Rarely Used list and click
the IVR Services () entry.
The list pane displays the Conference IVR Services list.
2 On the IVR Services toolbar, click the New Conference IVR Service
(=g) button.
The New Conference IVR Service - Global dialog box opens.
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In the Conference IVR Service Name field, enter a name that will
identify this service as a gateway IVR service.

Define the IVR Service Global parameters (it is recommended to use
the system defaults). For more details, see RMX 2000 Administrator’s
Guide, "Conference IVR Service Properties - Global Parameters” on

page 13-9.

When defining a gateway IVR Service, the following options should
remain disabled:

— Welcome Messages (in the Conference IVR Service - Welcome
dialog box).

— Chairperson Messages (in the Conference IVR Service - Conference
Chairperson dialog box).

— Password Messages (in the Conference IVR Service - Conference
Password dialog box)

Click the General tab.

The General dialog box lists messages that are played during the
conference. These messages are played when participants or the
conference chairperson perform various operations or when a change
occurs.

To assign the appropriate audio file to the message type, click the
appropriate table entry, in the Message File column. A drop-down list
is enabled.

From the list, select the audio file to be assigned to the event/
indication.

Repeat steps 7 and 8 to select the audio files for the required
messages.
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10 For a gateway IVR Service, select the audio file for the following

message types:

Gnference IVR SErvice Propertes.

Global
Welcome
Conference Chairperson

Conference Password

Conference IVR Service Name:

Conference VR Service

General

Roll Call Name

Message File 2]

Video Services

DTMF Codes

VoV v v v vy vy

Operator Assistance

Maximumn number of participants Max_Participants_Exceeded.wav
Recording In Progress
Recording Failed

Canference is Secured

Conference is Unsecured

Recording_in_Progress wav
Recording_Failed.wav
Conference_Secureduay

Conference_Unsecured.wav

&

Dial Tone

feTocked Conference_L
Enter Destination 1D

Incorrect Destination 1D )

Ringing Tone
~

1

Table 15-1 Conference IVR Service Properties - Gateway General Voice

Messages
Message Type Description
Enter Destination Prompts the calling participant for the destination
ID number. Default message prompts the participant
for the conference ID (same message as in the
Entry Queue IVR Service).
Incorrect If the participant entered an incorrect conference ID

Destination ID

(in gateway calls it is the destination number),
requests the participant to enter the number again.

Dial Tone

The tone that will be played to indicate a dialing
tone, to let the calling participant enter the
destination number.

Ringing Tone

The tone that will be played to indicate that the
system is calling the destination number.

11 When defining a gateway IVR Service, it is recommended that the
Roll Call option remains disabled.

12

15-14

Click the Video Services tab.
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The New Conference IVR Service - Video Services dialog box opens.

13 Define the following parameters:

Table 15-2 New Conference IVR Service Properties - Video Services

Parameters
Video o
Services Description
Click&View Select this option to enable endpoints to run the
Click&View application that enables participants to
select a video layout from their endpoint.
Video Select the video slide file to be displayed when

Welcome Slide

participants connect to the conference. To view any

slide, click the Preview Slide (£27) button.

If the video slide file was not uploaded to the MCU prior
to the IVR Service definition, click the Add Slide button.
The Install File dialog box opens. The uploading
process is similar to the uploading of audio files. For
more information, see step 6 on page 13-7 in the RMX
2000 Administrator’s Guide.

Notes:

* When using one of the default Polycom slides, the
slide will be displayed in the resolution defined in the
profile, i.e. CIF, SD, HD 720p or HD 1080p. When
using a custom slide, it will be displayed in the only
in CIF resolution.

* When defining a gateway IVR Service, the

recommended default slide is:
Default_GW_Welcome_Slide.

14 Click the DTMF Codes tab.
The New Conference IVR Service - DTMF Codes dialog box opens.

15 If required, modify the DTMF codes or permissions. For more details,
see RMX 2000 Administrator’s Guide, "New Conference IVR Service
Properties - DTMF Codes” on page 13-24.

16 Click the Operator Assistance tab.

17 If Operator Assistance will not be available to participants, clear the
Enable Operator Assistance option, which is automatically selected

to disable it.
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18 Click OK to complete the IVR Service definition.
The new Conference IVR Service is added to the IVR Services list.

Defining the Conference Profile for Gateway Calls

The Conference Profile that will be later assigned to the Gateway Profile
determine the parameters of the gateway call, such as the line rate and
video resolution and if to automatically terminate the gateway session
when one participant or no participants are connected to the Gateway
Session.

To define a Conference Profile for Gateway Sessions:

1 Inthe RMX Management pane, click Conference Profiles.

2 In the Conference Profiles pane, click the New Profile button.
The New Profile - General dialog box opens.

3  Define the Profile name and select the line rate for the gateway
session.

4 Click the Advanced tab.
The New Profile - Advanced dialog box opens.

I

3 General

5 Advanced Display Mame:
5 Video Quality
5 Video Settings

5 skins
3 IVR
> Recording I~ Encryption
[ LPR

[ Auto Terminate

Before First Joins: 10 = vinutes
At the End: 1 = winutes

" after last participant quits

@ wihen last participant remains

[ Echo Suppression

[ Keyboard Noise Suppression
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5 Define the required settings for Encryption and LPR.

6  Set the Auto Terminate - At the End option to When Last Participant
Remains ensuring that the gateway call will end when only one
participant is connected. For more details, see Table 1-5, “New Profile -
Advanced Parameters,” on page 1-11.

7 Define the remaining Profile parameters as described in "Defining
Profiles” on page 1-8.

Defining the Gateway Profile

A Gateway Profile is a conferencing entity, based on the Conference
Profile assigned to it, that enables endpoints to dial-in and initiate Gateway
Sessions. The system is shipped with a default Gateway Profile, named
Default_GW_Session.

When an endpoint calls the Gateway Profile, a new Gateway Session is
automatically created based on the Profile parameters, and the endpoint
joins the gateway call which can also be a multipoint conference if more
than two participants are connected to the conference.

The Gateway Profile defines the parameters of the gateway call that are
taken from the Conference Profile assigned to it, such as line rate,

resolution, the IVR Service to be used and the dial-in numbers.

Up to 1000 Gateway Profiles, Entry Queues, IP Factories and Meeting Rooms
can be defined in the RMX (they are all part of one repository whose size is
1000 entries).

To define a new Gateway Profile:
1 Inthe RMX Management - Rarely Used pane, click Gateway Profiles

s
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In the Gateway Profiles list pane, click the New Gateway Profile a
button.
The New Gateway Profile dialog box opens.

New Gateway Profile =

Bisplls Ry [sUPPORT_1555e36507
Routing Marne:
Conference Profile: Factory Video Profile 2
ID:

H.323 SIP H.320 PETH
Gateway dial out protocals: 2 1~ v =2

™ Enable ISDN/PSTN Access

ISDN/PSTH Network Service: [Default Service] | -
Dial-in Number (1);
Dial-in Nurnber (2}

Define the following parameters:

Table 15-3 New Gateway Profile Properties

Option Description

Display Name Enter a unique-per-MCU name for the Gateway

Profile in native language character sets to be

displayed in the RMX Web Client.

The system automatically generates an ASCII name

for the Display Name field that can be modified using

Unicode encoding.

* English text uses ASCII encoding and can contain
the most characters (Maximum length in ASCII is
80 characters).

* European and Latin text length is approximately
half the length of the maximum.

* Asian text length is approximately one third of the
length of the maximum.

The maximum length also varies according to the

mixture of Unicode and ASCII.
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Table 15-3 New Gateway Profile Properties (Continued)

Option

Description

Routing Name

The Routing Name is defined by the user, however if

no Routing Name is entered, the system will

automatically assign a new name when the Profile is

saved as follows:

e Ifan all ASCII text is entered in Display Name, it is
used also as the Routing Name.

* If any combination of Unicode and ASCII text (or
full Unicode text) is entered in Display Name, the
ID (such as Conference ID) is used as the Routing
Name.

Conference
Profile

The default Conference Profile is selected by default.
If required, select the appropriate Profile from the list
of Profiles defined in the MCU.

Note: In the Conference Profile - Advance dialog box,
the Auto Terminate option enables you to
automatically terminate the Gateway Session when
one participant remains connected (excluding the
Recording Link).

A new Gateway Session is created using the
parameters defined in the Profile.

Enter a unique number identifying this conferencing
entity for dial in. Default string length is 4 digits.

If you do not manually assign the 1D, the MCU assigns
one after the completion of the definition. The ID
String Length is defined by the flag
NUMERIC_CONF_ID_LEN in the System
Configuration.
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Table 15-3 New Gateway Profile Properties (Continued)

Option

Description

Gateway dial-out
Protocol

Select the communication protocols to be used for
dialing out to the destination participant(s).

The system starts by connecting the participant using
the first selected protocol. If the call is not answered or
it cannot be completed using one communication
protocol, the system will try to connect the endpoint
using the next communication protocol in the following
order: H.323, SIP and ISDN. PSTN numbers are
identified separately and are dialed right away without
trying other connections.

By default, all protocols (H.323, SIP, ISDN and PSTN)
are selected. Clear the protocol that should not be
used for connecting the destination endpoint.

Enable ISDN/
PSTN Dial-in

Select this check box to allocate dial-in numbers for
ISDN/PSTN connections.

To define the first dial-in number using the default
ISDN/PSTN Network Service, leave the default
selection. When the Entry Queue is saved on the
MCU, the dial-in number will be automatically
assigned to the Entry Queue. This number is taken
from the dial-in numbers range in the default ISDN/
PSTN Network Service.

Note: Even if ISDN/PSTN is disabled for dial-in, if an
ISDN/PSTN Network Service is defined in the system,
and ISDN and/or PSTN are enabled for dialed out, the
system will used the default ISDN Network Service for
dialing out to the target number.

ISDN/PSTN
Network Service

The default Network Service is automatically selected.
To select a different ISDN/PSTN Network Service in
the service list, select the name of the Network
Service.

Dial-in Number

1)

Leave this field blank to let the system automatically
assign a number from the selected ISDN/PSTN
Network Service. To manually define a dial-in number,
enter a required number from the dial-in number
range defined for the selected Network Service.
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Table 15-3 New Gateway Profile Properties (Continued)

Option Description

Dial-in Number By default, the second dial-in number is not defined.
2) To define a second-dial-in number, enter a required
number from the dial-in number range defined for the
selected Network Service.

4 Click OK.
The new Gateway Profile is added to the list.

Displaying the Connection Information - System
Configuration

You can hide the connection indications displayed on the participant’s
screen during the connection phase by changing the system configuration
and manually adding and setting the system flag
DISABLE_GW_OVERLAY_INDICATION to YES in the
MCMS_PARAMETERS_USER tab.

By default, this flag is set to NO and all connection indications are
displayed.

For more details about adding and modifying system flags, see RMX 2000
Administrator’s Guide, "Manually Adding and Deleting System Flags” on
page 16-17.
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Monitoring Ongoing Gateway Sessions

15-22

(<o)

Ongoing Gateway Sessions that are created when calling the Gateway
Profile, are listed in the ongoing Conferences list pane.

“ONTETENCES

(G K LE el e G B R 0 @ = @ 5 e
Disglay Name | Status 10 [ start Tim|End Time | Internal 1] Dial-in_ [Name [status [rate Tie addr
% Gw_Default 82596  2:15PM 3:15PM 2327 = GW_Default_GW_Session{026} (3 participants)
fex HDX111 <05 Connected 41201
(e GW_Def <= Connected aF 0.0.0.€
(e eitanp <= Connected 0.0.0.€
< | B
E Hardware Monitor E
EH peeting Rooms
] Reservations
I

Gateway Sessions are monitored in the same way as the conferences. For
more details on monitoring conferences, see RMX 2000 Administrator’s
Guide, "Conference Level Monitoring” on page 9-3.

Additional ISDN and PSTN Participants cannot dial in directly to the Gateway
Session once it was started.

Gateway Session Parameters
Gateway Session Name

The RMX creates a new conference that acts as a Gateway Session with a
unique ID whose display name is composed of the following components:
*  The prefix GW_,

*  The Gateway Profile display name. For example,

Default _GW_Session

(number) where the number is a gateway conference counter.

For example: if the Gateway Profile display name is Default GW_Session,
the conference name will be GW_Default_ GW_Session(001).

Conference ID:
The ID of the new conference is assigned randomly by the MCU.
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The Gateway Session automatically ends when only one participant is left
in the session.

Connected Participant Parameters

Once this conference is created, the calling participant is connected to it
and one or several dial-out participant(s) are automatically created and
added to this gateway session. The dial-in participant is also identified as
the chairperson of the conference.

The connecting (dial-in) participant name is taken from the endpoint. If
the endpoint does not send its name, it is derived from the Gateway
Profile display name and it includes the Gateway Session name, underscore

and a random number (appears between brackets), for example,
GW_Default_GW_Session(001)_(000).

The name of the destination (dial-out) participant is taken from the
endpoint. If the endpoint does not send its name, it is taken from the
dialed number. If the dialed number was an IP address, the system
displays underscores instead of dots, for example, 172_22_172_89.

Participants connected to a gateway session are monitored in the same way
as participants connected to ongoing conferences. For details, see RMX
2000 Administrator’s Guide, "Participant Level Monitoring” on page 9-14.
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Dialing to Polycom® DMA™ 7000

Audio PSTN/ISDN calls can be routed to Polycom DMA 7000 via the
RMX. ISDN Video endpoints connect using their audio channels (but
consume video resources). The DMA 7000 enables load balancing and the
distribution of multipoint calls on up to 10 Polycom RMX media servers.

As part of this solution, the RMX acts as a gateway for the DMA that
supports H.323 calls. The PSTN or ISDN endpoint dials the virtual
Meeting Room on the DMA via the Gateway Profile on the RMX.

Both the RMX and the DMA must be registered with the same gatekeeper.

The dialing string of the destination conference on the DMA must be
communicated to the dialing endpoint and used during the connection to
the Gateway Profile on the RMX.

DMA Frefix: 25

“Please Enter the Gatekeeper
Destination ID”
Dialing: (212)5705555 Gszzl:sulv;y
s Enters 258000

PSTN endpoint
DMA 7000
RMX 2000

Gateway Profile [D: 2000
Diakin Number: 5705555

Virtual Meeting Roam ID: 8000

Figure 15-5Dialing String and Call Flow from ISDN Endpoint to Polycom DMA

The connection is done in two steps:

* A PSTN/ISDN participant dials the dial-in number assigned to the
Gateway Profile (5705555), including the country and area code (if
needed) and connects to the Gateway IVR.

*  When prompted for the target conference ID, the caller enters the
string of the target meeting room on the DMA followed by the # key.
This string is composed of the DMA prefix as registered in the
gatekeeper and the ID of the virtual meeting room running on the
DMA. For example, if the DMA prefix is 25 and the target meeting
room ID is 8000 the participant enters 258000 followed by the # key.

The RMX creates a Gateway Session with two participants, the calling

participant and the link to the conference running on the DMA.
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Direct Dialing from ISDN/PSTN Endpoint to IP
Endpoint via a Meeting Room

Dialing from an ISDN endpoint to a specific IP endpoint using the
Gateway Profile is a two-step process (dialing to the Gateway and then
entering the number of the destination IP endpoint).

When dialing to specific IP endpoints you can simplify the dialing process
by creating the appropriate Meeting Room.

If CMA is involved, dialing can be simplified even further by configuring
the appropriate dialing Rule in the CMA.

To set up the Meeting Room for direct dialing in:

Set the conference parameters in the Conference Profile and make sure
that the conference will automatically end when there is only one
participant connected to the meeting.

Define the Meeting Room with the following;:
*  Conference Profile in which the Auto Terminate - At the end - When
Last Participant Remains option is selected. For more details on

Conference Profile definition, see "Defining the Conference Profile for
Gateway Calls” on page 15-16.

Display Name: I

3 Recording I™ Encryption
¥ LPR
/F Auto Terminate

Before First Joins: 10 3: Minutes
at the End: 1 = inutes

" After last participant quits

—}(\r When last participant remains

¥ Echo Suppression

[~ Keyboard Noise Suppression
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* ISDN/PSTN access is enabled and a dial-in number is assigned to the
Meeting Room.

New Meeting Room h -

> General
5 Participants

3 Information

*  The dial-out IP endpoint is added to the Meeting Room’s Participants

list.

Display Name:

Duration:

o

Routing Name:

Profile
10

Conference Password:
Chairperson Password:

Reserve Resources for Video Participants

Maximum Nymber of Partcipant

Reserve Resources for Audio Participants:

Video 765 B
2002

¥ Enable ISDN/PSTH Dial-in

ISDN/PETH Network Service:

Dial-in Mumnber (1):

Dial-in Number (2}

Default PSTN Service B
5211571

5 General
> Participants

5 Information
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Display Name: [Brian
Dugation d

Name  [1P address/Phone [ alias Name|Netwark |Dialing il Encryption

R Daryl 172.22.135.56

H.323  Dial out  auto

Lecturer:

~| I~ Dial Out Manually

Add from Addr
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RMX Manager Application

The RMX Manager is the Windows version of the RMX Web Client. It can
be used instead of the RMX Web Client for routine RMX management and
for RMX management via a modem connection. For more information on
using the RMX Manager via a modem connection, see the RMX 2000/4000
Administrator’s Guide, "Connecting to the RMX via Modem” on page G-10.

Using the RMX Manager application, a single user can control a single or
multiple RMX units as well as conferences from multiple RMXs. RMX
4000 and RMX 2000 can be managed and controlled by the RMX Manager
application.

The RMX Manager can list and monitor:

*  Up to 20 RMX systems in the MCUs pane

*  Up to 800 conferences in the Conferences pane

*  Up to 1600 participants in the Participants pane

Installing the RMX Manager

3

The RMX Manager application can be downloaded from one of the RMX
systems installed in your site or from Polycom web site at http://
www.polycom.com/support.

To install RMX Manager (downloading the application from the RMX):

* When upgrading the RMX Manager from version 5.0 to version 5.0.1 you
must first uninstall the RMX Manager application using Control Panel > Add
or Remove Programs.

* For anew RMX installation, you must first complete the RMX Installation and
First Entry Configuration before installing the RMX Manager application. For
more details, see the RMX 2000/4000 Getting Started Guide, Chapter 2,
First Time Installation and Configuration.

Once the connection to the RMX unit is established and the Login window is
displayed, the RMX Manager application can be installed.
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16-2

Start Internet Explorer and connect to one of the RMX units in your
site. It is recommended to connect to the RMX installed with the latest
software version.

The Login screen is displayed. There is a link to the RMX Manager
Installer at the top of the right edge of the screen.

POLYCOM | RMX 4000

Welrome,, .
I
activess [ ] hitpu]{172.22.161. T4[EMA.U/EMA bt
POLYCOM | RMX 2000
Link to
RMX
Manager
Installer

Welrome........
-> ———

RMX_5.0.1.14
Login

Click the Install RMX Manager link.

The installer verifies the application’s requirements on the
workstation.

L. L4

‘erifying application requirements. This may take a few moments,

The Install dialog box is displayed.

Application Install - Security Warning ﬂ
Do you want Lo install this application? 4 ;‘_ 9
Mame: RMX Manager 5.0
From: 172.22.185.167

Publisher:  Polycom

| Install || Don't Inskall I

@ ‘while applications From the Internet can be useful, they can potentially harm your

computer, If you do not trust the source, do not install this software, More Information. ..
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Click Install.
The installation proceeds.

(10%) Installing RMX Manager 5.0 =10 ]

Installing RMX Manager 5.0

This may take several minutes, ¥ou can use your computer to do other tasks
during the installation,

D Mame: RMZE Manager 5.0

From: 172.22.185.167

Downloading: 1,38 MB of 12,6 MB

Cancel

The installation completes, the application loads and the RMX
Manager - Welcome screen is displayed.

[EjRMx Manager

POLY

Please select the application language

=T w (2 = [ (]

This screen is displayed only on first entry. Once the language is
selected, this screen is skipped the next time you start the RMX
Manager application.
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4  Select the required language by clicking its flag.

The Next button is enabled.

5 C(lick the Next button.

The RMX Manager - MCUs screen is displayed.

MCUs Toolbar
MCUs Pane

i 172.22.185.85 172.72.1B5.88  RMX

The first time you start the RMX Manager application, the RMX unit
used for downloading the RMX Manager application is automatically
defined and listed in the MCUs pane. If the RMX Manager was

downloaded from Polycom Support web site, this pane is empty.

When the RMX is automatically added to the MCUSs list, the User Name and
Password, which enable login to the RMX, are missing. You can either enter

them manually when you login to the RMX, or you can add them to the RMX
defined parameters.

This screen becomes the opening screen from the second time the
RMX Manager application is started.

For each listed MCU, the system displays the following information:

— MCU Display Name (as defined in the Add MCU dialog box). The
MCU that was automatically added to the list, the MCU IP
address is used as the Display Name.

— IP Address of the MCU’s control unit
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Product Type - The MCU type: RMX 2000 or RMX 4000.

Before connecting to the MCU for the first time, the RMX type is
unknown so RMX is displayed instead as a general indication.
Video Resources - The number of video resources that are
available for conferencing.

Audio Resources - The number of audio resources that are
available for conferencing.

Starting the RMX Manager Application

Once installed, the RMX Manager can be run using the http:// (non-
secured) or https:// (secured) command in the browser’s address line or
the Windows Start menu.

To use the browser:

1 In the browser’s command line, enter:
http://<MCU Control Unit IP Address>/RmxManager.html

or

https://<MCU Control Unit IP Address>/RmxManager .html
2 Press Enter.

To use the Windows Start menu:
1 Click Start > Programs.

b

If the RMX Manager appears in the recently used programs list,
click RMX Manager in the list to start the application.

or
Click All Programs > Polycom > RMX Manager.

Pragrams I Micrasoft Office »
@ Adobe Photoshop 7.0

Docurmnents » @ Snaglt & 5
IF) Palycam CMA Deskkop »

Settings »
7] Altova ¥MLSpy 2005 Professional Edition #

Search Salycar B RMEManager 5.0
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The MCUs screen is displayed, listing the MCUs currently defined in
the RMX Manager.

=

POLYCOM | RMX Manager

View Setup Help
U

i [} 3
S e W A = 4

Display Name +[1P address [Product Type
0 17z.22.185.85  172.22.165.85 RMx 2000

B0 185145 172.22.185.145 RMX 2000
B 185.95 172.22.185.95 RMX 2000

This screen enables you to add additional MCUs or connect to any of
the MCUs listed. For details on adding MCUs, see "Adding MCLUs to
the MCUs List” on page 16-15.

To display the RMX Manager main screen you must connect to one of

the listed RMXs. For more details, see "Connecting to the MCU” on
page 16-6.

Connecting to the MCU

Once an MCU is defined, the RMX Manager can be connected to it. This
allows you to set up conferences, make reservations, monitor On Going
Conferences and perform other activities on several MCUs.

Authorization Level of Users that can connect to the other MCUs on the list. For
example, if the Authorization level of the User POLYCOM is Administrator, all
Users connecting to the other MCUs on the list must be Administrators. Each
user can have a different login name and password for each of the listed MCUs
and they must be defined in the Users list of each of the listed MCUs.

@ The first RMX unit that is connected to the RMX Manager dictates the
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To connect the RMX Manager to an MCU:
1 Inthe MCUs pane or screen, use one of the following methods:

a Double-click the MCU icon.

o]
b  Select the RMX to connect and click the Connect MCU ==
button.

¢ Right-click the MCU icon and then click Connect MCU.

Add MCU

Remave MCL

MCU Properties

If you are connecting to the MCU from the MCUs opening screen and
have defined the Username and Password for the connecting MCU, the
system connects to the RMX, and the RMX Manager Main Screen is
displayed.

] fe b8 <
Diplay [10 Adres ductType [Woritore [voice[vidzo | ey [name [Status [Role[1P Addred e e |netwar | Dising 0w
B8 172 172.22185 ) Major RMX 2000 [ 0 0 =l Conf1 (4 participants)

=105 17222165 Notcon RWXZ000 [ 3 0 185.95 f HD72 b Disco 17222 se @oilod

B 105 17222105 ) Msior RXZ000 3 3 16595 fg HOX- < Cor 1222 1234 Hazs G Diali
18595 fi HO72 = Comn 17222 Hazs € Dialo By
18595 fi HO72 < Comn 0000 1222, s G Diali

5 -
Weu[oisptay N[stews |10 [stortTim|End Timentemmal i i o]

18595 @ Confi i Notf 2463  1Li25A 3:25PM 56038

| ol (|

ZA\MCU State: MAJOR
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If you are connecting to any MCU from the MCUs pane in the RMX
Manager Main screen and have defined the Username and Password
for the connecting MCU, the MCU icon changes to connected and its
status, type and number of audio and video resources are displayed
in the MCUs pane.

If the Username and Password are missing from the MCU parameters,
or if the Remember Me check box has been cleared, the Connect dialog
box opens.

Username: SUPPORT
Password: SUPPORT

¥ Remember Login

In the Username field, enter the user name with which you will login
to the MCU.

In the Password field, enter the password as defined for the user name
with which you will login to the MCU.

To add the Username and password to the MCU properties so you
will not have to enter them each time you login to the MCU, make
sure that the Remember Login check box is selected. Otherwise, clear
the Remember Login check box.

Click OK.
The system connects to the RMX, and the RMX Manager Main screen is
displayed.
If a User with the entered Username and Password is not defined in the

RMX, an error message is displayed and the system lets you re-enter
the Username and Password.
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RMX Manager Main Screen

The RMX Manager Main Screen is displayed only when at least one MCU
is connected.

This screen is similar to the RMX Web Client Main Screen with the addition
of the MCUs pane. As in the RMX Web Client, the panes are displayed
according to the Authorization Level of the logged in User. The MCUs pane
is displayed to all users.

Ongoing Conferences Pane

MCUs Pane List Pane Address Book Pane
The selected MCU is

highlighted

RMX IP Address: 172.22,185.95

e | (G@o Rk ©®0 oo whe 2
Display /1P Address e [video___|[Mcu__ [Weme [Stotus [Role [P Addres Alis Na |Network |Diaiing DijAuai
BNl 172 172.22.18 o o |2l Confi (4 participants)

=185 17222185 Notcon RMX2000 O o 3 185.95 Gy HD72 4 Disco 17222 sip @ oislod
BN 155 172.22.185 i) Major RMX2000 [V ) 0 18595 gy HDX- <= Conn 17222, 1234 H.323

Major RMX 2000 7

@ oiali
18595 fi HO72 = Comn 17222 Hazs € Dialo By
18595 fi HO72 < Comn 0000 1222, s G Diali

%%m{* 2

Weu[oisptay N[stews |10 [stortTm|End Time[ntemmal i i
16595 @ Confl ) NotF 2463  11:25A 3:25PM 56038

Device
Management
Pane

|
ZAMCU State: MAJOR

Only one MCU can be selected in the MCUs pane. If only one MCU is
connected, it is automatically selected. The selected MCU is highlighted.

The menu items, the Device Management features, the Address Book and the
Conference Templates are all properties of the selected MCU and apply to it.
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MCUs Pane
The MCUs pane includes a list of MCUs and a toolbar.

- . :

IHITERSE 2
Display Mame £ |IP addres| Status |Pr0duct T|M0nit0re |V0ice |\.-'ideo ‘
ENW 172.22.185.95 172.22. /@ Major RMx 20 0/10 0/80

185,120 17222, 1y Major RMx 40 10/160 |
Bl 125.145 172.22. /By Major RMH 20 [ 3440
1 185.220 172.22. Disconnected RMX 40

For each listed MCU, the system displays the following information:

*  MCU Display Name - the name of the MCU and its icon according to
its type and connection status. The following icons are available:

Table 1 MCU Icons and Statuses

Icon Description

RMX 2000, disconnected.

= RMX 2000, connected.
% RMX 4000, disconnected.
- RMX 4000, connected.

* [P Address of the MCU’s control unit.
*  Status - The status of the MCU:
— Connected - the MCU is connected to the RMX Manager and can
be managed by the RMX Manager user.
— Disconnected - The MCU is disconnected from the RMX Manager

— Major - The MCU has a major problem. MCU behavior could be
affected and attention is required.
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*  Product Type - The MCU type: RMX 2000 or RMX 4000.

Before connecting to the MCU for the first time, the RMX type is
unknown so RMX is displayed instead as a general indication.

*  Monitored - When checked indicates that the conferences running on
this MCU are automatically added to the Conferences list and
monitored. To stop monitoring the conferences running on this MCU,
clear the Monitored check box.

e Video Resources - The number of video resources that are available for

conferencing.

e Audio Resources - The number of audio resources that are available for
conferencing.

MCUs Toolbar

The MCUs toolbar contains the following buttons:

Add MCU
Connect MCU

Disconnect MCU

Delete MCU  MCU Properties

NI X 2,
Display Mame A |IP Addre—s|aatus |Pr0duct T|M0nit0re |\.-'0ic:e |Uideo |
BB 17z.22.185.95 17z.22. /Iy, Major RMX 20 W 0/10 0/80
B 185,120 172.22. /By Major RMX 40 W 10/160 |
Bl 125145 172.22. /By Major RMY 20 W 3440

| 185,220 172,22, Disconnected RMX 40

Conferences Pane

The Conferences pane lists all the ongoing conferences from all the MCUs
that are connected and monitored along with their MCU, Status,
Conference ID, Start Time and End Time data. The number of ongoing
conferences is displayed in the pane’s title.
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The Conferences list toolbar contains the following buttons:

Save Conference

Start/Resume/Pause Recording

to Template Stop Recording
Delete Conference l_
.DI'I etenc(:s
New Conference SR EE—— Toolbar
McU  [Display n]status —|E | start Tim [End - List Headers
MCU Name ———185.167 & POLY (I, Empt 35105 311 PM  4:11

Conference Data

If Conference Recording is enabled the following buttons are enabled:

*  Start/Resume Recording - start/resume recording.
*  Stop Recording - stop recording.
*  Pause - |n| toggles with the Start/Resume button.

Monitoring conferences

New conferences run on MCUs selected for Monitoring are automatically
added to the Conferences list. You can sort the conferences by MCU by
clicking the MCU column heading in the Conferences table. Conferences
run on MCUs that are connected but not monitored are not listed.

Using Windows multiple selection methods to select conferences,
participants from several conferences running on different MCUs can be
listed in the Participants list pane.

Starting a new conference

When starting a new conference, you must first select the MCU to run the
conference in the MCUs pane.

RMX Management

The RMX Management pane lists the entities of the selected MCU that
need to be configured to enable the RMX to run conferences. Only users
with Administrators permission can modify these parameters.

The RMX Management pane is divided into two sections:

*  Frequently Used - parameters often configured monitored or
modified.

* Rarely Used - parameters configured during initial system set-up
and rarely modified afterward.
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List Pane

The List pane displays details of the participants connected to the
conferences selected in the Conferences pane or the item selected in RMX
Management pane. The title of the pane changes according to the selected
item.

When selecting an item in the RMX Management pane it applies only to
the MCU selected in the MCUs list. In such a case, the system displays the
name of the selected MCU in the List pane title.

[Participants (27—

L Total number of participants

Status Bar

The Status Bar at the bottom of the RMX Web Client contains System and
Participant Alerts tabs as well as Port Usage Gauges and an MCU State
indicator.

... SystemAlerts Participant Alerts E 2 Port Usage: VYideo 74 /o0l W MCU State: NORMAL

System Alerts

Lists system problems of all connected MCUs (even if the MCU is not
monitored). The alert indicator flashes red when at least one system alert
is active. The flashing continues until a user with Operator or
Administrator permission reviews the list.

The System Alerts can be sorted by MCU by clicking the MCU header in
the System Alerts table.

The System Alerts pane is opened and closed by clicking the System Alerts
button in the left corner of the Status Bar.

Active

e —
| =

—

Faults

m

Invalid System C  Flag does notexist: HOT_BACKUP_FAILURE_DETECTION_IN_SECONDS

158101 1 © Tuesday, November 24,2003 9:13:00 AN General

List Bl - I

For more information about Active Alarms and Faults List, see the RMX
2000/4000 Administrator’s Guide, "System and Participant Alerts” on
page 16-1.
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Participant Alerts

Lists the participants of all monitored MCUs that are experiencing
connection problems. The list is sorted by MCU and conference.

The Participant Alerts can be sorted by MCU by clicking the MCU header
in the Participant Alerts table.

The Participant Alerts pane is opened and closed by clicking the
Participant Alerts button in the left corner of the Status Bar.

Port Usage Gauges
The Port Usage gauges display for the selected MCU:

*  The total number of Video or Voice ports in the system according to
the Video/Voice Port Configuration. The Audio gauge is displayed only
if Audio ports were allocated by the administrator, otherwise only the
Video port gauge is displayed.

*  The number of Video and Voice ports in use.

*  The High Port Usage threshold.

For more details, see the RMX 2000/4000 Getting Started Guide, "Port Usage
Gauges” on page 3-7.

MCU State

The MCU State indicator displays the status of the selected MCU.

For more details, see the RMX 2000/4000 Getting Started Guide, "MCU
State” on page 3-8.

Address Book

The Address Book is a list of Participants and Groups that have been defined
on the selected RMX.

The information in the Address Book can be modified only by an
administrator. All RMX users can, however, view and use the Address
Book to assign participants to conferences.

The name of the selected RMX appears in the title of the Address Book
pane. For more details, see the RMX 2000/4000 Getting Started Guide,
"Address Book” on page 3-9.
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Conference Templates

Conference Templates enable administrators and operators to create, save,
schedule and activate identical conferences.

The Conference Templates pane lists the Conference Templates that have
been defined on the selected RMX.

The Conference Templates pane is initially displayed as a closed tab. The
name od the selected RMX and the number of saved Conference Templates
is indicated on the tab.

For more details, see the RMX 2000/4000 Getting Started Guide, "Conference
Templates” on page 3-10.

Adding MCUs to the MCUs List

The RMX Manager can connect to one or several RMX units
simultaneously. If the site’s configuration includes more than one MCU,
or when a new MCU is added to your configuration, and you want to
monitor and control all MCUs from within the same window, you must

add the MCU to the MCU s list.

~==, The RMX unit must be installed and its IP addresses properly configured in the
l\__ ‘ | Management Network Service before defining its connection parameters in the
RMX Manager application.

To add the MCU to the list of MCUs being managed, define the MCU’s
connection parameters.
To add an RMX unit:
il
1 On the MCUs toolbar, click the Add MCU # button to add an MCU

to the MCU list.
The Add MCU dialog box opens.
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2 Define the following parameters:

MCU Name:
MCU IP:

Port;

User Name:
Password:

[ Secure Mode

¥ Remember Login

Table 2 MCU Properties

Field

Description

MCU Name

Enter the name of the MCU on the network.

MCU IP

Enter the IP address of the MCU’s Control Unit. The IP
address must be identical to the one configured in the
MCU during first entry Configuration. For more details,
see the RMX 2000/4000 Getting Started Guide,
"Modifying the Factory Default Management Network
Settings on the USB Key” on page 2-7.

Port

Enter the number of the port used for communication
and data transactions between the RMX unit and the
RMX Manager.

For standard connection, enter 80.

For a Secured connection (using TLS or SSL), enter
443.

Username

Enter the user name with which you will login to the
MCU. A User with this name must be defined in the
RMX Users list. The system is shipped with a default
User whose name is POLYCOM.

Password

Enter the password as defined for the user name with
which you will login to the MCU. The system is shipped
with a default User whose password is POLYCOM.

Secure Mode

Optional. Select this check box to connect to the RMX
with SSL and work in Secure Mode.
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Table 2 MCU Properties (Continued)

Field Description

Remember Login | This check box is automatically selected, and it
enables the usage of the user name and password
entered in this dialog box when connecting to the
RMX.

If this check box is cleared, the user is prompted for
the user name and password when connecting to this
RMX unit.

Click OK.
The MCU is added to the MCUs pane.

If required, repeat steps 1-3 to define additional RMX units.
The MCUs pane contains the list of all defined MCUs.

L

wswx= 2

Cisplay Mame -~ |IP P.ddre—sﬁatus |Prnduct T|Mnnit0re |\.|'Dice |'\.-'ideo |
Bl 172.22.185.95 172.22. /Iy Major RMx 20 W 0/10 0/g0
m 155.120 172,22, /8y Major RMX 40 [ 10/160 |
Bl 185.145 172.22. /My Major RM% 20 [ 3740

1 185.2z0 172.22. Disconnected RMX 40 &
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Starting a Conference

16-18

There are several ways to start a conference:

Clicking the New Conference button in the Conferences pane. For more
information, see "Starting a Conference from the Conferences Pane” on
page 16-18.

Dialing in to a Meeting Room defined on any of the MCUs.

— A Meeting Room is a conference that is saved on the MCU. It
remains in passive mode until it is activated by the first
participant, or the meeting organizer, dialing in.

For more information about Meeting Rooms, see the RMX 2000/4000

Administrator’s Guide, "Meeting Rooms” on page 3-1.

Dialing in to an Ad Hoc Entry Queue defined on one of the MCUs

which is used as the access point to the MCU.

For a detailed description of Ad Hoc Entry Queues, see the RMX

2000/4000 Administrator’s Guide, "Entry Queues” on page 4-1.

Start a Reservation:

— If the Start Time of the Reservation is past due the conference
becomes ongoing immediately.

— If the Start Time of the Reservation is in the future the conference
becomes ongoing, at the specified time on the specified date.

For more information, see "Starting a Reservation” on page 16-20.

Start any Conference Template saved in the Conference Templates list.

For more information, see "Starting an Ongoing Conference or

Reservation From a Template” on page 16-21.

Starting a Conference from the Conferences Pane

To start a conference from the Conference pane:

1

2

In the MCUs pane, select the MCU to run the conference.

In the Conferences pane, click the New Conference (&) button.
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The New Conference — General dialog box opens.

View  Administrstion  Sstup Help
2= sxx [ 2
Disglay * [1P Addred status —|P—mduct Tvaice [video |
w17 172.22. Motcon RMX 20 O 0
CEm1s) 17222

-l 18 172.22. Nc

ety R [SUPFORT Tagsaizoos
= en play SURFORT 1483412004
Erareriom izl =

il 18 172.22. )

105167 G SURP B, I — e
Dial in Number (1)
Dual-in Number (2)

The system displays the conference’s default Name, Duration and the
default Profile, which contains the conference parameters and media
settings.

The RMX automatically allocates the conference ID, when the
conference starts.

In most cases, the default conference ID can be used and you can just
click OK to launch the conference. If required, you can enter a
conference ID before clicking OK to launch the conference.

If you are the meeting chairperson or organizer using the RMX Web
Client to start your own meeting, you need to communicate the
default conference ID (or the one you created) to the other conference
participants so they can dial in.

You can use the New Conference - General dialog box to modify the
conference parameters. If no defined participants are to be added to
the conference, or you do not want to add additional information,
click OK.

For more details, see the RMX 2000/4000 Getting Started Guide,
"Starting a Conference from the Conferences Pane” on page 3-15.
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Starting a Reservation

To start a conference from the Reservation Calendar:
1 Inthe MCUs pane, select the MCU to run the conference.

2 Inthe RMX Management pane, click the Reservation Calendar

button ([]).

The Reservation Calendar is displayed.

Name of

selected MCU

‘iew Administration  Setup Help

T/ =

RMX IP Address: |

[videa |

Display  [IP Addres Status | Product T| woice
w17 1722, ato
BN 15 172.22.

w18 172.22,

~ 18 17z.22,

Major

Motcon  RMX

Hoteon RMX 20 0O 0

RMM 20 O

PR g e

=

[isplay n[staus [0

[ start Tigh [End Time

fa

Frequently Used

&4 cornections

R Users

Lk Signaling Monitor

EF Hardware Monitor,

3 eeting Rooms

] Reservations

Rarely Used

el @ E S|

27-Dec:09  Sun28-Dec09 Mori29-Dec03  Tug-Dec09 Wed3l-Dec0S  ThuQl-Jan-10

3  Click the New Reservation (&} ) button.

For more information, see the RMX 2000/4000 Getting Started Guide,
"Starting a Reservation” on page 3-26.
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Starting an Ongoing Conference or Reservation From
a Template

An ongoing conference or a Reservation can be started from any
Conference Template saved in the Conference Templates list of the selected
MCU.

To start an ongoing conference or a reservation from a Template:
1 Inthe MCUs pane, select the MCU to run the conference.

1 In the Conference Templates list, select the Template you want to start
as an ongoing conference.

2 Click the Start Conference from Template (*ﬁ) button to start a

conference or Schedule Reservation from Template ($i§) button to
schedule a reservation.

or

Right-click and select Start Conference from Template to start an
ongoing conference or Schedule Reservation from Template to
schedule a reservation.

Name of selected MCU Name of selected MCU
85.T67 Conference Templates (2 85.167 Conterence remplates (2
ik e P Do uf "¢|"—‘1|
Display Nar. | Display Name T
§ SUPPOR' 322722222 ; SUPPORT 32!722222
i sales | & Sales |

Tew Conference Template Hew Confarence Template

Delete Conference Template Delete Conference Template

L Start Canference from Template Start Conference from Template

Schedule Reservation from Template "” Schedule Reservation from Template

Template Properties Template Properties

The conference is started.

For detailed description of Conference Templates, see RMX 2000/4000
Administrator’s Guide, "Conference Templates” on page 8-1.
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Monitoring Conferences

When MCUs are connected to the RMX Manager, they are automatically
monitored, that is, any ongoing conference that is started on that MCU is
automatically added to the Conferences pane and its participants are
monitored.

To list participants from several conferences (running on the same or
different MCUs):

>> In the Conferences pane, using Windows multiple selection methods,
select the conferences whose participants you want to list.

The participants are displayed in the Participants list pane.

By default, the participants are grouped by conferences, and the
name of the MCU appears in the first column of the properties table,
enabling sorting according to MCU name.

Conferences selected for MCU Name.
monitoring can be used for
sorting by clicking
on the column

; Group by Conference
heading

SLYCOM | RMX Manager =i

- Wiew Administration  Setup Help RMX IP Address: 172.22.185.14

EELE L 2 ] e ©,8 = = i 4 b e 2
Display Nne /[1P nddres—ﬁatus [Product 7| Manitc Hame\\stays [Role [P addres| alias Na_[Network |Dialing Di dudio [video  |E
0 172.42.185.95 172.22. Disconn RMx F&w
B 185 120 172.22. [y Major RMX 40 185,120 fex H3Z3 Conn 172.22. H.323 3 Dislo
B 185 1hs 17222, [y Major RMX 20 [F 185,120 AP waiti 172.22. sIP & Diali B L]
185,220 172.22. Disconn RMR 40 185,120 R HA23 1= Seco 172,22, H.323 &3 Dial o (8) Partic ¥
185,120 f/1SDN 4B Discn 411811 ISDN/PS 93 Dial o 1) e
185.120 H323 <= Conn 172.22, H.323 €% Dialo
il ] - 3| sesaz0 (e SIP_ 1@= Seco 172,22, S1P % Dialo P8 L]
185,120 [eg H323 A0 Disco 172,22, H.523 @ Dialo & L]

TG X g el m - A A
mcl  [pisplay W[status [10 [start Tim[End 70
185.120 43 Confl () NotF 2463  9:36 AM 1:35

=| SUPPORT_ 992219139 {1 participant)

165,145 R unkn == Conn 51 172,22, 69 H.323 4 Diali B8

i 185.145 g4 SUPP 8 Singl 0001 9:49 AM  10:4¢

16-22



Polycom RMX 2000/4000 Administrator’s Guide

Grouping the Participants by MCU

The Participants can be grouped by MCU and then by conferences.
To change the display mode for the Participants pane:

>> On the RMX menu, click View > Group by MCU.

ViewLAdministration Setup  Help
Zoom  100% hd

Group By MCU

Restore RMY Display Defaults

The Participants pane display changes accordingly.

Group by MCU Group by Conference

LYCOM | RMX Manager

istration Setup Help RMX IP Address:
S — :

=
= < [1p Addregstatus[prodyct T]Monite [nanflly Rols ie addresalias fla [Network [Disling Difsudia  [viden  [Encryptio[F

16595 172.22. Distorn RMX\ [ (] 195.120 (1 participant)
| 172.22. [0 Major RMX 40\ 7 =l Conf1 (7 participants)
: H323 <= Conn 172 22, H.323 42 Dial o

172.22. [ Major RMX 20 Y@

172,22, Dicconn  RMX 40 e SIP_ A waiti 172 22, sIP 4% piali @ L
e H323 0= Seco 172,22, H.323 4G Dial o (&) Partic '3
R ISDN 4= Disco 411811 I1SDN/PS 53 Dial 0 () =
1 L4 [ H323 <= Conn 172.22 H.323 6 Dialo \
e SIP_ 4= Seco 17228, SIP 3 Dialo P8 L]
GG | 2 Rex H323 4D Disco 172,42, H323 € Dislo @ o

sy | st 1D Start Tim | End T)
splay H[status [stert Tim[ena 1| 165.145 (1 participant)

| i ; ; T
 ConfL & MotF 2463 9136 AM 1136 || ) 5\ ppoRT_992219135 (1 participant) |
(SUPP L, Singl 0001 49 AM 10:4¢ R unkn <B= Conn 5, 172,22, &9 H.323 4% Diali Pa

| |

To toggle between the two display modes, click View > Group by MCU.
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16-24

Start Monitoring/Stop Monitoring

By default, all conferences running on connected RMXs are monitored.

You can stop the automatic monitoring of conferences on a specific MCU

in one of the following methods:

* By clearing the check box in the Monitored column in the MCUs pane.

| - .

|METE KT 2,

Cisplay Mame i |IP .C\I:Idre—s|_8tatus |Pr0duct T|M0nit0re Voice |'\.-'ic|eu |
B 172.22.185.95 172.22. /Iy Major RMx 20| @ 0/10 0/50
- 185,120 172.22. /B, Major RMx 40 | ¥ 10/160
Bl 155.145 172.22. /By Major RM¥ 20 | [ 3440
B 135.220 172.22. Disconnected RMX 40| [

* Right-clicking the MCU icon and selecting Stop Monitoring.

....... Add MCU
Disconnect MCL
Remave MCL

MCU Properties

Stop Monitaring

The check box is cleared in the Monitored column.

To start monitoring again, click the check box in the Monitored column in
the MCUs pane, or right-clicking the MCU icon and selecting Start
Monitoring.

Add MCU
Connect MCU
Remave MCL

MCU Properties

Start Monitaring
I
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Modifying the MCU Properties

You can view the currently defined MCU settings, and modify them when
required, for example, change the MCU name, IP address or Secured
mode.

Use this procedure to add the Username and Password to the properties of
the MCU that was automatically added to the MCU list when installing
the RMX Manager. This enables automatic login when connecting the
MCU to the RMX Manager.

You can modify the MCU properties when the MCU is connected or
disconnected.

To view and/or modify the MCU Properties:

1 Use one of the following methods:

=
a Select the MCU to disconnect and click the MCU Properties =
button.

b  Right-click the MCU icon and then click MCU Properties.

........ Add MCLU

Disconnect MCL

Remave MCL

MCU Properties

Stop Monitaring

The MCU Properties dialog box opens.

2 Define/modify the required parameters. For details, see "MCU
Properties” on page 16-16.

3 C(lick OK.
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Disconnecting an MCU

An MCU can be disconnected from the RMX Manager, without removing
it from the MCUs list.

To disconnect an MCU:

1 Use

b

The

one of the following methods:

Il
Select the MCU to disconnect and click the Disconnect MCU =1+
button.

Right-click the MCU icon and then click Disconnect MCU.

....... Add MCLU

Disconnect MCU

Remave MCL

MCU Properties

MCU icon changes to disconnected and any ongoing conference

running on that MCU will not be monitored in this RMX Manager;
they are removed from the Conferences pane. This MCU can still be
monitored and controlled by other users.

Removing an MCU from the MCUs Pane

An MCU can be removed from the RMX Manager. This function should
be used if the MCU hardware was disconnected and removed from the
network.

To Remove an MCU from the list:

1  Use one of the following methods:

a
b

Select the MCU to disconnect and click the Delete # button.
Right-click the MCU icon and then click Remove MCU.

....... Add MCLU

Disconnect MCL

Remave MCL

MCU Properties

A confirmation message is displayed.
2 Click OK to confirm or Cancel to abort the operation.
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The MCU icon is removed from the MCUs pane.

Changing the RMX Manager Language

If needed, you can change the language of the RMX Manager menus and

dialog boxes.

To select a language:

1 Onthe RMX Manager menu, click Setup > Customize Display
Settings > Multilingual Settings.

The Multilingual Settings dialog box opens, displaying the current
language selection.

Select Language:

Mare kS

Chinese Simplified
Chinese Traditional
English

French

German

Italian

Japaness

Korean

Norwegisn
Fortuguese Brazilisn

Russian

o o o o o i 2 e e =3

Spanish South American

2 Click the check box of the required languages.

3 Click OK.
4 Logout from the RMX Manager and login to implement the language
change.
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Installing RMX Manager for Secure Communication Mode

16-28

(<o)

The RMX Manager cannot be downloaded from a site, operating in Secure
Communication Mode, without a valid TLS certificate.

The following procedure describes how to obtain a TLS certificate and
download the RMX Manager from a site operating in Secure
Communication Mode.

FIPS is always enabled in JITC Mode, and when ClickOnce is used to install
RMX Manager, the workstation must have one of the following installed:

e NET Framework 3.5 or a later version of the .NET Framework.
* .NET Framework 2.0 plus Service Pack 1 or later.

To install the RMX Manager:
1 Set the RMX to Non Secure Communication Mode

a Inthe RMX Management pane, click IP Network Services.

b Inthe IP Network Services list pane, double click the Management
Network entry.

The Management Network Properties dialog box is displayed.

anagement Network Properties

3 IP
3 Routers

3 DNS

Network Service Mame:

IP Wersion:

IPvd & IPvE -
Manual -

IPve Configuration Method:

Control Unit IP Address:

IPv4: 17222191222

IPvE: |2EIEI2 ac1h184:0:230: 644 fe04:300/64 All

Shelf Management IP Address:

IPv4: 17222191221

IPvE: |fedl]'1 184:1:290: caft te00: 7c5d/64 All

Subnet Mask:

255 255.248.0

¥ Secured Communication




Polycom RMX 2000/4000 Administrator’s Guide

¢ Clear the Secured RMX Communication check box.
d Click OK.
2 Click the DNS tab.

5 IP
» Routers Network Service Mame:
> DNS
MCU Host
> LAMN Ports
Name
MCU Host Mame: mkido.israel. polycom.co |<—|
DNS: Specify -
[ Register Host Names &utomatically to DNS Servers
Local Domain Mame: wido.izrael. polycom.com |<—|
DNS Servers addresses L
Local Domalin
Primary Server: 172 22128.27
Name
Secondary Server: 0ooo
Tertiary Server: 0ooo

3 Enter the Local Domain Name.

The Local Domain Name must be the same as the MCU Host Name. If the content
of these two fields are not identical an active alarm is created.
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4 Create a Certificate Request.

Create Certificate Request

Country Mame (2 letter code) I

State ar Provinee (full name)

Lacality {full name}

Organization (full name)

Organizational Unit (section)

Comrmon Mame (DNS)

Send details Copy request

For more information, see Guide, "Purchasing a Certificate” on

page F-1.

Certificates can also be created and issued using an Internal Certificate
Authority. For more information see "Using an Internal Certificate
Authority” on page 16-33.
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5 Install the certificate.

7 ——
end Certimcate |

MIICMDCCAGECECCol67bgglewTagTiaBhaMwDQYIKaZIhveNAQECB QAW
i C2AIBOMUB AT TAITMR CWF QYD Y QOKEWS W ZXIpUZInbingSWEILEWMCA
GALUECKMNRmM3YIFRIEIQQUHVYCGIZZXMgT25 5654 gIESVIGF2E3WY VWS ZX
MUMTIWMATDYQQDEY W ZXpUzInbiBUernhbCBTZ WiiemUgUzyydmyyIFRI
63GgUMIvdCBDQTASFWDWNTAYMDkwMD AwhDEBaFwOyNTAyMDay MzUISNT]
aMIGMMQswCQYDYQQGEWIVUZEXMBUGALLEChMOY MYy aWNpZ 245TEILTY
4 xMDAUBGNYEASTIDZ voiBUZXNOIFB 1onByo2zIE9ubHKuICBObyBhesN1e
mFUT2YzLIEYMDAGALUEARMpYmYyavhpZ 24qVHIp T WwgU2VidXIIIFNIcnZIc
{BUZXNOIFIvb300Q0EWaZBWDQYIKo 2 Thy cHAQEBBQADGYIAMIGIACGEAE
h9BU7KlaZH5CENECSEKMGWYBSTWHLAMAAYIGQCUN?QICLOSEOIHBZNYLY
eSDiMsSMINCAAATKCASHYH20AdIL+1IRSiWHTF/2dYS0TTXP2GC MLl Gad
{7+zDDo0BEY 7+NIFAGIj+CYey4 7usd Xa330/4 YO AIPGLE70qFe7 ATMBAAEW
DQYIK0ZIhveMAQECEGAD gYEAQG44 7rPSEDQFEISvhLA oy askNT WP vxk +
0grnQyDAdsF/qgKEnFlnyLmACF3DmfugWe WSrd2qTvzpwmllsnd BOm/y Wirl
BGUWRAILZP OxTFHSPEYMR +PZx2k 24U WUZ y0iDGxMHI3C daFaTitdNK42
9CWOCZrhdTxe0l=

For more information, see Appendix F, "Installing the Certificate” on
page F-3.

6  Set the RMX to Secure Communication Mode.

7  Set the RMX to Secure Communication Mode
a Inthe RMX Management pane, click IP Network Services.

b  Inthe IP Network Services list pane, double click the Management
Network entry.
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The Management Network Properties dialog box is displayed.

> IP

% Routers

3 DNS

Metwork Service Mame:

IP Wersion: IPsvd & IPvE A
IPve Configuration Method: arual A

Control Unit IP Address:

IPva: (17222191222

IPvé: |2002 ac1b: 18402300646 fe4:d300/64 all

Shelf Management IP Address:

IPva: [172.22191.221

IPvé: |fedU:1:184:1:ESD:caff:feDD:?CSdKH all
Subnet Mask: 255.255.248.0

| v secured Communicationl

¢ Select the Secured RMX Communication check box.
d Click OK.
8 Reset the RMX:

a Inthe RMX Management pane, click the Hardware Monitor
button.

The Hardware Monitor pane is displayed.
b  Click the Reset () button.

9 Install the RMX Manager. For more information, see the RMX
Administrator’s Guide, "Installing the RMX Manager” on page 16-1.
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Using an Internal Certificate Authority

If your TLS certificate was created and issued by an Internal Certificate
Authority, it may not be seen as having been issued by a trusted Certificate
Authority. The RMX Manager is not downloaded successfully and a
warning is received stating that the certificate was not issued by a trusted
Certificate Authority.

To add the Internal Certificate Authority as a trusted Certificate
Authority:

1 Navigate to the folder where the certificate (.cer) file is saved.

2 Open the certificate file.

Certificate
General Certification Path
Show: | zall= »
Field Yalue '\
E\l’arsiun W3
Elserial number 217944 17 de b 16 95 41 5.,
Eswgnature algorithm shalRSA
Elssuer WCrert
Fvalid fram "k T 0F 0T 2007 17:20:27
EVahd ta T O 08 S 2012 1722,
ESubject Wcerk |
Elrublic key RS (2043 Bits) |
[ Copy ko File. ..

3  Click the Detail tab.
4 Click the Copy to File button.
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The Certificate Export Wizard is displayed.

Certificate Export Wizard

Wizard

stare ko your disk,

certificates are kept.

Ta continue, dlick Mext.

Welcome to the Certificate Export

This wizard helps ywou copy certificates, certificate trust
lists and certificate revocation lists from a certificate

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network,
connections. & certificate store is the system area where

5 C(lick the Next button.

The Export File Format dialog box is displayed.

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file Farmats.

Select the Format you want to use:

(JDER: encoded binary ¥.509 {.CER)

(%) Base-64 encoded ¥.509 (L.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[ < Back I Next = I[ Cancel

6 Select Base-64 encoded X.509 (.CER).
7 Click the Next button.
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The File to Export dialog box is displayed.

Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

ertificate.cer | [ Browse...

[ < Back l Mext = I[ Cancel ]

8 In the File Name field, enter the file name for the exported certificate.
9 Click the Next button.

10 The final Certificate Export Wizard dialog box is displayed.

Certificate Export Wizard

Completing the Certificate Export
Wizard

‘¥ou have successfully completed the Certificate Expart
wizard,

ou have specified the Following settings:

File Mame CDoc
Export Keys MNo
Include all certificates in the certification path Mo

File Format Baset?
< *

[ < Back I Finish I[ Cancel

11 Click the Finish button.
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The successful export message is displayed.

Certificate Export Wizard

The export was successhul,

12 Click the OK button.
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RMX Administration and
Utilities

System and Participant Alerts

The RMX alerts users to any faults or errors the MCU encountered during
operation. Two indication bars labeled System Alerts and Participant Alerts
signal users of system errors by blinking red in the event of an alert.

POLYCOM | RMX 2000

ioMiew Administration Setup Help signaling Host: 172.22.192.54 _ Logot
S
RN A Bl oG @ = =ne @
Display Name|status[1D | Start Tim | [name [status  [Role 1P Address/Phond Alias Name/SIP Addresq Netwark |Dialing Diaudio  |wideo  |Enerypt
S5 SUPPORT /8y, M 93466 1:02 FM |= Logistics (7 participants)
25 Marketing 48630 352 PM R 1-par2ii  <m= Conn 172.22 166,211 H323 & Dialo
2% Logisties 43974 3151 PM fex 1-PArty2s  «I= Conn 172.22.186.219 H.323 43 Dialo
fx 1-Sabrezo == Conn 172.22.166.20 H.323 43 Dialo
fex 1-smokez == Conn 172.22.169.50 H.323 €3 Dialo
fex 1-smoke3  =m= Conn 172.22.189.57 H.323 B Dialo
fex 1-smokel  =0= Conn 172,22.189.54 H.323 ¥3 Dialo
R 1-vi20 == Conn 172,22.186.120 H.323 43 Dialo
< >
a
b .
B Mseting Rooms
Rarely Used 2
&8 1R Services
& 1P Metwork Services
(& ISDNPSTH Network Services
4% Conference Profiles
43 Entry Queuss &t 5
Port Usage: Voice 1/50 Ml Video | 357 70MM /)\MCU State; MAY

System Alerts Participant Alerts
indication bar indication bar

The System Alerts indication bar blinks red prompting the user to view the
active alarms. Once viewed, the System Alerts indication bar becomes
statically red until the errors have been resolved in the MCU.
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The Participants Alerts indication bar blinks red indicating participant
connection difficulties in conferences. Once viewed, the Participant Alerts
indication bar becomes statically red until the errors have been resolved
in the MCU.

System Alerts

System Alerts are activated when the system encounters errors such as a
general or card error. The system errors are recorded by the RMX and can
be generated into a report that can be saved in *.txt format.

To view the System Alerts list:

1  Click the red blinking System Alerts indication bar.
The System Alerts pane opens. This screen indicates what events have
not been resolved.

i} |Time |Category|Leve\ |Cnde |Descript\on
1356 (@ 718/ General Major IP_SERY [P Network Service was madified. Please reset the MCU

1355 0 7712/ General Major DEFAUL Default user exists in Users list

The following columns appear in the System Alerts pane:

Table 17-1 Active Alarms Pane Columns

Field Description
ID An identifying number assigned to the system alert.
Time Lists the date and time that the error occurred. This

column also includes the icon indicating the error
level (as listed in the level column).

Category Lists the type of error. The following categories may
be listed:

* File —indicates a problem in one of the files
stored on the MCU'’s hard disk.

¢ Card - indicates problems with a card.
*  Exception —indicates software errors.
* General —indicates a general error.

e Assert —indicates internal software errors that
are reported by the software program.
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Table 17-1 Active Alarms Pane Columns (Continued)

Field

Description

Category (cont.)

*  Startup —indicates errors that occurred during
system startup.

¢ Unit — indicates problems with a unit.

* MPL -indicates an error related to a Shelf
Management component (MPL component)
other than an MPM, RTM or switch board.

Level

Indicates the severity of the problem, or the type of
event. There are three fault level indicators:

0 — Major Error
|I| — System Message

E — Startup Event

Code

Indicates the problem, as indicated by the error
category.

Process Name

Lists the type of functional process involved.

Description

When applicable, displays a more detailed
explanation of the cause of the problem.

For more information about the Active Alarms, see Appendix B:
"Alarms and Faults” on page B-1.

2 Click one of the following two buttons to view its report in the System

Alerts pane:

Active Alarms (default) - this is the default reports list

that appears when clicking the System Alerts indication
bar. It displays the current system errors and is a quick
indicator of the MCU status.

— Faults List - a list of faults that occurred previously
2] (whether they were solved or not) for support or
debugging purposes.

3 To save the Active Alarms or Faults report to a text file, click the Save

to Text || button.
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The Save dialog window opens.
4 Select a destination folder and enter the file name.

5 (lick Save.

Participant Alerts

Participant Alerts enables users, participants and conferences to be
prompted and currently connected. This includes all participants that are
disconnected, idle, on standby or waiting for dial-in. Alerts are intended
for users or administrators to quickly see all participants that need their
attention.

To view the Participants Alerts list:
1  Click the red blinking Participants Alerts indication bar.

The Participant Alerts pane opens.

Participant Alerts

a CUnfsrenu&|Name ‘Status |D|scunnectmr| Time |Ru\e ‘IP Address Alias Name/SIP|NEtwurk‘D|al|ng DITECUUI‘I

=

L Marketing EEE W96 A= disconnect 942172006 2:18 PM 172.22.186.96 H.323 @ Dial out
Marketing fay W69 Al disconnect  9/21/2006 2:18 PM 172.22.189.69 H.323 43 Dial out

/2%  The Participant Alerts pane displays similar properties to that of the Participant
| ‘ | List pane. For more information, see the RMX 2000/4000 Getting Started Guide
- - "Participant Level Monitoring” on page 3-46.

2 Toresolve participants and the alarms they have generated, users can

either Connect , Disconnect or Delete & a participant.
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System Configuration

Aspects of the system’s overall behavior can be configured by modifying
the default values of system flags.

If' i . For flag changes to take effect, the MCU must be reset. For more information,
A see Chapter 16, “Resetting the RMX” on page 16-107.
Modifying System Flags

To modify system flags:
1 Onthe RMX menu, click Setup > System Configuration.

The System Flags dialog box opens.

Wiew Administ& Satup IHeIp

Systern Configuration

RME Tirne
Motffication Settings
Pof Gauge

WidofMaice Port Confiquration

F‘Mct Auctivation

3 MCMS_PARAMETERS....
Flag Name [alue [#]
%, C5_MODULE_PARAMETERS
EXTERMAL_DB_PASSWORD POLYCOM
ENABLE_CASCADED_LIMK_TO_JOIN_WITHOUT_PASSWORD WO
ENABLE_AUTO_EXTEMSION VES
HD_THRESHOLD_BITRATE 768 b
NUMERTC_COMF_ID_MAX_LEN 16
NUMERIC_CONF_ID_LEN 5
MUMERIC_CONF_ID_MIN_LEN 4
MCU_DISPLAY_MAME Polycomn RMX 2000
EXTERMAL_DB_IP 172.22.188 157
ERTERMAL_DE_DIRECTORY A
ENABLE_EXTERMAL_DB_ACCESS [ile)
EXTERMAL_DBE_LOGIN POLYCOM
TERMINATE_CONF_AFTER_CHAIR_DROPPED WO
MAK CP RESOLITION S03l [v]
New Flag
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17-6

In the MCMS_PARAMETERS tab, the following flags can be modified:

Table 17-2 System Flags - MCMS_PARAMETERS

Flag

Description

ALLOW_NON_
ENCRYPT_PARTY_IN_
ENCRYPT_CONF

If YES, allows non-encrypted participants to
connect to encrypted conferences.
Default: No

ALLOW_NON_ENCRYPT
_RECORDING_LINK_IN_
ENCRYPT_CONF

When set to NO (default), the Recording Link
inherits the encryption settings of the
conference. If the conference is encrypted,
the recording link will be encrypted.

When set to YES, it disables the encryption
of the recording link, regardless of the
Encryption settings of the conference and
RSS recorder.

APACHE_KEEP
_ALIVE
_TIMEOUT

If the connection is idle for longer than the
number of seconds specified by this flag, the
connection to the RMX is terminated.

Value: 1 - 999

Default: 120

Default (JITC_MODE=YES): 15

AUTHENTICATE_USER

If the external database application is to be
used to verify that operators are authorized to
log in to the MCU, set the value of this flag to
YES.

If the value of this flag is set to NO, the MCU
database is used to verify that operators are
authorized to log in to the MCU.

Note: If the flag is set to YES, the flow is first
to look in the internal DB and then go out to
the external one.

Flags for SE200 need to be added manually.
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Table 17-2 System Flags — MCMS_PARAMETERS (Continued)

Flag

Description

CHANGE_AD_HOC_CO
NF_DURATION

The duration of an ad-hoc conference* can
be configured on a system level by setting
the flag to one of the following values (in
minutes): 60 (default), 90, 180 and 270.

* An ad-hoc conference is automatically created
when the participant dials into an Ad-hoc Entry
Queue and enters a conference ID that is not being
used by any other conferencing entity. It is based
on the Conference Profile assigned to the EQ.

DISABLE_INACTIVE_
USER

Users can be automatically disabled by the
system when they do not log into the RMX
application for a predefined period.
Possible Values: 0 - 90 days.

Default: O (disables this option).

Default (JITC_MODE=YES): 30

ENABLE_CYCLIC_FILE_
SYSTEM
_ALARMS

Enables or disables the display of Active
Alarms before overwriting the older CDR/
Auditor/Log files, enabling the users to
backup the older files before they are
deleted.

Default: NO

Default (JITC_MODE=YES): YES

ENABLE_EXTERNAL_
DB_ACCESS

If YES, the RMX connects to an external
database application, to validate the
participant’s right to start a new conference or
access a conference.

Default: NO

ENABLE _AUTO_
EXTENSION

Allow conferences running on the RMX to be
automatically extended as long as there are
participants connected.

Default: YES

ENABLE_CASCADED _
LINK_TO_JOIN_
WITHOUT_PASSWORD

Enables a cascaded link to enter a
conference without a password.
Default: NO, for security reasons.
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Table 17-2 System Flags - MCMS_PARAMETERS (Continued)

Flag Description
EXTERNAL _ The Web Server folder name. Change this
CONTENT_ name if you have changed the default names
DIRECTORY used by the CMA application.
Default: /PlcmWebServices
EXTERNAL _ Version 4.x and earlier - enter the IP
CONTENT_IP address of the CMA server.
Version 5.0 - enter the IP address of the
CMA server in the format:
3 http://[IP address of the CMA server].
For example, http://172.22.185.89.
This flag is also the trigger for replacing the
internal RMX address book with the CMA
global Address Book.
When empty, the integration of the CMA
address book with the RMX is disabled.
EXTERNAL_ The password associated with the user name
CONTENT defined for the RMX in the CMA server.
PASSWORD
EXTERNAL_ The login name defined for the RMX in the
CONTENT_ CMA server defined in the format:
USER domain name/user name.

EXTERNAL_DB_
DIRECTORY

The URL of the external database
application. For the sample script application,
the URL is:

<virtual directory>/SubmitQuery.asp

EXTERNAL_DB_IP

The IP address of the external database
server, if one is used.
Default: 0.0.0.0

EXTERNAL_DB_LOGIN

The login name defined for the RMX in the
external database server.
Default: POLYCOM




Polycom RMX 2000 Administrator’s Guide

Table 17-2 System Flags — MCMS_PARAMETERS (Continued)

Flag

Description

EXTERNAL_DB_
PASSWORD

The password associated with the user name
defined for the RMX on the external database
server.

Default: POLYCOM

EXTERNAL_DB_PORT

The external database server port used by
the RMX to send and receive XML requests/
responses.

For secure communications set the value to
443.

Default: 5005.

FORCE_STRONG_
PASSWORD_POLICY

When set to YES (default when
JITC_MODE=YES), implements the Strong
Password rules. For more details, see
“Implementing Strong Passwords” on

page 11-12.

Default: NO

H.263_ANNEX_T

Set to NO to send the Content stream without
Annex T and enable Aethra and Tandberg
endpoints, that do not support Annex T, to
process the Content.

Default: YES

HD_THRESHOLD_

Sets the minimum bit rate required by

BITRATE endpoints to connect to an HD Conference.
Endpoints that cannot support this bit rate are
connected as audio only.

Range: 384kbps - 4Mbs (Default: 768)

HIDE If set to YES (default in Enhanced Security

_CONFERENCE Mode), Conference and Chairperson

_PASSWORD Passwords that are displayed in the RMX

Web Client or RMX Manager are hidden
when viewing the properties of the
conference.

default: NO.
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Table 17-2 System Flags - MCMS_PARAMETERS (Continued)

Flag Description

HIDE_SITE_NAMES Set this flag to ON to cancel the display of
site names. When set to ON and the display
is disabled, the flag
SITE_NAMES_ALWAYS_ON =YES is
ignored.

Default: OFF

ISDN_COUNTRY_ CODE | The name of the country in which the MCU is
located.
Default: COUNTRY_NIL

ISDN_IDLE_CODE_E1 The Idle code (silent), transmitted on the
ISDN E1 B channels, when there is no
transmission on the channels.

Default: 0x54

ISDN_IDLE_CODE_T1 The Idle code (silent), transmitted on the
ISDN T1 B channels, when there is no
transmission on the channels.

Default: 0x13

ISDN_NUM_OF DIGITS When using ISDN Overlap sending dialing
mode, this field holds the number of digits to
be received by the MCU.

Default: 9

IVR_ROLL CALL USE_ When set to YES, the system does not
TONES_INSTEAD_OF_V | playback the Roll Call names when

OICE participants enter or exit the conference. If
the voice messages are replaced with tones
the system will play these tones instead.

The use of tones requires the uploading of
the appropriate tone files in *wav format and
replacing the Roll Call Joined and Roll Call
Left message files with the tone files in the
Conference IVR Service - Roll Call dialog
box.

When the flag is set to NO, Roll Call names
are announced when participants enter or
exit the conference.

Default: NO.
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Table 17-2 System Flags — MCMS_PARAMETERS (Continued)

CONTENT_DEFAULT _
LAYOUT

Flag Description
JITC_MODE When set to YES enables the Enhanced
Security Mode. When enabled, affects the
ranges and defaults of the System Flags that
control:
* Network Security
e User Management
e Strong Passwords
* Login and Session Management
* Cyclic File Systems alarms
Default: NO
For alist of flags affected when the Enhanced
Security Mode is enabled, see "JITC_MODE
System Flag” on page 16-30.
LAST_LOGIN If YES, the system displays a record of the
_ATTEMPTS last Login of the user.
Default: NO.
For more details, see "User Login Record” on
page 11-16.
LEGACY_EP_ Defines the video layout to be displayed on

the screen of the legacy endpoints when
switching to Content mode.

Default value: CP_LAYOUT_1P7 (1+7).

For a detailed list of possible flag values for
the various video layouts, see Table 16-4,
“LEGACY_EP_CONTENT_DEFAULT_LAYO
UT Flag Values,” on page 16-28.
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Table 17-2 System Flags - MCMS_PARAMETERS (Continued)

Flag Description

MAX_CP_RESOLUTION The maximum CP resolution and frame rate
that can be supported by the Polycom RMX
2000.

Possible flag values:

* HD1080 — High Definition at 30 fps
(MPM+)

e HD720 - High Definition at 60 fps
(MPM+)

* HD - High Definition at 30 fps

* SD30 - Standard Definition at 30 fps

e SD15 - Standard Definition at 15 fps

* CIF - CIF resolution

Default: HD1080
For more information see "Setting the
Maximum CP Resolution for Conferencing”

on page 2-5.
MAX_NUMBER Defines the maximum number of concurrent
_OF_MANAGEMENT management sessions (http and https
_SESSIONS_PER connections) per system.
_SYSTEM Value: 4 - 80

Default: 80
MAX_NUMBER Defines the maximum number of concurrent
_OF _MANAGEMENT management sessions (http and https
_SESSIONS_PER connections) per user.
_USER Value: 4 - 80

Default: 10

MCU_DISPLAY_NAME The name of the MCU that is displayed on
the endpoint’s screen when connecting to the
conference.

Default: POLYCOM RMX 2000 or POLYCOM
RMX 4000 depending on the product type.
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Table 17-2 System Flags — MCMS_PARAMETERS (Continued)

Flag

Description

MIN_PASSWORD
_LENGTH

The length of passwords.

Possible value: between 0 and 20.

0 means this rule is not enforced, however
this rule cannot be disabled when the RMX is
in Enhanced Security Mode.

In Enhanced Security Mode, passwords must
be at least 15 characters in length (default)
and can be up to 20 characters in length.
For more details, see "Password Length” on
page 11-13.

MIN_PWD_CHANGE
_FREQUENCY_IN
_DAYS

Defines the frequency with which a user can
change a password.

Values: 0 -7.

0 (standard default) - users do not have to
change their passwords.

In Enhanced Security Mode the retention
period is between 1 (default) and 7.

For details, see "Defining Password Change
Frequency” on page 11-14.

MS_ENVIRONMENT

If YES, sets the RMX SIP environment to
integrate with Microsoft OCS solution.
Default: NO

NUMERIC_CHAIR
_PASS_MIN_LEN

Defines the length of the Chairperson
password.

Value: 0-16

0 - this rule is not enforced, however these
rules cannot be disabled when the RMX is in
Enhanced Security Mode.

In Enhanced Security Mode, Chairperson
password must be at least 9 characters in
length (default) and can be up to 16
characters in length.
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Table 17-2 System Flags - MCMS_PARAMETERS (Continued)

Flag

Description

LEN

NUMERIC_CONF_ID_

Defines the number of digits in the
Conference ID that will be assigned by the
MCU. Enter 0 to disable the automatic
assignment of IDs by the MCU and let the
Operator manually assign them.

Range: 2-16 (Default: 4).

MAX_LEN

NUMERIC_CONF_ID_

The maximum number of digits that the user
can enter when manually assigning an ID to a
conference.

Range: 2-16 (Default: 8)

Note: Selecting 2 limits the number of
simultaneous ongoing conferences to 99.

MIN_LEN

NUMERIC_CONF_ID_

The minimum number of digits that the user
must enter when manually assigning an ID to
a conference.

Range: 2-16 (Default: 4)

Note: Selecting 2 limits the number of
simultaneous ongoing conferences to 99.

_MIN_LEN

NUMERIC_CONF_PASS

Defines the length of the Conference
password.

Value: 0-16

0 - this rule is not enforced, however these
rules cannot be disabled when the RMX is in
Enhanced Security Mode.

In Enhanced Security Mode, Conference
password must be at least 9 characters in
length (default) and can be up to 16
characters in length.

OUTPUT

PAL_NTSC_VIDEO_

When set to AUTO (default), the video output
sent by the RMX is either in PAL or NTSC
format.

To force the RMX to send the video in either
NTSC or PAL, change the flag value
accordingly.

Default: AUTO.
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Table 17-2 System Flags — MCMS_PARAMETERS (Continued)

Flag

Description

PASSWORD
_EXPIRATION_DAYS

Determines the duration of password validity.
Value: between 0 and 90 days.

0 - user passwords do not expire.

In Enhanced Security Mode: default - 60
days, the minimum duration is 7 days.

For details, see "Defining Password Aging”
on page 11-14.

PASSWORD
_EXPIRATION
_WARNING_DAYS

Determines the display of a warning to the
user of the number of days until password
expiration.

Value: between 0 and 14 days.

0 - password expiry warnings are not
displayed.

In Enhanced Security Mode, the earliest
display - 14 days, the latest 7 days (default).
For details, see "Defining Password Aging”
on page 11-14.

PASSWORD
_HISTORY
_SIZE

The number of passwords that are recorded
to prevent users from re-using their previous
passwords.

Values are between 0 and 16.

0 (standard default) - the rule is not enforced,
however this rule cannot be disabled when
the RMX is in Enhanced Security Mode.

In Enhanced Security Mode, at least 10
passwords (default) and up to 16 passwords
must be retained.

For more details, see "Implementing
Password Re-Use / History Rules” on

page 11-13.

SEPARATE
_MANAGEMENT
_NETWORK

Enables/disables the Network Separation.
Can only be disabled in the Enhanced
Security Mode (JITC_MODE=YES).

Default: NO.
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Table 17-2 System Flags - MCMS_PARAMETERS (Continued)

Flag Description

SESSION If there is no input from the user or if the
_TIMOUT_IN connection is idle for longer than the number
_MINUTES of minutes specified by this flag, the

connection to the RMX is terminated.

Value: 0-99

0 - Session Timeout is disabled, however this
feature cannot be disabled when the RMX is
in Enhanced Security Mode.

Default: O

Default (JITC_MODE=YES): 15

TERMINATE_CONF_
AFTER_CHAIR_
DROPPED

If YES, sets conferences to automatically
terminate if the Chairperson disconnects from
the conference.

Default: YES

USER_LOCKOUT

If YES, a user is locked out of the system
after three consecutive Login failures with
same User Name. The user is disabled and
only the administrator can enable the user
within the system.

Default: NO

Default in Enhanced Security Mode: YES
For details, see "User Lockout” on

page 11-15.

USER
_LOCKOUT
_DURATION
_IN_MINUTES

Defines the duration of the Lockout of the
user.

Value: 0 - 480

0 means permanent User Lockout until the
administrator re-enables the user within the
system.

Default: 0

USER_LOCKOUT _
WINDOW_IN_MINUTES

Defines the time period during which the
three consecutive Login failures occur.
Value: 0 - 45000

0 means that three consecutive Login failures
in any time period will result in User Lockout.
Default: 60
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Currently no flags are defined in the CS_MODULE_PARAMETERS
section.

4 To modify a flag value, double-click or select the flag and click the
Edit Flag button.

5 Inthe New Value field, enter the flag’s new value.

Update Flag Name =

Flag Mame: |

Mew Value: |ND

“ Cancel

6 Click OK to close the Update Flag dialog box.
7 Repeat steps 2-4 to modify additional flags.
8 C(lick OK to close the System Flags dialog box

For flag changes to take effect, reset the MCU. For more information, see the
RMX Administrator’s Guide, "Resetting the RMX” on page 16-107.

Manually Adding and Deleting System Flags

To add a flag:

1 Inthe System Flags dialog box, click the New Flag (EREIEERN) button.
The New Flag dialog box is displayed.

MNew Flag &

Mew Flag: |

Walue: |

“ Cancel
2 Inthe New Flag field enter the flag name.
3 Inthe Value field enter the flag value.
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The following flags can be manually added to the

MCMS_PARAMETERS tab:

Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

Flag and Value

Description

BONDING_CHANNEL
_DELAY

(ISDN)

When connecting a bonding group, this is the
delay (number of 1/100 seconds) between
dialing attempts to connect sequential
channels.

The channel per second connection
performance of ISDN switches can vary and
can cause timing issues that result in bonding
channel disconnection.

Default: 6

BONDING_GROUP
_DELAY

(ISDN)

When connecting several bonding groups, this
is the delay (number of 1/100 seconds) before
the first dialing attempt to connect next
bonding group.

Default: 500

BONDING_NUM_CHAN
NELS _IN_GROUP

(ISDN)

The number of channels in the bonding group
to be connected before dialing the next
sequential channel.

Default: 50
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)
Flag and Value Description
BONDING_DIALING When set to:

_METHOD

(ISDN)

* SEQUENTIAL

The MCU initiates channel connections
sequentially until it reaches the number of
channels defined by the
BONDING_NUM_CHANNELS_IN
_GROUP flag.

When a channel is connected, dialing
begins for the next channel in the group.

* BY_TIMERS

The MCU initiates channel connections
sequentially using the values of the
BONDING_CHANNEL _DELAY and
BONDING_GROUP_DELAY flags.

The first group of channels is dialed, using
the BONDING_CHANNEL_DELAY
between dialing attempts for each channel
in the group.

The RMX then implements the
BONDING_GROUP_DELAY, before
dialing the first channel of the next group.

Default: SEQUENTIAL

CP_REGARD_TO
_INCOMING_SETUP
_RATE

For use in the Avaya Environment.

If set to YES, the RMX calculates the line rate
for incoming calls in CP conferences,
according to the line rate which is declared by
the endpoint in the H.225 setup message.

If set to NO, the rate is calculated according to
the conference line rate regardless of the rate
in the H.225 setup message.

Default: YES.

DELAY_BETWEEN
_H320_DIAL_OUT
_PARTY

(ISDN)

The delay in milliseconds that the MCU waits
when connecting dial out ISDN and PSTN
participants.

Default: 1000
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)

Flag and Value

Description

DISABLE_GW_
OVERLAY_INDICATION

When set to NO (default), displays progress
indication during the connection phase of a
gateway call.

Set the value to YES to hide the connection
indications displayed on the participant’s
screen during the connection phase of a
gateway call.

DISABLE_WIDE_RES_
TO_SIP_DIAL_OUT

When set to NO (default), the RMX sends
wide screen resolution to dial-out SIP
endpoints. Endpoint types that do not support
wide screen resolutions are automatically
identified by the RMX according to their
product type and version and will not receive
the wide resolution even if the flag is set to
YES.

When manually added and set to YES, the
RMX does not send wide screen.

Default: NO.

ENABLE_CLOSED_
CAPTION

Enables or disables the Closed Captions
option that allow endpoints to endpoints to
provide real-time text transcriptions or
language translations of the video conference.
When set to NO (default), Closed Captions
are disabled.

When set to YES, Closed Captions are
enabled.

ENABLE_CISCO_GK

When set to YES, it enables the use of an
identical prefix for different RMXs when
registering with a Cisco MCM Gatekeeper.

Default: NO.
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)

Flag and Value

Description

ENABLE_H239

When set to YES, Content is sent via a
separate Content channel. Endpoints that do
not support H.239 Content sharing will not be
able to receive Content

When set to NO, the Content channel is
closed. In such a case, H.239 Content is sent
via the video channel (“people” video)
enabling endpoints that do not support H.239
Content sharing to receive the Content in their
video channel.

Default: YES.

ENABLE_H239_ANNEX
_T=YES

In H.239-enabled MIH Cascading, when MGC
is on level 1, enables sending Content using
Annex T.

ENABLE_TEXTUAL
_CONFERENCE
_STATUS=YES

Set the value of this flag to NO to disable Text
Indication. This setting is recommended for
MCUs running Telepresence conferences.
Default: YES.

FORCE_1X1_LAYOUT
_ON_CASCADED_LINK
_CONNECTION

Set this flag to NO when connecting to an
MGC using a cascaded link, if the MGC is
functioning as a Gateway and participant

layouts on the other network are not to be
forced to 1X1.

Default: YES
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)

Flag and Value

Description

ALLOCATION

FORCE_CIF_PORT_

Sets the MCU to allocate one CIF video
resource to an endpoint, regardless of the
resolution determined by the Conference
Profile parameters. You can specify the
endpoint types for which resource allocation
can be forced to CIF resource, enabling other
types of endpoints to use higher resolutions in
the same conference.

Enter the product type to which the CIF
resource should be allocated. Possible values
are:

* CMA Desktop - for CMA desktop client

e VSX nnnn - where nnnn represents the
model number for example, VSX 8000.

FORCE_RESOLUTION

Use this flag to specify IP (H.323 and SIP)
endpoint types that cannot receive wide
screen resolution and that were not
automatically identified as such by the RMX.
Possible values are endpoint types, each type
followed by a semicolon. For example, when
disabling Wide screen resolution in an HDX
endpoint enter the following string: HDX;
Note: Use this flag when the flag
SEND_WIDE_RES_TO_IP is set to YES.

ENCODING

FORCE_STATIC_MB_

This flag supports Tandberg MXP mode of
sending and receiving video by IP endpoint in
HD 720p resolution and Video Quality set to
Motion. This mode is not supported for ISDN
endpoints.

Default value: Tandberg MXP.

To disable this flag, enter NONE.
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)

Flag and Value

Description

H323 FREE_VIDEO
_RESOURCES

For use in the Avaya Environment.

In the Avaya Environment there are features
that involve converting undefined dial-in
participants’ connections from video to audio
(or vice versa). To ensure that the participants’
video resources remain available for them,
and are not released for use by Audio Only
calls, set this flag to NO.

If set to YES, the RMX will release video
resources for Audio Only calls.

Default: YES.

H245_TUNNELING

For use in the Avaya Environment.

This flag is defined in the System Flags —
CS_MODULE_PARAMETERS section.

In the Avaya Environment, set the flag to YES
to ensure that H.245 is tunneled through
H.225. Both H.245 and H.225 will use the
same signaling port.

Default: NO.

H239_FORCE_
CAPABILITIES

When the flag is set to NO, the RMX only
verifies that the endpoint supports the Content
protocols: Up to H.264 or H.263.

When set to YES, the RMX checks frame rate,
resolution and all other parameters of the
Content mode as declared by an endpoint
before receiving or transmitting content.
Default: NO.
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)

Flag and Value

Description

_LINK=NO

IP_ ENVIRONMENT

In H.239-enabled MIH Cascading, when MGC
is on level 1, setting this flag to YES will adjust
the line rate of HD Video Switching
conferences run on the RMX 2000/4000 from
1920Kbps to 18432, 100bits/sec to match the
actual rate of the IP Only HD Video Switching
conference running on the MGC.

Note: If the flag MIX_LINK_ENVIRONMENT
is set to NO, the IP_LINK_ENVIRONMENT
flag must be set to YES.

_POLICY=
LOAD_BALANCE

(ISDN)

ISDN_RESOURCE

The flag value determines how the ISDN B-
channels within configured spans are
allocated.

The robustness of the ISDN network can be

improved by allocating channels evenly (load

balancing) among the spans, minimizing the
effect of channel loss resulting from the
malfunction of a single span.

Set the flag value to:

* LOAD_BALANCE to allocate channels
evenly among all configured spans.

* FILL_FROM_FIRST_CONFIGURED_SPAN
To allocate all channels on the first
configured span before allocating
channels on other spans.

* FILL_FROM_LAST_CONFIGURED_SPAN
To allocate all channels on the last

configured span before allocating
channels on other spans.

Default: LOAD_BALANCE
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)

Flag and Value

Description

IVR_MUSIC_VOLUME

The volume of the IVR music played when a
single participant is connected to the
conference varies according to the value of
this flag.
Possible value range: 0-10 (Default: 5).

0 — disables playing the music

1 — lowest volume
10 — highest volume

IVR_MESSAGE
_VOLUME

The volume of IVR messages varies
according to the value of this flag.
Possible value range: 0-10 (Default: 6).
0 — disables playing the IVR messages
1 — lowest volume
10 — highest volume
Note: It is not recommended to disable IVR
messages by setting the flag value to 0.

IVR_ROLL_CALL
_VOLUME

The volume of the Roll Call varies according
to the value of this flag.
Possible value range: 0-10 (Default: 6).

0 — disables playing the Roll Call

1 — lowest volume
10 — highest volume
Note: It is not recommended to disable the
Roll Call by setting the flag value to 0.

MIX_LINK
_ENVIRONMENT=YES

In H.239-enabled MIH Cascading, when MGC
is on level 1, setting this flag to YES will adjust
the line rate of HD Video Switching
conferences run on the RMX 2000/4000 from
1920Kbps to 17897, 100bits/sec to match the
actual rate of the HD Video Switching
conference running on the MGC.

Note: If the flag MIX_LINK_ENVIRONMENT
is setto YES, the IP_LINK_ENVIRONMENT
flag must be set to NO.
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)

Flag and Value

Description

RMX_MANAGEMENT
_SECURITY
_PROTOCOL

Enter the protocol to be used for secure
communications.

Default: TLSV1_SSLV3 (both).

Default for U.S. Federal licenses: TLSV1.

SIP_ENABLE_FECC
=NO

By default, FECC support for SIP endpoints is
enabled at the MCU level. You can disable it
by manually adding this flag and setting it to
NO.

SIP_FAST_UPDATE_
INTERVAL_ENV

Default setting is 0 to prevent the RMX from
automatically sending an Intra request to all
SIP endpoints.

Enter n (where n is any number of seconds
other than 0) to let the RMX automatically
send an Intra request to all SIP endpoints
every n seconds.

It is recommended to set the flag to 0 and
modify the frequency in which the request is
sent at the endpoint level (as defined in the
next flag).

SIP_FAST_UPDATE_
INTERVAL_EP

Default setting is 6 to let the RMX
automatically send an Intra request to
Microsoft OC endpoints only, every 6
seconds.

Enter any other number of seconds to change
the frequency in which the RMX send the Intra
request to Microsoft OC endpoints only.

Enter O to disable this behavior at the endpoint
level (not recommended).
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)

Flag and Value

Description

SIP_FREE_VIDEO
_RESOURCES

For use in Avaya and Microsoft Environments.
When set to NO (required for Avaya and
Microsoft environments), video resources that
were allocated to participants remain allocated
to the participants as long as they are
connected to the conference even if the call
was changed to audio only. The system
allocates the resources according to the
participant’s endpoint capabilities, with a
minimum of 1 CIF video resource.

Enter YES to enable the system to free the
video resources for allocation to other
conference participants. The call becomes an
audio only call and video resources are not
guaranteed to participants if they want to add
video again.

Default value in Microsoft environment: NO.

SEND_SIP_BUSY_
UPON_RESOURCE_TH
RESHOLD

When set to YES, it enables the RMX to send
a busy notification to a SIP audio endpoint or
a SIP device when dialing in to the RMX
whose audio resource usage exceeded the
Port Usage threshold.

When set to NO, the system does limit the SIP
audio endpoint connections to a certain
capacity and will not send a busy natification
when the resource capacity threshold is
exceeded.

Default: NO

SITE_NAME
_TRANSPARENCY
=YES

Set the value of this flag to NO to disable
Endpoint Name Transparency.
Default: YES.

SITE_NAMES_ALWAYS
_ON=NO

Set the value of this flag to YES to enable the
permanent display of Endpoint Names.
Default: NO.
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Table 17-3 Manually Added System Flags — MCMS_PARAMETERS

(Continued)

Flag and Value

Description

ISDN

SEND_WIDE_RES_TO_

When set to YES, the RMX sends wide
screen resolution to ISDN endpoints.

When set to NO (default), the RMX does not
send wide screen resolution to ISDN
endpoints.

Default: NO.

IP

SEND_WIDE_RES_TO_

When set to YES (default), the RMX sends
wide screen resolution to IP endpoints.
Endpoint types that do not support wide
screen resolutions are automatically identified
by the RMX according to their product type
and version and will not receive the wide
resolution even when the flag is set to YES.

When manually added and set to NO, the
RMX does not send wide screen resolution to
all IP endpoints.

Default: YES.

4 C(lick OK to close the New Flag dialog box.
The new flag is added to the flags list.

5 Click OK to close the System Flags dialog box.

{ ‘ For flag changes to take effect, reset the MCU. For more information, see the
RMX Administrator’s Guide, "Resetting the RMX” on page 16-107.

To delete a flag:

1 In the System Flags dialog box, select the flag to delete and click the

Delete Flag button.

2 In the confirmation message box, click Yes to confirm.
3 (Click OK to close the System Flags dialog box.
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Table 16-4 lists the value for each video layout that can be defined for the

LEGACY_EP_CONTENT_DEFAULT_LAYOUT Flag. It allows the

selection of video layout that will be displayed on the screen of the legacy
endpoint when switching to Content mode.

Table 17-4 LEGACY_EP_CONTENT_DEFAULT_LAYOUT Flag Values

Layout

Flag Value

—

CP_LAYOUT_1X1

a0

CP_LAYOUT_1X2

Il

CP_LAYOUT_1X2HOR

CP_LAYOUT_1X2VER

CP_LAYOUT 2X1

CP_LAYOUT_1P2HOR

0| 0 oo

CP_LAYOUT_1P2HOR_UP

CP_LAYOUT_1P2VER

|
OO | OO | O

CP_LAYOUT_2X2

CP_LAYOUT_1P3HOR_UP

CP_LAYOUT_1P3VER
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Table 17-4 LEGACY_EP_CONTENT_DEFAULT_LAYOUT Flag Values
(Continued)

Layout Flag Value

CP_LAYOUT_1P4HOR_UP

noom CP_LAYOUT_1P4HOR

CP_LAYOUT_1P4VER

L

CP_LAYOUT_1P5

[ CP_LAYOUT 1P7
ﬂnn:

aga CP_LAYOUT 1P8UP

=

£ CP_LAYOUT 1P8CENT
e CP_LAYOUT 1P8HOR_UP
[=]=]=]

BES CP_LAYOUT 3X3

b CP_LAYOUT 2P8

nana CP_LAYOUT 1P12

ﬂﬂﬂ

oooo

saas CP_LAYOUT 4x4
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The Enhanced Security Mode is enabled or disabled depending on the
value of the JITC_MODE System Flag.
In the Enhanced Security Mode (JITC_MODE =YES) the enhanced security
features of the version are rigorously enforced. The JITC_MODE System
Flag affects the ranges and defaults of the Systern Flags that control:

*  Network Security

*  User Management

* Strong Passwords

* Login and Session Management

*  Cyclic File Systems alarms
After modifying the value of the JITC_MODE Systemn Flag to YES, all
RMX users are forced to change their Login passwords.

Table 16-5 summarizes the interaction between the JITC_MODE System
Flag and the following System Flags:

Table 17-5 JITC_MODE Flag Value — Effect on System Flags

Flag

JITC_MODE =

YES

NO

Range

Default

Range

Default

Network Security

SEPARATE
_MANAGEMENT
_NETWORK

YES/
NO

YES

NO

NO

User Management

DISABLE
_INACTIVE
_USER

1-90

30

0-90
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Table 17-5 JITC_MODE Flag Value — Effect on System Flags (Continued)

JITC_MODE =

Flag YES NO

Range Default Range Default

Session Management

APACHE_KEEP 1-999 15 1-999 120
_ALIVE
_TIMEOUT

SESSION 1-999 15 0-999 0
_TIMOUT_IN
_MINUTES

USER_LOCKOUT YES/ YES YES/ NO
NO NO

USER_LOCKOUT |  0-45000 60 0-45000 60
_WINDOW_IN_
MINUTES

LAST_LOGIN YES/ YES YES/ NO
_ATTEMPTS NO NO

USER 0-480 0 0-480 0
_LOCKOUT
_DURATION
_IN_MINUTES

MAX_NUMBER 4-80 10 4-80 10
_OF
_MANAGEMENT
_SESSIONS_PER
_USER

MAX_NUMBER 4-80 80 4-80 80
_OF
_MANAGEMENT
_SESSIONS_PER
_SYSTEM
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Table 17-5 JITC_MODE Flag Value — Effect on System Flags (Continued)

JITC_MODE =

Flag YES NO

Range Default Range Default

Password Management

FORCE YES YES YES/INO NO
_STRONG
_PASSWORD
_pPoLICY

MIN_PASSWORD 15-20 15 0-20 0
_LENGTH

NUMERIC_CONF 9-16 9 0-16 0
_PASS_MIN_LEN

NUMERIC_CHAIR 9-16 9 0-16 0
_PASS_MIN_LEN

HIDE YES/INO NO YES/INO NO
_CONFERENCE
_PASSWORD

PASSWORD 10-16 10 0-16 0
_HISTORY
_SIZE

PASSWORD 7-90 60 0-90 0
_EXPIRATION
_DAYS

PASSWORD 7-14 7 0-14 0
_EXPIRATION
_WARNING
_DAYS

MIN_PWD 1-7 1 0-7 0
_CHANGE
_FREQUENCY
_IN_DAYS
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Table 17-5 JITC_MODE Flag Value — Effect on System Flags (Continued)

JITC_MODE =
Flag YES NO
Range Default Range Default
HIDE YES/NO NO YES/NO NO
_CONFERENCE
_PASSWORD
Cyclic File Systems
ENABLE_CYCLIC YES/NO YES YES/NO NO
_FILE_SYSTEM
_ALARMS

Auto Layout Configuration

17-34

The Auto Layout option lets the RMX automatically select the conference
video layout based on the number of participants currently connected to
the conference. You can modify the default selection of the conference
video layout to customize it to your conferencing preferences.

Customizing the Default Auto Layout

The default Auto Layout is controlled by 11 flags:
PREDEFINED_AUTO_LAYOUT_O, ..., PREDEFINED_AUTO_LAYOUT_10

Each of the 11 Auto Layout flags can be left at its default value, or set to any
of the Possible Values listed in Table 16-6.

The flag that controls the Auto Layout you wish to modify must be added
to the System Configuration file. For more information see "Modifying
System Flags” on page 16-5.
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Table 17-6 Flags: PREDEFINED_AUTO_LAYOUT 0....,10

Flag Name: PREDEFINED_AUTO_LAYOUT_n (n = Number of
Participants)
n Default Value Possible Values
o | [ cp_ravout_ix1 [ cp_tavout_1xa
1 | [ cp_Lavout_ix1 Ol cr_tavout_ix2
2 | [ cp_avout_ix1 g CP_LAYOUT_1X2HOR
3 | @@ CP_LAYOUT 1x2VER | @E CP_LAYOUT 1X2VER
4 oo |
BB cr_tavout_2x2 B cp_tavout_2x1
| oo
5 | BS CP_LAYOUT_2x2 OB cp_LAYOUT_1P2HOR
g -
6 B CP_LAYOUT 1P5 BB CP_LAYOUT_1P2HOR_UP
[=]=]=]
7 g g
8 CP_LAYOUT 1P5 [IB cp_LavouT_1p2vER
[=]=]=]
8 | g cp LavouT 1P7 BB cp_LAvoUT 2x2
[-1-1-1-]
o |[OE cp_LavouT 1P7 1 CP_LAYOUT 1P3HOR_UP
ooono oan
10 | [FE cp LAvoUT 1P7 B CP_LAYOUT_1P3VER
oooo - -
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Table 17-6 Flags: PREDEFINED_AUTO_LAYOUT 0,...,10 (Continued)

Participants)

Flag Name: PREDEFINED_AUTO_LAYOUT _n (n = Number of

n Default Value

Possible Values

CP_LAYOUT_1P4HOR

CP_LAYOUT_1P4HOR_UP

CP_LAYOUT_1P4VER

CP_LAYOUT_1P5

CP_LAYOUT_1P7

CP_LAYOUT_1P8UP

CP_LAYOUT_1P8CENT

CP_LAYOUT_1P8HOR_UP

CP_LAYOUT_3X3

CP_LAYOUT 2P8

CP_LAYOUT_1P12

CP_LAYOUT_4Xx4
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Example:

Table 16-7 illustrates the effect of modifying the
PREDEFINED_AUTO_LAYOUT_5 flag in conferences with fewer or more
participants than the number of windows selected in the default layout.

Table 17-7 Example: Modifying PREDEFINED_AUTO_LAYOUT_5 Flag

Set to Number of
Flag Possible . Participant’s View
Participants
Value
3 ) .
Voice activated
CP_LAYOUT switching displays the
_Ix2VER current speaker in the
oo left window of the video
7 layout and only the two
last speakers are
PREDEFINED displayed.
_AUTO_LAYOUT_5
_Og
Default = ]
3 . .
Voice activated
switching displays the
current speaker in the
oD e
_1P5 yout.
|
O @ Y
&
ad g |1
7 Voice activated
switching displays the
current speaker in the
top left window of the
video layout.
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RMX Time

To ensure accurate conference scheduling, the RMX MCU has a clock that
can function in standalone mode, or in synchronization with up to three
Network Time Protocol (NTP) servers.

Altering the clock

The MCU'’s date and time can be set manually or enabled to synchronize
with external NTP servers.

To Alter the RMX Time:
1 Onthe RMX menu, click Setup > RMX Time to open the RMX Time
dialog box.

Wiew  Adrninistrati Satup IHeIp

Systern Configuration

[~ Roe Time
Matification Settings
Paort GElg

WideoMoit
GMT Date:
Poductés | [orzzor =]
SHMP Local Time GMT Time GMT Offset
[os:20 = |z =
P = Retrieve Clisnt Time
Multilingua Retri lient Tim

Secured RI I™ Use NTP Server

[ Status: |

I Status: |

I Status: |

2 Define/view the following fields:

Table 17-8 RMX Time — Fields Properties

Field Description

GMT Date The date at Greenwich, UK.

Local Time The MCU's local time settings, are based and
calculated from the GMT Time and the GMT Offset.
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Table 17-8 RMX Time — Fields Properties (Continued)

Field Description

GMT Time The MCU's current GMT time settings.
Select the Up or Down cursor to alter the GMT Time
on the MCU.

GMT Offset The time zone difference between Greenwich and

the MCU's location.
Select the up or down cursor to alter the GMT Offset
time on the MCU.

Get Client Time

Click this button to automatically update the MCU's
date, time and time zone to match that of the
workstation.

Use NTP Server

Select this check box to synchronize the time with
up to three NTP servers. When selected, the
manual GMT Date & Time setting options are
disabled. However, to implement this mode you are
required to enable an external connection with an
NTP server.

Enter the IP addresses of the required NTP servers
in order of precedence.

The Status field indicates whether registration with
the NTP Server failed or succeeded.

After resetting the MCU a delay may occur when synchronizing with the external

NTP server.
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Resource Management

Resource Capacity

17-40

The RMX 2000 can support two card types: MPM and MPM+.
The RMX 4000 supports only MPM+ cards.

MPM+ cards offer higher capacity additional video capabilities. Three
MPM+ card assemblies are available, MPM+ 80, MPM+ 40 and MPM+ 20,
offering various port capacities. Table 16-9 summarizes the resource
capacities of an RMX with the various card types.

Table 17-9 Resource Capacities per Card and for Full Capacity RMX

Maximum Possible
.'?;;g“rce 2 x MPM RMX | RMX4000
(RMX MPM+20 | MPM+40 | MPM+80 | 2000 Full Full
2000) Capacity Capacity
Voice (IP) 400 100 200 400 800 1600
Voice (PSTN) 400 100 200 400 800 400
CIF 80 20 40 80 160 320
SD30 20 7 15 30 60 120
HD720p30 20 5 10 20 40 80
HD720p60 - 2 5 10 20 40
HD1080p30 - 2 5 10 20 40
720p VSW 80 20 40 80 160 320
2Mb
720p VSW 80 20 40 80 80 160
4Mb
1080p VSW - 20 40 80 80 160
4Mb
1080p VSW - 20 40 40 40 80
6Mb
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RMX’s with 500MB of memory can support a maximum of 400 simultaneous
participant calls, regardless of how system resources are allocated. This
limitation applies to RMX'’s configured with either MPM or MPM+ cards.
RMX'’s with 1000MB of memory are not subject to this limitation.

RMX memory size is listed in the Administration > System Information
properties box. For more information see "System Information” on

page 16-61.

Resource Capacity Modes

The installed media card type (MPM and MPM+) determines the Card
Configuration Mode, which in turn determines the resource allocation
method that can be selected for the RMX. It determines how the system
resources are allocated to the connecting endpoints.

The System Card Configuration Mode determines the resource allocation
method used by the RMX to allocate resources to the connecting
endpoints. The method in which the system allocates the resources is
defined in the Video/Voice Port Configuration. Two allocation methods are
available:

Flexible Resource Capacity™ - This is the same as the allocation
mode used in all previous versions. The system allocates the
resources according to the connecting endpoints. This mode offers
flexibility in resource allocation and is available in both MPM and
MPM+ Card Configuration Modes.

In Flexible Resource Capacity mode, in both MPM and MPM+ Card
Configuration Modes, the maximum number of resources is based on
the system license, regardless of the hardware configuration of the
RMX. These resources are allocated as CIF resources by default.

Example: If the RMX is licensed for 80 video resources, but only one
MPM card is currently installed in the RMX, the system lets you
allocate 80 ports although only 40 video resources are available for
participant connection. (However, an active alarm will be added to
the Active Alarms list indicating a resource deficiency).

Fixed Resource Capacity™ - This mode offers precise usage of
resources, allowing the administrator to set the number of resources
guaranteed to each Audio Only and video connection type in advance.
This mode is available only in MPM+ Card Configuration Mode.
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In Fixed Resource Capacity mode, the maximum number of resources is
based on the system license and the hardware configuration of the
RMX. By default, these resources are allocated as HD720p30
resources, the first time Fixed Resource Capacity mode is activated.

Example: If two MPM+ cards are installed in the RMX, providing 160
video resources, and the license was not upgraded accordingly,
although the system capacity is higher, resource availability for
allocation does not change and remains according to the license (80).
Conversely, if two MPM+ cards are installed in the RMX, providing
160 video resources, and the license is for 160 video resources, and
one of the MPM+ cards is removed, the resource availability for
allocation is changed to 80.

Resource Usage

Continuous Presence

Video resources usage varies according to the video resolution used by
the endpoints. The higher the video resolution (quality), the greater the
amount of video resources consumed by the MCU.

Table 16-10 shows the number of video resources used for each
resolution.

Table 17-10 Video Resource Usage vs. Resolution (MPM, MPM+)

Video Resources Used
Resolution/fps
MPM MPM+
CIF/30
QCIF/30 1 1
SIF/30
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Table 17-10 Video Resource Usage vs. Resolution (MPM, MPM+) (Continued)

Resolution/fps

Video Resources Used

MPM

MPM+

WCIF/25

WSIF/30

432X336/30

480X352/30

4CIF/15

SD/15

WSD/15

2.66

WSD/30

4CIF/30

4SIF/30

WVGA/30

WVGA/25

SD/30

WSD/60

2.66

HD720p/30
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Table 17-10 Video Resource Usage vs. Resolution (MPM, MPM+) (Continued)

Video Resources Used

Resolution/fps
MPM MPM+

CIF/60

SIF/60

WSIF/60
2.66

WCIF/60

432X336/60

480X352/60

WSD/50

4CIF/50

4SIF/60 4

WVGA/60

WVGA/50

HD720p/60

HD1080p/30

High Definition Video Switching

During a High Definition Video Switching conference, each endpoint uses
one video (CIF) port.

Voice

One Audio Only resource is used to connect a single voice participants
once CIF resources have been converted to Audio Only. However, if no
CIF resources were converted, Audio Only endpoints use one CIF video
resource per connection.

When video ports are fully used, the system cannot use free audio ports
for video. When audio port resources are fully used, video ports can be
used, using one video port to connect one voice participant.
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Video/Voice Port Configuration

The Video/Voice Port Configuration enables you to configure the RMX
Resource Capacity and if in MPM+ System Card Configuration Mode, to
select the capacity method.

Flexible Resource Capacity Mode

All resources are initially allocated as CIF video ports as it is a resolution
commonly supported by all endpoints.

The administrator can allocate some or all of these resources as Voice
resources and let the system allocate the remaining Video resources
automatically as participants connect to conferences. The system
automatically allocates resources according to the connecting
participant’s endpoint type, capabilities and line rate.

Pt If the system runs out of voice ports, voice endpoints cannot connect to available
\ ‘ ) video ports. Conversely, video endpoints cannot connect to available voice
ports.

Flexible Resource Capacity mode is available and is the default selection in
both MPM and MPM+ System Card Configuration Modes. 1t is the only
allocation method in MPM System Card Configuration Mode.

Fixed Resource Capacity

Fixed Resource Capacity enables the administrator to allocate the number of
resources available to each video connection type and Audio Only
connections in advance. In Fixed Resource Capacity mode, the system is
always in a known state, and when used in conjunction with the Resource
Report, it gives the administrator precise control over resource allocation
and optimization. For more information, see "Forcing Video Resource
Allocation to CIF Resolution” on page 16-50.

Fixed Resource Capacity mode is available only in MPM+ System Card
Configuration Modes.

If all resources allocated to a specific endpoint type are in use and an
endpoint of that specific type tries to connect to the RMX, the RMX first
attempts to connect the endpoint at the next highest resolution. If not
resources are available at that level the RMX begins search for connection
resolutions at progressively decreasing resolutions.

Example: In a system that has 10 SD ports allocated and in use:

17-45



Chapter 17-RMX Administration and Utilities

17-46

@

If another SD endpoint (11th) attempts to connect, the system first tries to
allocate resources to the SD endpoint first from HD720 and then from
HD1080 resources.

If HD resources are allocated to an SD endpoint, HD endpoints may
experience a resource deficiency when trying to connect and may not be
connected at HD resolution.

If there are no available HD resources the system tries to allocate
resources to the SD endpoint from any available CIF resources.

If there are no available CIF resources the system tries to allocate
resources to the SD endpoint from any available Audio Only resources. If
Audio Only resources are allocated the HD endpoint, it is connected as an
Audio Only participant.

Configuring the Video/Voice Resources in MPM Mode

Resource re-configuration should only be performed when no conferences are
running on the RMX.

To allocate Audio Only resources:

1 Inthe RMX menu, click Setup > Video/Voice Port Configuration.
The Video/Voice Port Configuration dialog box opens.

—Resource Capacity Mode

' Flexible Resource Capacity " Fixed Resource Capacity

—Part Configuration

Video Por‘ts:
208 292 276 2&&44 228 212 196 180 164 148 132 116 100828 F& &4 52 40 28 162 0
LT T NG e e e e e i e e i e e v e e e v e e i e e e e v v i e v i i e

T T T S T T O T T T R T TN TN T T O TN IN TTN TN TR TN YO
0 60120 200 220 260 \40 S20 600 620 F&0 240 9201000 1100 1200 1300 1400 1500 [1e00

/

Resource Maximum from License

\oice Ports: 0

A single slider is displayed, calibrated according to licensed video
resources indicated in CIF ports in the RMX.
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2 Move the slider to the number of Audio Only ports to be allocated.

The slider moves in multiples of two, converting CIF video ports to
voice ports in groups of two, with each CIF video port converting to
five voice ports. The minimum number of voice ports that can be
allocated is 10 (2 video ports x 5 voice ports per video port).

3 Click OK.

Configuring the Video/Voice Resources in MPM+
Mode

Resource re-configuration should only be performed when no conferences are
running on the RMX.

There are two Resource Capacity modes in MPM+ Mode:
*  Flexible Resource Capacity

* Fixed Resource Capacity

Flexible Resource Capacity

Flexible Resource Capacity is the default resource allocation mode in MPM+
Mode and is functionally identical to the MPM Flexible Resource Capacity
described above.

To allocate Audio Only ports in MPM+ mode:

1 Optional (otherwise skip to step 2): If the RMX is in Fixed Resource

Capacity mode:
a Inthe RMX menu, click Setup > Video/Voice Port
Configuration.

The Video/Voice Port Configuration dialog box opens.

b In the Resource Capacity Mode box, select Flexible Resource
Capacity.

¢ Click OK.

2 Inthe RMX menu, click Setup > Video/Voice Port Configuration.
The Video/Voice Port Configuration dialog box opens.

If switching from Fixed mode, all video resources are allocated as CIF
video ports.

3 Continue with Step 2 of the MPM Mode Flexible Resource Capacity
procedure described above.
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To allocate resources in Fixed Resource Capacity mode:

Capacity mode) should only be performed when no conferences are running on

@ Resource re-configuration (if the system is already set to Fixed Resource
the RMX.

1 Optional (otherwise skip to step 2): If the RMX is not in Fixed Capacity

Mode.
a Inthe RMX menu, click Setup > Video/Voice Port
Configuration.

The Video/Voice Port Configuration dialog box opens.
b In the Resource Capacity Mode box, click Fixed.

¥ideo/¥oice Port Configurabion

Resource Capacity Mode

" Flexible Resource Capacity {* Fixed Resource Capacity

Capacity Mode Radio Buttons

¢ Click OK.
2 Inthe RMX menu, click Setup > Video/Voice Port Configuration.
The Video/Voice Port Configuration dialog box opens.

Maximum Number of Resources
from License and Hardware

Number of Resources allocated
to each type

Wideo; Yoice P it Configuration

Resourfe Capacity Mode

| Flexible Resource Capacity f* Fized Resource Capacity

Ports Ginfiguration

Audio Only (0) ® Mak 400 ports

CIF /WSW (80) L0000 L8 et | Maw 80 ports
0 5 1 15 20 25 30 35 40 45 S0 55 en  8s5  70 75 =0

50 () ® Max 30 ports

HD 720p (0 ® Max 20 ports

HD 1080p (0] ® Max 0 ports
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Fixed Resource Capacity mode displays five sliders, one for each

resource type: Audio Only, CIF, SD, HD 720p 30fps, HD 1080p / HD

720p 60fps (HD 1080p / HD 720p 60fps resources are represented on
the same slider) where each type requires different number of video
resources (in CIF ports) for connecting endpoints.

— The first time the Fixed Resource Capacity is selected, all resources
are allocated to HD720p30 by default.

— If the allocation mode was previously Fixed or if it was Auto but
Fixed had been selected in the past, the previous resource
allocations in the mode are displayed.

The maximum number of allocatable of resources of each type for an

RMX containing two fully licensed MPM+ cards are as follows:

Resource Type Maximum
Audio Only 800
CIF/VSW 160
SD 60
HD720p 40
HD1080p 20

The MAX_CP_RESOLUTION flag setting does not affect resource
allocation.

Example: If it is set to SD30, the HD 1080p slider is still displayed and
HD 1080 resources can be allocated. However, HD 1080 participants
will connect at SD30 resolution.

Using the sliders, the administrator can manually allocate resources
to the various types of video resolutions and Audio Only connections
that can be used by connecting endpoints.

Move the blue slider buttons to allocate resources.

As all the resources are allocated when the dialog box opens, you
must first free resources of one type by moving the blue slider button
to the left, and then move blue slider button of the required resource
type to the number of resources to be allocated.
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On the slider bars, red areas to the left of the blue slider buttons
indicate allocated resources and purple areas to the right of the blue
slider buttons indicate unallocated resources in the system.

Allocated Resources

Wideo; ¥oice Port Configuration

Slider button

Un-allocated Resources

Resource Capacity Mode

" Flexible Resource Cap

Parts Configuration

Audis Only (0)

city * Fixed Resource Capacity

et Configuration

Max 400 parts

CIF/WSH (53) (RN RN R RN ERNNEREN uunuunuuuuuuuuuuuuuuuuuuuu; Mar 80 ports
[z} 5 10 |55 80 5 7o 35 s0f

0iz 3

S0 (0)

HD 720p (2) Q !
o1

HE: 1020p (0)

i5 67 o8 84

Mak 30 ports

Mk 20 ports

Mak O ports

\\\\ i

Decreasing CIF Resources increases the number of available
Audio Only, SD, HD720p and HD1080p Resources

When the position of a slider is changed the system calculates the
effect on the remaining system resources and adjusts the slider scales

accordingly.

For example: Decreasing the allocated CIF ports from 80 to 53, free
ports for allocation that can be used to allocate up to 135 voice ports
or 10 SD ports or 6 HD 720p ports, or any combination of the resource

types.

Allocating five Audio Only ports decreases the number of CIF ports
while allocating one SD port decreases the number of CIF ports.

Click OK to activate the new Resource Capacity.
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If after resources are recalculated there are purple areas to the right of
the blue slider buttons indicating unallocated resources in the system,
the system issues a warning stating that there are un-allocated
resources in the system.

5 Optional. Repeat this procedure from Step 2 to further optimize the
resource allocation.
Un-allocated resources cannot be used by any participants.

If after recalculating the resources the system determines that there
are insufficient resources to support the configuration indicated by
the sliders:

— A major System Alert is raised with Insufficient resources in its
Description field.
— The Fixed Resource Capacity blue slider buttons are disabled.
— A warning message is displayed.
*  (lick OK to close the warning message box.
a Optional.
*  Click the Reset Configuration button to set all the blue
slider buttons to zero.
*  Reconfigure the resource allocation.
*  (lick OK to activate the new resource allocation.
b  Optional. Click the Cancel button to accept the resource
allocation.

The System Alert remains active.

Forcing Video Resource Allocation to CIF Resolution

You can set the MCU to allocate one CIF video resource to an endpoint,

regardless of the resolution determined by the Conference Profile
parameters. This forcing saves resources and enables more endpoints to
connect to conferences.

The forcing is done by modifying the system configuration and it applies
to all conferences running on the MCU.

You can specify the endpoint types for which resource allocation can be
forced to CIF resource, enabling other types of endpoints to use higher
resolutions in the same conference. For example, you can force the system
to allocate one CIF video resource to CMAD and VSX endpoints while
HDX endpoints can connect using SD or HD video resources.
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Once the endpoint connects to the conference, its type is identified by the
RMX and, if applicable, the RMX will connect it using one CIF resource,
even if a higher resolution can be used.

To force CIF resource:

1 Onthe RMX menu, click Setup > System Configuration.
The System Flags dialog box opens.

2 Inthe MCMS_PARAMETERS tab, click the New Flag button.
The New Flag dialog box is displayed.

New Flag %)

Mew Flag: |

Walue: |

3 Inthe New Flag field enter the flag name:
FORCE_CIF_PORT_ALLOCATION

4 Inthe Value field enter the product type to which the CIF resource
should be allocated. Possible values are:
— CMA Desktop for CMA desktop client
— VSX nnnn where nnnn represents the model number for
example, VSX 8000.

You can define several endpoint types, listing them one after the
other separated by semicolon (;).
For example, CMA Desktop;VSX 8000.

5 Click OK.
The new flag is added to the flags list.

Reset the MCU for changes to take effect. For more details, see RMX 2000/
4000 Administrator’s Guide, "Resetting the RMX"” on page 16-107.

To cancel the forcing of CIF resource:
1 On the RMX menu, click Setup > System Configuration.
The System Flags dialog box opens.

2 Inthe MCMS_PARAMETERS tab, double-click or select the flag
FORCE_CIF_PORT_ALLOCATION and click the Edit Flag button.

3 In the New Value field, clear the value entries.
4 C(Click OK.
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Reset the MCU for changes to take effect. For more details, see RMX 2000/
4000 Administrator’s Guide, "Resetting the RMX” on page 16-107.

Resource Report

The Resource Report displays the real time resource usage according to the

selected Resource Capacity Mode:

*  Flexible Resource Capacity Mode available in both MPM and MPM+
Modes

*  Fixed Resource Capacity Mode available only in MPM+ Mode

The Resource Report also includes a graphic representation of the resource

usage.

When the RMX is working in MPM+ Mode, with Fixed Resource Capacity
Mode™ selected, additional system resources information is displayed.

Displaying the Resource Report

1 In the main toolbar, click Administration > Resource Report.

Wiew | Administration | Setup  Help

Tools 3
@ Software Managernent
Zispla Resource Report

a
Lol CDR

Motes

= Licenze Information

The Resource Report dialog box appears, displaying the resource usage
according to the Resource Capacity Mode. For each resource type, the
Resource Report includes the following columns:

Table 17-11 Resource Report Fields Parameters

Column Description

Type The type of audio/video resources available.

17-53




Chapter 17-RMX Administration and Utilities

Table 17-11 Resource Report Fields Parameters (Continued)

Column Description

Total The Total column displays the total number of
resources of that type as configured in the system
(Occupied and Free). This number reflects the
current audio/video port configuration. Any changes
to the resource allocation will affect the resource
usage displayed in the Resource Report.

Occupied The number of RMX resources that are used by
connected participants or reserved for defined
participants.

Free The number of RMX resources available for
connecting endpoints.

Resource Report Display in Flexible Resource Capacity
Mode™

The Resource Report details the current availability and usage of the system
resources displaying the number of free and occupied audio and video
ports. A Resources Graph is displayed in addition to the Resources table.

Example: An RMX 2000 in Flexible Resource Capacity Mode has:

* 80 licensed CIF resources.

* 8 ofits 80 CIF resources allocated as Audio = 40 Audio resources (8x5).
*  All 40 Audio resources free (green).

*  The remaining 72 CIF resources allocated as Video resources.

* 8 of the 72 CIF resources are occupied (red) while the remaining 64
are free.
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The Resource Report is displayed as follows:

Resource Repo

Resources Graph

sucy
=
2

[ 0ceupied

e

Video Resources
Free (%)

Audio
[Oeeupied: 0%)

Video Resources
Occupied (%)

Video
(Dceupied: 11%)

Resources

Type |ODDUDIEd Free |T0tal |

Audio a 40 40

Wideo E 64 72

Actual Number of Occupied and Free Audio and Video Resources

In Flexible Resource Capacity Mode, resource usage is displayed for Audio
and CIF video resources only. They are displayed as percentages of the
total resource type.

The actual number of occupied or free resources can also be displayed by
moving the cursor over the columns of the bar graph. Moving the cursor
over the Video bar displays the following:

8 Occupied Video
Resources

64 Free Video
Resources
 I——
“ideo k
[Occupiad: 11%)

Video
[Decupied: 11%]

Port Gauges

In Flexible Resource Capacity mode, the Port Gauges in the Status Bar show 0
of the 40 Audio (Voice) resources as occupied and 8 of the 72 CIF (Video)
resources as occupied.

Port Usage: Yoice 0,/ 40 Bl Yideo 8 J72
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Resource Report in Fixed Resource Capacity Mode™

In Fixed Resource Capacity Mode, each resource type (Audio, CIF, SD,
HD 720p and HD 1080p) is displayed as a bar of the graph, indicating the
percentage of occupied and free resources for each resource type.

The data is also displayed as a Resources table indicating the actual
number of resources occupied and free for each resource type along with
a total number of each resource type.

Example: An RMX 2000 in Fixed Resource Capacity Mode has:

80 licensed CIF resources.

18 Audio resources allocated, all free (green).

35 CIF resources allocated, all free.

5 SD resources allocated, 4 occupied (red), 1 free.
7 HD 720 resources allocated, all free.

0 HD 1080 resources allocated.

The Resource Report is displayed as follows:

RESOUrCE Repo

Resources Graph

[ 0scupied
s Free
30
25
20
15
10
: -
o0 o ——

Audic CIF D720 HD1080
[Decupied: 0%] [Decupied: 0%)] [Qeoupied: 80%)] [Dooupied: D%]

suog
IS
=

Resources

Type |0|:|:upied Free ‘Tntal |

Audio 0 | 1s | €—=—— Total Number of Audio Resources = 18

CIF a 35 35
5D 4 1 5
Abrzn 0 ’ | ¢——————— Total Number of Video Resources = 47
HD1080 O o o

The actual number of occupied or free resources can also be displayed by
moving the cursor over the columns of the bar graph (as explained above
for Flexible Resource Capacity).
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Port Gauges

Audio (Voice) resources are as displayed as in previous versions while all
Video resource types are shown as a single group of Video resources.

The gauges show 0 of the 18 Audio (Voice) resources as occupied. The
4 occupied SD resources are shown as 4 occupied resources out of the
total of 47 Video resources.

Port Usage: Yoice 07158 I VYideo 4 f 47

ISDN/PSTN

Table 16-12 lists the ISDN supported bit rates and their respective
participant connection capacities per RTM ISDN card:

Table 17-12 ISDN — E1/T1 Connection Capacity vs. Bit rate

. Number of Participants

Bit Rates

(Kbps) per RTM ISDN Card

(Bonded) £1 T

128 40 40 If the conference bit rate is 128Kbps,
participants connecting at bit rates

192 40 40 lower than 128Kbps are

256 40 40 disconnected.

320 40 40 If the conference bit rate is above
128Kbps but does not match any of

384 34 34 the bonded bit rates, participants are
connected at the highest bonded bit

512 25 25 rate that is less than the conference

768 17 17 bit rate.
For example: If the conference bit

1152 1 1 rate is 1024Kbps, the participant is

1472 9 9 connected at 768Kbps.

1536 8 8

1920 7 6
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Port Usage

The RMX can be set to alert the administrator to potential port capacity
shortages. A capacity usage threshold can be set as a percentage of the
total number of licensed ports in the system.

When the threshold is exceeded, a System Alert is generated.
The default port capacity usage threshold is 80%.

The administrator can monitor the MCU’s port capacity usage via the Port
Gauges in the Status Bar of the RMX Web Client.

Setting the Port Usage Threshold

To Set the Port Usage Threshold:
1 Inthe Setup menu, click Port Gauge to open the Port Gauge dialog box.

Wiew  Adrninistrati m Help
f[ Systern Configuration
RME Tirne
\ Matification Settings
Pott Gauge

L‘dﬁw

Product

SHMP Alert when portusage exceeds a0 %

Multiling

Secured

[ o ] o]

v
Usage Threshold

Status Bar ——Jp port Usage: Yoice 0750 ¥ideo 4 /70 Bl

2 Enter the value for the percentage capacity usage threshold.
The value is applied to the Audio and video resources according to
the Video/Voice Port Configuration.

The high Port Usage threshold represents a percentage of the total
number of video or voice ports available. It is set to indicate when
resource usage is approaching its maximum, resulting in no free
resources to run additional conferences. When port usage reaches or
exceeds the threshold, the red area of the gauge flashes and a Systemn
Alert is generated. The default port usage threshold is 80%.

3 C(Click OK.
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SIP Dial-in Busy Notification

When the system flag
SEND_SIP_BUSY_UPON_RESOURCE_THRESHOLD is set to YES (NO is
the default), it enables the RMX to send a busy notification to a SIP audio
endpoint or a SIP device when dialing in to the RMX whose audio
resource usage exceeded the Port Usage threshold.

The RMX will send a SIP busy response to SIP audio endpoints when:

*  The system flag
SEND_SIP_BUSY_UPON_RESOURCE_THRESHOLD is set to YES
(NO is the default)

*  The port usage threshold for Audio resources is exceeded. The
threshold is defined in the Setup > Port Gauge dialog box.

alert when port usage exceeds an| %

When the flag is set to YES, the system will allow SIP audio endpoints to
connect to the MCU until the Port Usage threshold is reached. Once this
threshold is exceede, the SIP audio endpoints will not be able to connect,
ensuring that the remaining system resources can be used by all other
connections, including SIP video, H.323 cascaded links and ISDN video.
When the call is rejected by the MCU because of lack of resources, the
appropriate indication will be sent by the MCU to the SIP audio endpoint.

For example, if the Port Gauge threshold is set to 80%, when 80% of the
Audio resources are used, the system will not allow additional SIP audio
endpoints to connect and will send a busy notification to the endpoint.

This does not affect the video resources usage.
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Port Usage Gauges

The Port Usage Gauges are displayed in the Status Bar at the bottom of the

RMX Web Client screen.

Signaling Host: 172.22.192.54 _LogoL

= © «E
Display Nome[Stotos]I0__[Start Tim] [iF Adiress/rhand Alias Name/SIF Adiresd Network |Dialng O Audio_[video _[Encryt
4% SUPPORT [, N 99466 1:02PM | istics (7 participants)
&5 marketing 46630 352PM | e lbar2ll o= Comn 172.22.186 211 H323 €5 Dialo
25 Logistics 43974 351PM | Rex 1PAMy2s @ Conn 172.22.186.219 Ha323 G Dislo
B 1-Sabre2o = Conn 172.22.186.20 H323 5 Dialo
R 1-smokez = Conn 172.22.189.50 H323 € Dialo
fex 1smokes <@ Conn 1722218957 Ha323 G Dislo
fex 1smokel <@ Conn 1722218954 Ha323 G Dislo
R 1v120 = Conn 172.22.166.120 H323 € Dislo
Status Bar ——p a Port Usage: Voice /T 75U WAL video J—557 70 WL /\McU StatexiAY

Port Usage Gauges

The Port Usage gauges indicate:

*  The total number of Video or Voice ports in the system according to
the Video/Voice Port Configuration. The Audio gauge is displayed only
if Audio ports were allocated by the administrator, otherwise only the

Video port gauge is displayed.
*  The number of Video and Voice ports in use.
*  The High Port Usage threshold.

Total Allocated Video Ports In System

Video Ports In Use

Video Port Usage Indicator

Total Allocated Audio Ports In System

Audio Ports In Use

Audio Port Usage Indicator

Port Usage: ¥Yoice 20 f <0l Yideo

24 5 7

Audio and Video Port Usage Threshold
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Port Gauges in Flexible/Fixed Capacity Modes

Audio Ports Gauge

*  In both Flexible and Fixed Capacity Modes:
The fraction displayed indicates the exact number of voice ports in
use out of the total number of voice ports.

Video Ports Gauge

*  In Flexible Capacity Mode:
All video port usage is converted to the equivalent CIF port usage.
The fraction displayed indicates the exact number of CIF video ports
in use out of the total number of CIF video ports in the system.

*  In Fixed Capacity Mode:
All video ports are treated as a single group of Video resources
regardless of their differing consumption of CIF ports. The fraction
displayed indicates the number of video resources in use out of the
total number video resources in the system.
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System Information

System Information includes License Information, and general system
information, such as system memory size and Media Card Configuration
Mode.

To view the System Information properties box:

4  On the RMX menu, click Administration > System Information.

The System Information properties box is displayed.

License Information

Total Humber of Yideo {CIF) Participants: 160
RMx Wersion: |4‘1.g.31
[SDN/PSTH: Trus
Encryption: True
Telepresence Mode: True
Serial Number: WRZ090126011
Polycom Partners: Avaya

Ihm
Mernory Size [MB]: 1024 MB
Card Configuration Mode: MPM+

Ok
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The System Information properties box displays the following

information:

Table 17-13 System Information

Field

Description

Total Number of Video
(CIF) Participants

Displays the number of CIF video participants
licensed for the system.

RMX Version

Displays the System Software Version of the
RMX.

ISDN/PSTN

The field value indicates whether RTM ISDN/
PSTN hardware has been detected in the
system.

Range: True / False

Encryption

The field value indicates whether Encryption is
included in the MCU license. Encryption is not
available in all countries.

Range: True / False

Telepresence Mode

The field value indicates whether the system is
licensed to work with RPX and TPX
Telepresence room systems.

Range: True / False

Serial Number

Displays the Serial Number of the RMX.

Polycom Partners

The field value indicates that the System
Software contains features for the support of
specific Polycom Partner environments.

Memory Size [MB]

This field indicates the RMX system memory

size in MBytes.

Possible values:

e 1000 MB - The RMX can support a
maximum of 800 simultaneous participant
calls (if configured with two MPM+ cards).

e 500 MB — The RMX can support a
maximum of 400 simultaneous voice calls
and 120 CIF video calls. This limitation
applies to RMX'’s configured with either
MPM or MPM+ cards.
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Table 17-13 System Information (Continued)

Field

Description

Mode

Card Configuration

Indicates the MCU configuration as derived

from the installed media cards:

*  MPM: Only MPM cards are supported.
MPM-+ cards in the system are disabled. It
is the mode used in previous RMX
versions.

e  MPM+: Only MPM+ cards are supported.
MPM cards in the system are disabled.
Note: When started with Version 4.0 installed,
the RMX enters MPM+ mode by default, even

if no media cards are installed:

* The RMX only switches between MPM and
MPM+ Card Configuration Modes if MPM/
MPM+ cards are removed or swapped
while it is powered on.

* The Card Configuration Mode switch
occurs during the next restart.

* Installing or swapping MPM/MPM+ cards
while the system is off will not cause a
mode switch when the system is restarted -
it will restart in the Card Configuration
Mode that was active previous to powering
down.

et * The RMX only switches between MPM and MPM+ Card Configuration
L___ ‘ .,-:' Modes if MPM/MPM+ cards are removed or swapped while it is running.
- * The Card Configuration Mode switch occurs during the next restart.
* Installing or swapping MPM/MPM+ cards while the system is off will not

cause a mode switch when the system is restarted — it will restart in the Card
Configuration Mode that was active previous to powering down.
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SNMP (Simple Network Management
Protocol)

SNMP standard protocol is now supported with the RMX. It enables
managing and monitoring of the MCU status by external managing
systems, such as HP OpenView or through web applications.

Detailed Description

MIBs are a collection of definitions, which define the properties of the

managed object within the device to be managed. Every managed device
keeps a database of values for each of the definitions written in the MIB.

The SNMP systems poll the MCU according to the MIB definitions. In
addition, the MCU is able to send Traps to different managers. Traps are
messages that are sent by the MCU to the SNMP Manager when an event
such as MCU Reset occurs.

MIB (Management Information Base) Files

The H.341 standard defines the MIBs that H.320 and H.323 MCUs must
comply with. In addition, other MIBs should also be supported, such as
MIB-II and the ENTITY MIB, which are common to all network entities.

The MIBS are contained in files in the SNMP MIBS sub-directory of the
RMX root directory. The files should be loaded to the SNMP external
system and compiled within that application. Only then can the SNMP
external application perform the required monitoring tasks.

: ‘ The MULTI-MEDIA_MIB_TC must be compiled before compiling the other
' / MIBs.

Private MIBS

* RMX-MIB (RMX-MIB.MIB)
— Contains the statuses of the RMX: Startup, Normal and Major.

— Contains all the Alarms of the RMX that are sent to the SNMP
Manager.
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Support for MIB-Il Sections
The following table details the MIB-II sections that are supported:

Table 17-14 Supported MIB-Il Sections

Section Object Identifier

system mib-2 1

interfaces mib-2 2

ip mib-2 4
The Alarm-MIB
MIB used to send alarms. When a trap is sent, the Alarm-MIB is used to
send it.

H.341-MIB (H.341 - H.323)

*  Gives the address of the gatekeeper.
*  Supports H.341-MIB of SNMP events of H.323.

Standard MIBs

This section describes the MIBs that are included with the RMX. These
MIBs define the various parameters that can be monitored, and their
acceptable values.

MIB Name Description
MULTI-MEDIA- Defines a set of textual conventions used within the set
MIB-TC of Multi Media MIB modules.

(MULTIMTC.MIB)

H.320ENTITY-MIB | This is a collection of common objects, which can be
(H320-ENT.MIB) used in an H.320 terminal, an H.320 MCU and an H.320/
H.323 gateway. These objects are arranged in three
groups: Capability, Call Status, and H.221 Statistics.
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MIB Name

Description

H.320MCU-MIB
(H320-MCU.MIB)

Used to identify managed objects for an H.320 MCU. It
consists of four groups: System, Conference, Terminal,
and Controls. The Conference group consists of the
active conferences. The Terminal group is used to
describe terminals in active MCU conferences. The
Controls group enables remote management of the
MCU.

H323MC-MIB
(H323-MC.MIB)

Used to identify objects defined for an H.323 Multipoint
Controller. It consists of six groups: System,
Configuration, Conference, Statistics, Controls and
Notifications. The Conference group is used to identify
the active conferences in the MCU. The Notifications
group allows an MCU, if enabled, to inform a remote
management client of its operational status.

MP-MIB (H323-
MP.MIB)

Used to identify objects defined for an H.323 Multipoint
Processor, and consists of two groups: Configuration and
Conference. The Configuration group is used to identify
audio/video mix configuration counts. The Conference
group describes the audio and video multi-processing
operation.

MIB-I/RFC1213-
MIB
(RFC1213.MIB)

Holds basic network information and statistics about the
following protocols: TCP, UDP, IP, ICMP and SNMP. In
addition, it holds a table of interfaces that the Agent has.
MIB-II also contains basic identification information for
the system, such as, Product Name, Description,
Location and Contact Person.

ENTITY-MIB
(ENTITY.MIB)

Describes the unit physically: Number of slots, type of
board in each slot, and number of ports in each slot.
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Traps

Three types of traps are sent as follows:

1 ColdStart trap. This is a standard trap which is sent when the MCU is
reset.

coldStart notification received from: 172.22.189.154 at 5/20/
2007 7:03:12 PM
Time stamp: O days 00h:00m:00s.00th
Agent address: 172.22.189.154 Port: 32774 Transport: IP/UDP
Protocol: SNMPv2c Notification
Manager address: 172.22.172.34 Port: 162 Transport: IP/UDP
Community: public
Enterprise: enterprises.8072.3.2.10
Bindings (3)
Binding #1: sysUpTime.0 *** (timeticks) O days
00h:00m:00s.00th
Binding #2: snmpTrapOID.0 *** (oid) coldStart
Binding #3: snmpTrapEnterprise.0 *** (oid)
enterprises.8072.3.2.10

Figure 1  An Example of a ColdStart Trap

2 Authentication failure trap. This is a standard trap which is sent
when an unauthorized community tries to enter.

authentication Failure notification received from:

172.22.189.154 at 5/20/2007 7:33:38 PM

Time stamp: O days 00h:30m:27s.64th

Agent address: 172.22.189.154 Port: 32777 Transport: IP/UDP

Protocol: SNMPv2c Notification

Manager address: 172.22.172.34 Port: 162 Transport: 1P/UDP

Community: public

Enterprise: enterprises.8072.3.2.10

Bindings (3)
Binding #1: sysUpTime.O0 *** (timeticks) O days
00h:30m:27s.64th
Binding #2: snmpTrapOID.0 *** (oid) authenticationFailure
Binding #3: snmpTrapEnterprise.0 *** (oid)
enterprises.8072.3.2.10

Figure 2 An Example of an Authentication Failure Trap
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3  Alarm Fault trap. The third trap type is a family of traps defined in

the

POLYCOM-RMX-MIB file, these traps are associated with the

RMX active alarm and clearance (proprietary SNMP trap).

*

rmxFailedConfigUserListInLinuxAlarmFault notification received

from: 172.22.189.154 at 5/20/2007 7:04:22 PM
Time stamp: O days 00h:01m:11s.71th
Agent address: 172.22.189.154 Port: 32777 Transport: IP/UDP
Protocol: SNMPv2c Notification
Manager address: 172.22.172.34 Port: 162 Transport: 1P/UDP
Community: public
Bindings (6)
Binding #1: sysUpTime.0 *** (timeticks) O days
00h:01m:11s.71th
Binding #2: snmpTrapOID.0 *** (oid)
rmxFailedConfigUserListInLinuxAlarmFault
Binding #3: rmxAlarmDescription *** (octets) Insufficient
resources
Binding #4: rmxActiveAlarmDateAndTime *** (octets) 2007-6-
19,16:7:15.0,0:0
Binding #5: rmxActiveAlarmlndex *** (gauge32) 2
Binding #6: rmxActiveAlarmListName *** (octets) Active
Alarm Table
Binding #7: rmxActiveAlarmRmxStatus *** (rmxStatus) major

Figure 3  An Example of an Alarm Fault Trap

Each trap is sent with a time stamp, the agent address and the manager

address

Status Trap Content

The MCU sends status traps for the status MAJOR - a trap is sent when
the card/MCU status is MAJOR.

All trap

content is considered “MAJOR”.
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Defining the SNMP Parameters in the RMX

The SNMP option is enabled via the RMX Web Client application.

The addresses of the Managers monitoring the MCU and other security
information are defined in the RMX Web Client application and are saved
on the MCU’s hard disk. Only users defined as Administrator can define
or modify the SNMP security parameters in the RMX Web Client
application.

To enable SNMP option:

1 Inthe RMX Web Client menu bar, click Setup>SNMP.

The RMX-SNMP Properties - Agent dialog box is displayed.
Wiew  Adrninistrat] MHelp

Systern Configuration

RME Tirne

Matification Settings

Pott Gauge

ideofoice Port Confiquration

Product Activation

SHMP

* Multilingual Setting

3 Agent
e ¥ SNMP Enabled
>

3 Secunty

Retrieve MIB Files

In order to be correctly identified by the SNMP Managers,
the following fields must be defined:

Zontact person for this

MeU: Floyd Masterson

MCU Location: |6th floor

MCU Systern Name: |Rrx zooo_oz

This dialog box is used to define the basic information for this MCU
that will be used by the SNMP system to identify it.
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In the Agent dialog box, click the SNMP Enabled check box.

Click the Retrieve MIB Files button to obtain a file that lists the MIBs
that define the properties of the object being managed.

The Retrieve MIB Files dialog box appears.

Click the Browse button and navigate to the desired directory to save
the MIB files.

Click OK.
The path of the selected directory is displayed in the Retrieve MIB
Files dialog box.

Click the Save button.
The MIB files are saved to the selected directory.

Click Close to exit the Retrieve MIB Files dialog box.

In the Agent dialog box, define the parameters that allow the SNMP
Management System and its user to easily identify the MCU.

Table 17-15 RMX-SNMP Properties - Agent Options

Field Description

Contact person for | Type the name of the person to be contacted in the

this MCU event of problems with the MCU.

MCU Location Type the location of the MCU (address or any
description).

MCU System Type the MCU'’s system name.

Name
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9 Click the Traps tab.
The RMX-SNMP Properties - Traps dialog box opens.

3 Agent

Traps . - .
2 e Traps can be sentto a group of Managers, identified by their IP.

% Security
The Trap Cammunity Mame is used for all traps.

Trap Community Mame

SMMP Trap Yersion: Wersion 1 -

Trap Destinations:

P Cormmunity Mame
1.2.3.4 comm_1
z1.2.1 comm_1

oK Cancel

Traps are messages sent by the MCU to the SNMP Managers when
events such as MCU Startup or Shutdown occur. Traps may be sent
to several SNMP Managers whose IP addresses are specified in the
Trap Destinations box.

10 Define the following parameters:

Table 17-16 RMX-SNMP Properties — Traps Options

Field Description

SNMP Trap Version | Specifies the version, either Versionl or Version2c, of
the traps being sent to the IP Host. Polycom software
supports the standard SNMP version 1 and 2 traps,
which are taken from RFC 1215, convention for
defining traps for use with SNMP:

Note: The SNMP Trap Version parameters must be
defined identically in the external SNMP application.
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Table 17-16 RMX-SNMP Properties — Traps Options (Continued)

Field Description

Trap Destination This box lists the currently defined IP addresses of
the Manager terminals to which the message (trap) is
sent.

11 Click the Add button to add a new Manager terminal.
The New Trap Destination dialog box opens.

New Trap Destination: |:|

IP Address: ||

Community M ame: |

12 Type the IP Address and the Community name of the manager
terminal used to monitor the MCU activity, and then click OK.

The Community name is a string of characters that will be added to the

message that is sent to the external Manager terminals. This string is

used to identify the message source by the external Manager

terminal.

The new [P Address and Community name is added to the Trap

Destinations box.

a To delete the IP Address of a Manager terminal, select the
address that you wish to delete, and then click the Remove
button.

The IP address in the Trap Destinations box is removed.
13 Click the Security tab.
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The RMX-SNMP Properties - Security dialog box opens.

» #gent

3 Traps

3 Security

¥ Send Authentication Trap

Accepted Host trapl
Community Hame: i

[” Accept SNMP Packets from all Hosts

Accept SNMP Packets from the following Hosts:

Request Source
7.8.7.8

§.3.6.5

This dialog box is used to define whether the query sent to the MCU
is sent from an authorized source. When the “Accept SNMP packets
from all Hosts” is disabled, a valid query must contain the appropriate
community string and must be sent from one of the Manager
terminals whose IP address is listed in this dialog box.

14 Define the following parameters:

Table 17-17 RMX-SNMP Properties — Security Options

Field

Description

Send
Authentication Trap

Select this check box to send a message to the
SNMP Manager when an unauthorized query is sent
to the MCU. When cleared, no indication will be sent
to the SNMP Manager.

Accept Host
Community Name

Type the string added to queries that are sent from
the SNMP Manager to indicate that they were sent
from an authorized source.
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Table 17-17 RMX-SNMP Properties — Security Options (Continued)

Field

Description

Accept Host
Community Name

Note: Queries sent with different strings will be
regarded as a violation of security, and, if the Send

Packets from the
following Hosts

(cont.) Authentication Trap check box is selected, an
appropriate message will be sent to the SNMP
Manager.

Accept SNMP Select this option if a query sent from any Manager

Packets from all terminal is valid. When selected, the Accept SNMP

Host Packets from These Hosts option is disabled.

Accept SNMP Lists specific Manager terminals whose queries will

be considered as valid. This option is enabled when
the Accept SNMP Packets from any Host option is
cleared.

15 To specifically define one or more valid terminals, ensure that the
Accept SNMP Packets from any Host option is cleared and then click the

Add button.

The Accepted Host IP Address dialog box opens.

Accepted Host IP Address

56

Host IP &ddress:

16 Enter the IP Address of the Manager terminal from which valid
queries may be sent to the MCU, and then click OK.
Click the Add button to define additional IP Addresses.
The IP Address or Addresses are displayed in the Accept SNMP Packets

from These Hosts box.

Queries sent from terminals not listed in the Accept SNMP Packets from These
Hosts box are regarded as a violation of the MCU security, and if the Send
Authentication Trap check box is selected, an appropriate message will be sent
to all the terminals listed in the SNMP Properties — Traps dialog box.

17 In the RMX - SNMP Properties - Security dialog box, click OK.
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Audible Alarms

In addition to the visual cues used to detect events occurring on the RMX,
an audible alarm can be activated and played when participants request
Operator Assistance.

Using Audible Alarms

17-76

The Audible Alarm functionality for Operator Assistance requests is
enabled for each MCU in either the RMX Web Client or RMX Manager.

The Audible Alarm played when Operator Assistance is requested is
enabled and selected in the Setup > Audible Alarm > User
Customization. When the Audible Alarm is activated, the *.wav file
selected in the User Customization is played, and it is repeated according to
the number of repetitions defined in the User Customization.

If more than one RMX is monitored in the RMX Manager, the Audible
Alarm must be enabled separately for each RMX installed in the site/
configuration. A different *.wav file can be selected for each MCU.

When multiple Audible Alarms are activated in different conferences or
by multiple MCUs, the Audible Alarms are synchronized and played one
after the other. It is important to note that when Stop Repeating Alarm is
selected from the toolbar from the RMX Web Client or RMX Manager, all
activated Audible Alarms are immediately halted.

Audible Alarm Permissions

An operator/administrator can configure the Request Operator
Assistance audible alarm, however Users with different authorization
level have different configuration capabilities as shown in Table 17,
“Audible Alarm Permissions,” on page 16-75.1

Table 18  Audible Alarm Permissions

Option Operator Administrator
User Customization v v
Download Audible Alarm File v
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Table 18  Audible Alarm Permissions

Option Operator Administrator

Stop Repeating Alarms v v

Stop Repeating Message

The RMX User can stop playing the audible alarm at any time. If more
than one audible alarm has been activated, all activated alarms are
immediately stopped.

If after stopping the Audible Alarms a new Operator Assistance request
event occurs, the audible alarm is re-activated.

To stop the Audible Alarm on the RMX Client or RMX Manager:

>> On the RMX menu, click Setup > Audible Alarms >Stop Repeating
Alarm.

When selected all audible alarms are immediately stopped.

Configuring the Audible Alarms

User Customization

The operators and administrators can:

* Enable/Disable the Audible Alarm.

*  Select whether to repeat the Audible Alarm.

*  Define the number of repetitions and the interval between the
repetitions.

To Customize the Audio Alert on the RMX Client or RMX Manager:

1 On the RMX menu, click Setup > Audible Alarms > User
Customization.

17-77



Chapter 17-RMX Administration and Utilities

The User Customization window opens.

OserCustomization

¥ Enable sudible Alarm

Repetition interval

Awaiting Operator Assistance:

¥ Repeat Audible Alarm

Murnber of Repetitions:

in seconds:

Cancel

2 Define the following parameters:

Table 17-1 Audible Alarm - User Customization Options

Option

Description

Enable Audible
Alarm

Select this check box to enable the Audible Alarm
feature and to define its properties.

When this check box is cleared, the Audible Alarm
functionality is disabled.

Repeat Audible
Alarm

Select this check box to play the Audible Alarm
repeatedly. When selected, it enables the definition
of the number of repetitions and the interval between
repetitions.

When cleared, the Audible Alarm will not be
repeated and will be played only once.

Number of
Repetitions

Define the number of times the audible alarm will be
played.
Default number of repetitions is 4.

Repetition interval
in seconds

Define the number of seconds that the system will
wait before playing the Audible Alarm again.
Default interval is 20 seconds.

3 C(Click OK.

17-78




Polycom RMX 2000 Administrator’s Guide

Replacing the Audible Alarm File

Each RMX is shipped with a default tone file in *.wav format that plays a
specific tone when participants request Operator Assistance. This file can
be replaced by a *.wav file with your own recording. The file must be in
* wav format and its length cannot exceed one hour.

Only the User with Administrator permission can download the Audible
Alarm file.
To replace the Audio file on the RMX Client or RMX Manager:

1 Onthe RMX menu, click Setup > Audible Alarms > Download
Audible Alarm File.

The Download Audible Alarm File window opens.

Audible Alarm File Path:

E Play Selected File

ﬂ Play RM¥X File

2 Click the Browse button to select the audio file (*.wav) to download.

The Open dialog box opens.

21x
1My Documents
J My Camputer
My Network Places
#)shortcut to Canon PowerShot: 5410
[ Shorkeut to Hiskary
) Shortcut to My Recent Documents
{3 Shorteut t OperSTnstall
fa7) Shorkcut to PDF Output
L3 Shorkeut to Versions
File name: | | open |
Files of type: [accord Audin files [ ACA) =] Cancel
P

3  Select the appropriate *.wav file and then click the Open button.

The selected file name appears in the Install Audible Alarm File dialog
box.
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4 Optional. You can play the selected file or the currently used file by
clicking the Play () button as follows:
a Click Play Selected File to play a file saved on your computer.
b Click Play RMX File to play the file currently saved on the RMX.

5 Inthe Download Audible Alarm File dialog box, click OK to download
the file to the MCU.

The new file replaces the file stored on the MCU. If multiple RMXs are
configured in the RMX Manager, the file must be downloaded to each of
the required MCUs separately.
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Multilingual Setting

Each supported language is represented by a country flag in the Welcome
Screen and can be selected as the language for the RMX Web Client.

Customizing the Multilingual Setting

The number of languages available for selection in the Login screen of the
RMX Web Client can be modified by selecting the Setup > Multilingual
Setting option from the RMX menu.

To customize the Multilingual Setting:

1 On the RMX menu, click Setup > Multilingual Setting.
The Multilingual Setting dialog box is displayed.

Wiew  Administrationd] Setup [JHelp

Systemn Configuration

R Time

Motification Settings

Port Gauge

WideofMaice Port Configuration
Product Activation

SHMP

Multilingual Setting

Select the languages to be available in the Login screen

#* Name

English

Selected
Languages

2 Click the check boxes of the languages to be available for selection.

3 Click OK.
4 Log out from the RMX Web Client and Log in for the customization
to take effect.
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Banner Display and Customization

The Login Screen and Main Screen of the RMX Web Client and the RMX
Manager can display informative or warning text banners. These banners
can include general information or they can be cautioning users to the
terms and conditions under which they may log into and access the
system, as required in many secured environments.

Banner display is enabled in the Setup > Customize Display Settings >
Banners Configuration.

7=~ When the JITC_MODE System Flag is set to YES, the banners are displayed
\ ‘ a' by default and cannot be disabled. When set to NO (default), banner display is
- according to the check box selection in the Banners Configuration dialog box.

Customizing Banners

The Login and Main Screen banners can be customized to display

conference information, assistance information or warning text as

required in the Enhanced Security Mode.

To customize the banners:

1 Inthe RMX menu, click Setup > Customize Display Settings >
Banners Configuration.

The Banners Configuration dialog box opens.

Banners configaration

™ Login Page Banner: =

[ Main Page Banner: =
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2 Customize the banners by modifying the following fields:

Table 18  Banner Configuration
Description
ACK Restore
Check Box Text Field Default Button
LoginPage | Selectorclear | Edit the text in this field | Click the button
Banner the check box to meet local to restore the
to enable or requirements: default text to
disable the e Banner content is the banner
display of the multilingual and
banner. uses Unicode, UTF-
Note: Banner 8 encoding. All text
. display cannot and special
M P . .
B:rlwrrlwerage be disabled in characters can be
when the used.
JITC_Mode *  Maximum banner
flag is set to size is 100KB.
YES.
* The banner may not
be left blank when
the JITC_Mode flag
is setto YES.

3 Click the OK button.

Banner Display

Login Screen Banner

The Login screen banner can display any text, for example the terms and

conditions for system usage (default text) that is required in the Enhanced
Security Mode. The RMX User must acknowledge that the information was
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read and click the Accept button to proceed to the Login screen as shown
in the following screen:

POLYCOM | RMX 2000

You are accessing a U.S. Govermment (USE) Information System (1S) that is  »
provided for USG-aul use only. |

By using this IS [which includes any device altached to this IS), you consent ~

to the following conditions:

Banner —» — The USG routinely intercepts and manitors communications on this 1S for

including. but not limited to. penetration testing. COMSEC

monitaring, network operations and defense, personnel misconduct (PM), law

[LE). and i i «n

(3

Accept
Button > -

When the RMX is configured to work in Enhanced Security Mode, such as
the DoD environment, the display banner includes the terms and
conditions for system usage as detailed in the default text:

You are accessing a U.S. Government (USG) Information
System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to
this 1S), you consent to the following conditions:

— The USG routinely intercepts and monitors
communications on this IS for purposes including, but
not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and
counterintelligence (Cl) investigations.

— At any time, the USG may inspect and seize data stored
on this IS.

— Communications using, or data stored on, this IS are
not private, are subject to routine monitoring,
interception, and search, and may be disclosed or
used for any USG authorized purpose.
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— This IS includes security measures (e.g-,
authentication and access controls) to protect USG
interests--not for your personal benefit or privacy.

— Notwithstanding the above, using this IS does not
constitute consent to PM, LE or Cl investigative
searching or monitoring of the content of privileged
communications, or work product, related to personal
representation or services by attorneys,
psychotherapists, or clergy, and their assistants.
Such communications and work product are private and
confidential. See User Agreement for details.

Main Screen Banner

The Main Screen banner is displayed at the bottom of the screen, as
follows:

POLYCOM | RMX 2000
| Mew Adminstration Setup Help
v o z = g
P X L el e R R R E
g
Display N[status |10 [start Tim[End Time [status [Role  [iF addredalias s [Network [Disling i audio I
g
&
(=R 17222, & Dialo 13 =
=N 17222, & vislo 134
(=R sdfsdf 433 Dialo 0. [S)
(=N v 43 Dialo 1,
. Banner
L l il | . Fiee— ES
NSESEERIMIEEENN ParticipantAl¥rts PortUsage: Woice [ 070 WM Yideo [ 0740 WM /\MCU State: MAJOR |
THIS15 A DOD SYSTEMAND I3 SUBJECT TG MOMITORING, UNAUTHORIZED USE MAY SUBJECTY OUTO ADMNISTRATIVE & CTION OF CRIMNAL BROSECUTION AND PENALTIES |

When the RMX is configured to work in Enhanced Security Mode, such as
the DoD environment, the display banner includes the following default
text:
THIS IS A DOD SYSTEM AND 1S SUBJECT TO MONITORING,
UNAUTHORIZED USE MAY SUBJECT YOU TO ADMINISTRATIVE ACTION
OR CRIMINAL PROSECUTION AND PENALTIES.
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Software Management

The Software Management menu is used to backup and restore the RMX's
configuration files and to download MCU software.

Backup and Restore Guidelines

17-86

Direct access to the RMX file system is disabled in both JITC Mode
and non JITC Mode.

System Backup can only be performed by an administrator.

The System Backup procedure creates a single backup file that can be
viewed or modified only by developers.

A System Backup file from one system can be restored on another
system.

To ensure file system consistency, all configuration changes are
suspended during the backup procedure.

The following parameters, settings and files are backed up:

— MCMS configuration files (/ mcms/ Cfg):

— Network and service configurations,

— Rooms,

— Profiles

— Reservations

— System Flags

— Resource Allocation

— IVR messages, music

— RMX Web Client user setting - fonts, windows

— RMX Web Client global settings - notes, address book, language
— Private keys and certificates (TLS)

— Conference participant settings

— Operation DB (administrator list)

— SNMP settings

— Time configuration
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Using Software Management

To backup configuration files:

1 Onthe RMX menu, click Administration > Software Management >
Backup Configuration.

The Backup Configuration dialog box opens.

POLYCOM | RMX 2000

Administration] Setup Help
Tools 3

Software Management » Backup Configuration I

Start Tim ‘ End Time

Nagme Resource Report \ estore Configuration 2
2 PO N

13:56 09:46

CDR. | Software download

Notes

Li{anselnfnnnah‘nu ackup Contfiguration Dialog
Backup Directory Path:
Backup Configuration ||
Dialog Box

2 Browse to the Backup Directory Path and then click Backup.
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To restore configuration files:

1 Onthe RMX menu, click Administration > Software Management >
Restore Configuration.

2 Browse to the Restore Directory Path where the backed up
configuration files are stored and then click Restore.

To download MCU software files:

1 Onthe RMX menu, click Administration > Software Management >
Software Download.

2 Browse to the Install Path and then click Install.
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Ping RMX

The Ping administration tool enables the RMX Signaling Host to test
network connectivity by Pinging IPP addresses.

Guidelines

*  The IP addressing mode can be either Ipv4 or Ipvé.
*  Both explicit IP addresses and Host Names are supported.

*  The RMX Web Client blocks any attempt to issue another Ping
command before the current Ping command has completed. Multiple
Ping commands issued simultaneously from multiple RMX Web
Clients are also blocked.

Using Ping

To Ping a network entity from the RMX:
1 Onthe RMX menu, click Administration > Tools > Ping.
The Ping dialog box is displayed:

IF Version IlPV4 vl

Host Marne or I
Address

Ping

Answer
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2 Modify or complete the following fields:

Table 19 Ping
Field Description
IP Version Select IPv4 or IPv6 from the drop-down

menu.

Host Name or Address

Enter the Host Name or IP Address of the
network entity to be Pinged.

3 Click the Ping button.

The Ping request is sent to the Host Name or IP Address of the RMX

entity.
The Answer is either:
— OK
or
— FAILED
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Notification Settings

The RMX can display notifications when:
e A new RMX user connects to the MCU.
* A new conference is started.

* Not all defined participants are connected to the conference or when
a single participant is connected

* A change in the MCU status occurs and an alarm is added to the
alarm’s list.

A welcome message is displayed to the RMX user upon connection.

% Welcome POLYCOM®FS-ZIVN (%]

MCU State: MINCR
Running Conferences: 1
&ckive Alarms: 0

To configure the notifications:
1 Onthe RMX menu, select Setup > Notification Settings.
The Notification Settings dialog box appears.

Wiew  Adrninistrat Satup lHeIp

Systern Configuration

RME Tirne

Matification Settings

Pott Gauge

ideofoice Port Confiquration
Product Acti\ra#n

SHMP

Multilingual Setting Selectthe settings to be used for system Notifications
Secured RMY Comni € Enable all Notifications

" Disable all Notifications

& Custom

(] New Connection

[l Conference not Full

v New Conference Created
[] active Alarms Update

] welcome Message

[l Fault List Updated
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The following notification options are displayed.

Table 17-1 Notification Settings Parameters

Field

Description

New Connection

Notification of a new user/administrator connecting
to the RMX

New Conference
Created

New conference has been created.

Conference Not

The conference is not full and additional participants

Full are defined for the conference.
Welcome A welcome message after user/administrator logon.
Message

Active Alarms
Update

Updates you of any new alarm that occurred.

Fault List Updated

Updates you when the faults list is updated (new
faults are added or existing faults are removed).

2 Enable/Disable All Notifications or Custom to select specific
notifications to display.

3 C(Click OK.
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Logger Diagnostic Files

The Logger utility is a troubleshooting tool that continually records MCU
system messages and saves them to files in the MCU hard drive. For each
time interval defined in the system, a different data file is created. The
files may be retrieved from the hard drive for off-line analysis and
debugging purposes.

The Logger utility is activated at the MCU startup. The Logger is disabled
when the MCU is reset manually or when there is a problem with the
Logger utility, e.g. errors on the hard drive where files are saved. In such
cases, data cannot be retrieved.

When the MCU is reset via the RMX, the files are saved on the MCU hard
drive.
To access the Logger Diagnostic Files:

4  Onthe RMX menu, click Administration > Tools > Logger
Diagnostic Files.

POLYCOM | RMX 2000
View | Administration | Setup Help

W| Tools » || Logger Diagnotics Files —"
'@‘- Software Management » Terminal
Displa:

Resaurce Report (R PR i

ogger Diagnostic Files

= Select the files to be retrieved and then click the Retrieve Files button,

Name 7 Size(Bytes V| First Message 7 Last Message W Startlp hd
Log00000288_02-08-2007_10-1 | 528692 8/2/2007 1:11 PM 8/2/2007 1:15 PM False
LogOo000287_02-08-2007_09-5 [ 1038759 8/2/2007 12:59 PM | 8/2/2007 1:11 PM False
LogOo000286_02-08-2007_09-4 1040085 6/2/2007 12:46 PM | 8/2/2007 12:59 PM | False
Logoo000285_02-08-2007_09-3 [ 1040534 8/2/2007 12:34 PM | 8/2/2007 12:46 PM | False
Logno000284_02-03-2007_09-2 [ 1033756 8/2/2007 12:21 PM | 8/2/2007 12:34 PM | False
Logooo00283_02-08-2007_09-0 1040413 8/2/2007 12:08 PM | 8/2/2007 12:21 PM | False
LogOoo00282_02-08-2007_08-5 [ 1038269 8/2/2007 11:56 AM | 8/2/2007 12:08 PM | False
Logooo00281_02-08-2007_08-4 [ 1035530 8/2/2007 11:44 AM | 8/2/2007 11:56 AM | False
Log00000280_02-03-2007_08-3 [ 1035549 8/2/2007 11:31 AM | 8/2/2007 11:44 AM | False

| mmnnARAARTA A% ne sanT ne @ | d1an @inimanT 11.91 Am | @/miannT 1.9 At | Ealon b

1BIE

Browse

Retrieve Files Refresh List
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The following tasks can be performed:

Table 17-2 Diagnostic File Button Options

Button Description

Refresh List Refreshes the list and adds newly generated logger
files.

Select All Selects all the logger files listed.

Browse Selects the destination folder for download.

Retrieve Files Saves files to the destination folder.

When retrieved, the log file name structure is as follows:

Sequence number (starting with 1)

Date and Time of first message

Date and Time of last message

File size

Special information about the data, such as Startup

File name structure:

Log_ SNxxxxxxxxxx_FMDddmmyyy FMThhmm_LMDddmmyyyy LMThhmm_SZxxxxx
xxxxx_SUY.log

File name format:

SN = Sequence Number

FM = First Message, date and time

LM = Last Message, date and time

SZ = Size

SU = Startup (Y/N) during the log file duration

Example:

Log_SNO0000000002_FMD06032007_FMT083933_LMD06032007_LMT084356_S718

4951_SUY.log.

Retrieving the Logger Files:

1  Select the log files to retrieve. Multiple selections of files are enabled
using standard Windows conventions.

2 Inthe Logger Diagnostic Files dialog box, click the Browse button.
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3  In the Browse for Folder window, select the directory location to save
the Logger files and click OK.

You will return to the Logger Diagnostic Files dialog box.
4  Click the Retrieve Files button.

Py
Select the files to be retrieved and then click the Retrieve Files button,
Narne | Size(Bytes) | First Message W Last Message | StartUp bl
LogO0000399_23-07-20( 332661 | 7/23/2007 12:53 PM 7/23/2007 1:04 PM False B
LogO00000398_23-07-20 1 | False
LogD0000397_23-07-20| 1 False
LogO0000396_23-07-20| 1 False
Log00000395_23-07-20| 1 False
LogD0000394_23-07-20| 1 False
LogO0000393_23-07-20| 1 _ =
Log00000392_23-07-20| 1 3
Logooo00391_23-07-20 1 \],) Succeeded to save 2 Log files
| mafAAnATAn 2% 07 20l Aneo4cs I'=rmnimnne 2 an Am bl
[—
Retrigve Files
-
< hd

The log files (in *.txt format) are saved to the defined directory and a
confirmation caption box appears indicating a successful retrieval of
the log files.

Viewing the Logger File contents:

To analyze the log files generated by the system, open the retrieved *.txt
files in any text editor application, i.e. Notepad, Textpad or MS Word.

1 Using Windows Explorer, browse to the directory containing the
retrieved log files.

2 Use any text editor application to open the log file(s).
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Auditor

Auditor Files

17-96

An Auditor is a user that can view Auditor and CDR files for system
auditing purposes.

The Event Auditor enables administrators and auditors to analyze
configuration changes and unusual or malicious activities in the RMX
system.

Auditor operates in real time, recording all administration activities and
login attempts from the following RMX modules:

*  Control Unit
*  Shelf Manager

For a full list of monitored activities, see Table 16-4 on page 16-101 and
Table 16-5 on page 16-103.

The Auditor must always be active in the system. A System Alert is
displayed if it becomes inactive for any reason.

The Auditor tool is composed of the Auditor Files and the Auditor File
Viewer that enables you to view the Auditor Files.

Auditor Event History File Storage

All audit events are saved to a buffer file on hard disk in real time and
then written to a file on hard disk in XML in an uncompressed format.
A new current auditor event file is created when:

* the system is started

* the size of the current auditor event file exceeds 2 MB

* the current auditor event file’s age exceeds 24 hours

Up to 1000 auditor event files are stored per RMX. These files are retained
for at least one year and require 1.05 GB of disk space. The files are
automatically deleted by the system (oldest first) when the system reaches
the auditor event file limit of 1000.

A System Alert is displayed with Can't store data displayed in its
Description field if:

* the system cannot store 1000 files

* the RMX does not have available disk space to retain files for one year
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Audit Event Files are retained by the RMX for at least 1 year. Any attempt
to delete an audit event file that is less than one year old raises a System
Alert with File was removed listed in the Description field.

Using the Restore Factory Defaults of the System Restore procedure erases

Audit Files.

Retrieving Auditor Files

You can open the Auditor file directly from the Auditor Files list or you can
retrieve the files and save them to a local workstation.

To access Auditor Files:

1 Onthe RMX menu, click Administration > Tools > Auditor Files.

Administration lSetup Help
C Tools 3

Logger Diagnotics Files

Software MW

Auditor Files

Resource Report

DR

Auditor File Yiewer

Restore Last Yersion

Motes

Syskem Information

The Auditor Files dialog box is displayed.

Select the files to be retrieved and then click the Retrieve Files button.

Name ¥ Size(Bytes) W First Message T Last Message T Startlp 7
Audit00000056_04-06- | 395055 6/4/2007 3:00 AM 11/22/2007 1:20 PM | False
Audit00000055_03-06- | 621689 6/3/2007 1:21 PM 6/4/2007 2:59 AM False
Auditd0000054_03-06- | 715 6/3/2007 1:19 PM 6/3/2007 1:21 PM False
Audit00000053_03-06- | 12326 6/3/2007 1:11 PM 6/3/2007 1:13 PM True
ALdIO0000052. 21-11- | 2063 1172172007 3:50 FM 1172172007 3:52 P11 | False
Audit00000051_03-06- | 7967 6/3/2007 1:16 PM 6/3/2007 1:18 PM False
Audit00000050_03-06- | 5439 6/3/2007 1:14 PM 6/3/2007 1:15 PM False
Audit00000048_03-06- | 16385 6/3/2007 1:11 PM 6/3/2007 1:13 PM True
Audit00000048_03-06- | 717861 6/3/2007 1:20 PM 6/3/2007 5:38 PM False
soAwnnannnaT na ne a=nes S imnnT 4 aa nu Cramnne a0 nm om

3

—— File List

Directory

v

Retriey

Select All

Refresh List

Path
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The Auditor Files dialogue box displays a file list containing the
following file information:

— Name
—  Size (Bytes)
—  First Message - date and time of the first audit event in the file
— Last Message - date and time of the last audit event in the file
— StartUp:

*  True - file was created when the system was started

*  False - file was created when previous audit event file
reached a size of 2 MB or was more than 24 hours old

The order of the Auditor Files dialog box field header columns can be
changed and the fields can be filtered to enable searching.

For more information, see "Auditor File Viewer” on page 16-98.

To retrieve files for storage on a workstation:

1

Click Browse and select the folder on the workstation to receive the
files and then click OK.
The folder name is displayed in the directory path field.

Select the file(s) to be retrieved by clicking their names in the file list
or click Select All to retrieve all the files. (Windows multiple
selection techniques can be used.)

Click Retrieve Files.

The selected files are copied to the selected directory on the
workstation.

To open the file in the Auditor File Viewer:
4

Double-click the file.
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The Auditor File Viewer enables Auditors and Administrators to view the
content of and perform detailed analysis on auditor event data in a
selected Auditor Event File.

You can view an Auditor Event File directly from the Auditor Files list or by
opening the file from the Auditor File Viewer.

To open the Auditor Viewer from the Administration Menu:

1 Onthe RMX menu, click Administration > Tools > Auditor File
Viewer.

Tools

C Administration ISetup Help

3

Software Management  »

Resource
DR
Motes

Syskem Information

Logger Diagnotics Files

Auditor Files

Auditor File Yiewer

Restore Last Yersion

The Auditor File Viewer is displayed.

If you previously double clicked an Auditor Event File in the Auditor
Files list, that file is automatically opened.

Local File

Event 1" ¥]pste o Time

¥[User N ] Reportinv] Worksistion

¥|1P addrv|event v[event w]Prossss completed ] Dessription

| additional Infor_ v~

o
e
-
o
-
4

20ds

6/3/2007 1:21 FM  SUPPORT
6/3/2007 1:31 P POLYCOM
6/3/2007 1:31 PN SUPPORT
6/3/2007 1:31 PM  SUPPORT
6/3/2007 2:31 FM POLYCOM
6/3/2007 2:31 PM SUPPORT
6/3/2007 2:31 FM SUPPORT
6/3/2007 3:31 PM  POLYCOM

Mems

Mems

Mems

Mems

Mems

Mems

Mems

Mems

172.22.169.51 17222, API
EASY_TRACKER 17222, apI
EASY_TRACKER 17222, apI
EASY_TRACKER 17222, apI
EASY_TRACKER 17222, apI
EASY_TRACKER 17222, apI
EASY_TRACKER 17222, apI
EASY_TRACKER 17222, apI

Lagin
Lagin
Logout
Login
Lagin
Logout

Lagin

Yes

Mo A user logged into the RHX
Yes A user logged into the RMX
Yes A userlogged out of the RMX
Mo A user logged into the RMX
Yes A user logged into the RHX
Yes A user logged out of the RIX.
[ A user logged into the RMX

& Jequest_Transaction

DATA

TrPE I

S TRANS_HCU

TRANS_COMMON_P ARAMS
MCU_TOKEN S
MCU_USER_TOKENS
MESSAGE_IDT7

ACTION:

5 LoGoUT
LoGouT=""

S Response_Transaction
TrPEmI
= DATA
= RESPONSE_TRANS_MCU
5 RETURN_STATUS
D0

DESCRIPTIONStatusOK

YOUR_TOKENL:
YOUR_TOKENZ0
MESSAGE_ID7

& DESCRIPTION_EX

DESCRIPTION_EX=""

S ACTION:
5 LOGOUT
LogouT=""

Event

List (D)

N\

Request Transaction

Tree

\

Response Transaction
Tree
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The following fields are displayed for each event:

Table 17-3 Auditor Event Columns

Field

Description

Event ID

The sequence number of the event generated by the
RMX.

Date & Time

The date and time of the event taken from the RMX’s
Local Time setting.

User Name

The Username (Login Name) of the user that
triggered the event.

Reporting Module

The RMX system internal module that reported the
event:

e MCMS

e MPL

e Central Signaling
* MPL Simulation
* RMX Web Client

e CM Switch

* Shelf Management
¢ ART

* Video

e Card Manager

e RTM

e MUX

Workstation

The name (alias) of the workstation used to send the
request that triggered the event.

IP Address
(Workstation)

The IP address of the workstation used to send the
request that triggered the event.

Event Type

Auditor events can be triggered by:
e API

e HTTP
¢ RMX Internal Event

17-100




Polycom RMX 2000 Administrator’s Guide

Table 17-3 Auditor Event Columns (Continued)

Field

Description

Event

The process, action, request or transaction that was
performed or rejected.

* POST:SET transactions (API)

* Configuration changes via XML (API)

* Login/Logout (API)

* GET (HTTP)

e PUT (HTTP)

e MKDIR (HTTP)

e RMDIR (HTTP)

e Startup (RMX Internal Event)

e Shutdown (RMX Internal Event)

* Reset (RMX Internal Event)

* Enter Diagnostic Mode (RMX Internal Event)
* |P address changes via USB (RMX Internal Event)

Process Completed

Status of the process, action, request or transaction
returned by the system:

* Yes - performed by the system.
* No —rejected by the system.

Description A text string describing the process, action, request or
transaction.

Additional An optional text string describing the process, action,

Information request or transaction in additional detail.

The order of the Auditor File Viewer field header columns can be
changed and the fields can be sorted and filtered to facilitate different

analysis methods.

In the event list, click the events or use the keyboard’s Up-arrow and
Down-arrow keys to display the Request Transaction and Response
Transaction XML trees for each audit event.

The transaction XML trees can be expanded and collapsed by clicking

the expand

(I#)) and collapse (=) buttons.
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To open an auditor event file stored on the workstation:
1 Click the Local File button (/& ) to open the Open dialogue box.

2 Navigate to the folder on the workstation that contains the audit
event file.

3  Select the audit event file to be opened.
4 Click Open.

The selected file is opened in the Auditor Viewer.

Audit Events

Alerts and Faults
Table 1 lists Alerts and Faults that are recorded by the Auditor.

Table 17-4 Alerts and Faults

Event

Attempt to exceed the maximum number of management session per user

Attempt to exceed the maximum number of management sessions per system

Central Signaling indicating Recovery status.

Failed login attempt

Failed to open Apache server configuration file.

Failed to save Apache server configuration file.

Fallback version is being used.

File system scan failure.

File system space shortage.

Internal MCU reset.

Internal System configuration during startup.

Invalid date and time.

Invalid MCU Version.
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Table 17-4 Alerts and Faults (Continued)

Event

IP addresses of Signaling Host and Control Unit are the same.

IP Network Service configuration modified.

IP Network Service deleted.

Login

Logout

Management Session Time Out

MCU Reset to enable Diagnostics mode.

MCU reset.

Music file error.

New activation key was loaded.

New version was installed.

NTP synchronization failure.

Polycom default User exists.

Private version is loaded.

Restoring Factory Defaults.

Secured SIP communication failed.

Session disconnected without logout

SSH is enabled.

System Configuration modified.

System is starting.

System Resets.

TCP disconnection

Terminal initiated MCU reset.

The Log file system is disabled.
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Table 17-4 Alerts and Faults (Continued)

Event

The software contains patch(es).

USB key used to change system configuration.

User closed the browser

User initiated MCU reset.

Transactions
Table 2 lists Transactions that are recorded by the Auditor.

Table 17-5 Transactions

Transaction

TRANS_CFG:SET_CFG

TRANS_IP_SERVICE:DEL_IP_SERVICE

TRANS_IP_SERVICE:NEW_IP_SERVICE

TRANS_IP_SERVICE:SET_DEFAULT_H323_SERVICE

TRANS_IP_SERVICE:SET_DEFAULT_SIP_SERVICE

TRANS_IP_SERVICE:UPDATE_IP_SERVICE

TRANS_IP_SERVICE:UPDATE_MANAGEMENT_NETWORK

TRANS_ISDN_PHONE:ADD_ISDN_PHONE

TRANS_ISDN_PHONE:DEL_ISDN_PHONE

TRANS_ISDN_PHONE:UPDATE_ISDN_PHONE

TRANS_ISDN_SERVICE:DEL_ISDN_SERVICE

TRANS_ISDN_SERVICE:NEW_ISDN_SERVICE

TRANS_ISDN_SERVICE:SET_DEFAULT_ISDN_SERVICE

TRANS_ISDN_SERVICE:UPDATE_ISDN_SERVICE

TRANS_MCU:BEGIN_RECEIVING_VERSION
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Table 17-5 Transactions (Continued)

Transaction

TRANS_MCU:COLLECT_INFO

TRANS_MCU:CREATE_DIRECTORY

TRANS_MCU:FINISHED_TRANSFER_VERSION

TRANS_MCU:LOGIN

TRANS_MCU:LOGOUT

TRANS_MCU:REMOVE_DIRECTORY

TRANS_MCU:REMOVE_DIRECTORY_CONTENT

TRANS_MCU:RENAME

TRANS_MCU:RESET

TRANS_MCU:SET_PORT_CONFIGURATION

TRANS_MCU:SET_RESTORE_TYPE

TRANS_MCU:SET_TIME

TRANS_MCU:TURN_SSH

TRANS_MCU:UPDATE_KEY_CODE

TRANS_OPERATOR:CHANGE_PASSWORD

TRANS_OPERATOR:DELETE_OPERATOR

TRANS_OPERATOR:NEW_OPERATOR

TRANS_RTM_ISDN_SPAN:UPDATE_RTM_ISDN_SPAN

TRANS_SNMP:UPDATE
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ActiveX Bypass

At sites that, for security reasons, do not permit Microsoft® ActiveX®
to be installed, the MSI (Windows Installer File) utility can be used to
install NET Framework and .NET Security Settings components on
workstations throughout the network.

All workstation that connect to RMX systems must have both .NET
Framework and .NET Security Settings running locally. These
components are used for communication with the RMX and can only
be installed on workstations by users with administrator privileges.

The MSI utility requires the IP addresses of all the RMX systems
(both control unit and Shelf Management IP addresses) that each
workstation is to connect to.

If the IP address of the any of the target RMXSs is changed, the
ActiveX components must be reinstalled.

Installing ActiveX

17-106

To install ActiveX components on all workstations in the network:

1 Download the MSI file EMA.ClassLoaderInstaller.msi from the
Polycom Resource Center.
The MSI file contains installation scripts for both .NET Framework
and .NET Security Settings.

2 Create a text file to be used during the installation containing the IP
addresses of all the RMX systems (both control unit and Shelf
Management IP addresses) that each workstation in the network is to
connect to.

The file must be named url_list.txt and must be saved in the same
folder as the downloaded MSI file.

Marme Size  Type
dotnetfx File Folder
ENMA, CIassLoaderInstaIIer msi 690 KE  Windows Installer Package

setup EXE 421 KB Application
| [Z] url Jist.bxt | OVE  Tavk Mincumen +
) url_list. txp)- Notepad E]@

File Edit Format = Wiew Help

http:~~127.0.0.1
http=s: 127 . 0.0.1
http:~-172.22.1.1
https sr172.22 01 1
ST -

= .".-'1'-: Sin
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Install the ActiveX components on all workstations on the network
that connect to RMX systems.

The installation is done by the network administrator using a 3rd
party network software installation utility and is transparent to all
other users.
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Resetting the RMX

System Reset saves system configuration changes and restarts the system
with the latest settings.

To reset the RMX:
1 Inthe RMX Management pane, click the Hardware Monitor button.

The Hardware Monitor pane is displayed.

Hardware Monitor (14

4@

Slot |Type |Status |Temperatun4 VYoltage
= 0 RMx 2000 - = =

1 MPM-F Normal Normal Major
EE 1 RTM ISDN _ Normal Norrnal MNormal
K= - RTM ISDN FiiezEiEE N L‘nal Marmal
2 MPM-F Normal Normal Major

2 Click the Reset () button.

When the RMX 2000 is reset, during RMX Startup the Progress Bar appears
at the bottom of the RMX 2000 Status pane.

POLYCOM [ RMX 2000

i View Administratin Setup Help Signaling Host: 172.22.190.52 Logout
FET AT ITEEETT o 00 @ 6l
Display N‘S(atus ‘[D ‘StanT\m‘End Time ‘ Name |Status |Rn|e |1p Addreslmwas Na |Nelwurk | search

Dialing 7]1e Addre ¥[~

__HDL €3 Dialo 172.22.18

3

13 & pial o 41201111
142 & Dialo 172.22.18
146 % Dial o 172.22.18
148 2 Dial o 78463111
172.22. # Dialo 172.22.17

o
g

ES
F
E|

T
)

172.22. & Dialo 172.22.18
172.22. &% Dialo 172.22.18
172.22. &% Dialo 172.22.18
172.22. € Dialo 172.22.18
. @ Dialo 172.22.18

a
172.22. & Dialo 172.22.18
172.22. &% Dialo 172.22.18
172.22. & Dialo 172.22.18
172.22. € Dialo 172.22.18
172.22. # Dialo 172.22.18

Frequently Used 2
& Comedios

B Users

4 signaling Monitor

g Hardware Monitor
~ 172.22. € Dialo 172.22.18

172.22. & Dialo 172.22.18
172.22. 4 Dialo 172.22.18

B Meeting Rooms

i Reservations

FarSp ey =p = =R =R =r =)y srayarsyraragagarar ==y E

Rarely Used ¥ 172.22. 43 Dialo 172.22.18
172.22. % Dialo 172.22.18
172.22. & Dialo 172.22.18
< » 172.25W
SvatemAletE _Partiipant Alests - - & >
&] Done recamel
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The progress bar displays the amount of time remaining for the reset

process to complete: |[FSta-ting up (15:25) |. The Startup progress is also
indicated by a green bar moving from left to right.

The duration of the Startup depends on the type of activity that preceded
the MCU reset. For example: Fast Configuration Wizard, New Version
installation, Version Upgrade, Restore Last Configuration etc.
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RMX Hardware Monitoring

The status and properties of the RMX hardware components can be
viewed and monitored in the Hardware Monitor list pane.

Viewing the Status of the Hardware
Components

®

The Hardware Monitor’s status column displays the present status of the
hardware components. In addition to the status, temperature and voltage
indications are provided for each component.

The MCU'’s Shelf Management Server is what users are connecting to
when accessing the Hardware Monitor pane. This pane can be accessed in
either two ways: through the RMX Web Client or the Shelf Management
Server. Connection via the Shelf Management Server enables users to
access the Hardware Monitor even when the connection through the RMX
Web Client is unavailable. The ability to connect directly via the Shelf
Management Server enables users to: enter the Hardware Monitor and
view the problematic hardware components, reset and restart the MCU
and run diagnostics. Running diagnostics and restarting the MCU can
only be done via direct connection to the Shelf Management Server. For
more information, see "Diagnostic Mode” on page 17-22

When accessing the Shelf Management server, the content displayed will be
available in English only.
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To view the

status of the Hardware Components on the RMX 2000/4000:

In the RMX Management pane, click the Hardware Monitor button.
The Hardware Monitor pane appears.

Hardware Monitor

Slot ‘Tyne ‘Status |Temperature| Woltage ‘

Normal Normal Major

Mormal Maorrnal Mormal

Properties ol Normal

Normal Hormal Major

Marmal Mormal Majar

[©]
=0 RMX 2000 -
1 MPM-F
g 1 RTM ISDN
g RTM ISDN
oz MPM-F
I CPU
L Empty

Empty

The Hardware Monitor pane displays the following RMX hardware
component’s status columns:

Table 18-1 HW Monitor Pane Status Columns

Field

Description

Slot

Displays an icon according to the HW component type

and the slot number. The icon displays the hardware

status as follows:

* An exclamation point (!) indicates errors in the HW
component.

e Card icon with the reset button (gg?) indicates that the
HW component is currently resetting.

e Card icon with diagnostic tools (&'T) indicates that the
HW component is in diagnostic mode.

Type

The type of hardware component card.

Status

The current status of the HW component; Normal, Major,
Critical, Resetting, Diagnostics, Active, Inactive or Empty.

Temperature

Monitors the temperature of the hardware components;
Normal, Major and Critical.

Note: Critical condition invokes a system shut down.

Voltage

The voltage threshold of the hardware component; either
Normal or Major.
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HW Monitor Pane Toolbar

The following buttons appear in the toolbar of the Hardware Monitor:

Table 18-2 HW Monitor Pane Toolbar Buttons

Button

Name

Description

-]

System Reset

Resets and restarts the system. Resetting saves
settings and information that you changed in the
system, i.e. IP Services, etc...

System Shut
Down

Safely shuts down the system instead of
unplugging or manually shutting it down.

el

System Start Up

Starts up the system.

Note: This button is only displayed when
connecting directly to the Shelf Management
server.

=

Diagnostic Mode

Sets the MFA, CPU and Switch (Cards: MPM,
CNTL and RTM IP) into diagnostic mode. For
more information, see "Diagnostic Mode” on
page 17-22.

Note: This button is only displayed when
connecting directly to the Shelf Management
server.
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Viewing Hardware RMX 2000 Component’s
Properties

The properties displayed for the hardware components will vary

according to the type of component viewed. These component properties
can be grouped as follows:

*  MCU Properties (RMX 2000)
* Card Properties (MPM F/P, CPU, RTM IP, RTM ISDN)

*  Supporting Hardware Components Properties (Backplane, FANS,
LAN)

‘ No properties are provided for Power Supply (PWR). For more information, see
\ "/ the RMX 2000 Hardware Guide, "RMX 2000 Specifications” on page 1-2.

The Hardware Properties dialog box has the following structure:

Slot number HW component type
Ot10: 2 - FIPM-F Properties

> General Info &

3 Ewent Log Hardware \ersion: 103

3 Adtive Alarms Software Yersion Component
Serial Number: MFO0003 Information
Card Type MPH-F (changes
Card Part Number: BRDZ1254 according to
Card MAC Address 1 O0A0CANGTDT selected type)
Card MAC Address 2

)
< >
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To view the MCU Properties:

1 Inthe Hardware Monitor pane, either double-click or right-click and
select properties for RMX 2000, slot 0.

RMX IP Address:
Esmt < Jryee 7 [stats  [Temperat]vokage
0 RMX 2000 — -
um ) I
LRt BUMILSEN 3 General Info
2 Empty 3 EventLog Chassis ID: VR2081225007
m 2 Empty 5 active Alarms B St i
K] eNTL Pan Number [asvanfdo |
s Empty Card Type: Rk 2000
L SIMES Chassis Hardware Versiar: 104
B 20 Backplane
21 FANS
¥ 22 PWR
& 31 LAN 1
i 32 Lanz
| i 33 LAN 3
The following information is displayed:
Table 18-3 MCU Properties - General Info
Field Description
Chassis File ID The ID assigned to the MCU's chassis file.
Chassis Serial The serial number assigned to the MCU’s chassis.
Number
Part Number The chassis part number. The Part Number contains
the letter A/B/C/D that represents the chassis type.
Card Type The name of the hardware product or component,
i.e. RMX 2000, Backplane.
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Table 18-3 MCU Properties - General Info (Continued)

Field Description

Chassis HW Indicates the MCU'’s current chassis hardware

Version version.

Turn SSH Enables/disables the SSH monitor. This is a secured
terminal enabling access to the operating system in
order to define Linux commands.

2 Click the Event Log tab to view a log of events that were recorded by
the system for the RMX.

> General Infe.

Record 1D~ | Time Stamp Type Sensor Num | Sensor Description | Status Ipmb Address(hex)| A
o (B 17 2/7/2007 5:37:2  YOLTAGE 2z +3.0V FPGA PCT upper major goi Dxé6
g5 REE A 18 2/7/2007 5:37:2  YOLTAGE 22 +3.0 FPGA PCI nermal 0x6
19 2/7/2007 5:37:2 WOLTAGE 22 +3.0V FRGA PCI upper major goi  0x86
20 2/7/2007 5:37:2  WOLTAGE 22 +3.0V FPGA PCI normal Dx86
25 2/7/2007 5:38:2 HOT_SWAP 0 Hot Swap active Dx86
27 2/7/2007 5:38:5  WOLTAGE 22 +3.0V FPGA PCI upper majorgoi 0x86
28 2/7/2007 3:25:1 HOT_SWAP 0 Hot Swap active 0x86
29 2/7/2007 5:46:1  WATCHDOG_2 2 BMC Watchdog lawer major goi  Dx86
31 2/7/2007 5:46:1  WOLTAGE 22 +3.0V FPGA PCI upper major goi 0x86
3z 2/7/2007 5:46:1 WOLTAGE 22 +3.0V FPGA PCI upper major goi  0x36
34 2/7/2007 5:46:1 VOLTAGE 22 +3.0V FRGA PCT normal ox86
a5 2/7/2007 514612 VOLTAGE 22 +3.0V FPGA PCT nermal xge
a6 2/7/2007 5:46:2 VOLTAGE 22 +3.0V FPGA PCT Upper major goi 086
007 5:d6 LTAGE +3.0V FPGA PCT narmal a6 o

The logged events can be saved to a *xls file by clicking the Save
Event Log button. It is not possible to save individual or multiple
selected events; the entire log file must be saved.

Table 18-4 MCU Properties - Event Log

Column Description

Record ID The recorded ID number of the logged event.
Time Stamp Lists the date and time that the event occurred.
Type Displays the type of event recorded in the log.
Sensor Number The number of the LED sensor on the RMX unit.
Sensor Description | Describes which sensor the event is being logged.

18-6



Polycom RMX 2000/4000 Administrator’s Guide

Table 18-4 MCU Properties - Event Log (Continued)

Column Description

Status The sensor’s active status.

Ipmb Address(hex) | Contains all the internal IPMI network addresses on
the IPMB bus, i.e. 0x20 (Switch), 0x86 (MFA), etc...

3 Click the Active Alarms tab to view alarms related to the RMX, i.e.
temperatures and main power sensors.

> General Info
3 Event Log

> Active Alarms

sensar - [Descripti | Gurrent ] status

[warninal [sensor 7 [L.Gritical [Lmajor

[umajor u critical [entity 10 -

0 Hot Swa 0 0 HOT_S 0 [ 0 [ unspecified [95]
1 IPMB Ph 138 0 1PMB_LT 0 [ 0 [ unspecified [95]
2 BMC Wa 255 0 WATCH 0 [ 0 [ processor [96]
3 33V 328 normal 3.3 VOLTAG 3.1 313 3.45 37 power module [96]
4 +25Y 255 normnal 2.5 VOLTAG 2.3 238 2.64 27 power module [96]
5 +12VC 122 normnal 1.2 VOLTAG 1.1 114 1.26 13 power module [96]
3 4120V 1219 normal 12 VOLTAG 10.03 1083 1311 1345  power madule [96]
7 50V 5 normnal S VOLTAG  4.61 4.75 5.25 56 power module [96]
5 +12VP 119 normnal 1.2 VOLTAG 1.1 114 1.26 13 power module [96]
9 FAN1 2520 norrnal 4080 Fan 1620 2040 4200 4440 fan-cooling device [9
10 FAN 2 2580 norrnal 4080 Fan 1620 2040 4200 4440 fan-cooling device [9
11 FAN S 2580 norrnal 4080 Fan 1620 2040 4200 4440 fan-cooling device [9
12 Temp e 30 normnal 255 TEMPER D [ 65 70 processor [96]
0 norrnal TEMPER 0 0 60 or r[961 hd
Index @ Critical Majar W Mormal

The Active Alarms dialog box displays fields that relate to faults and
errors detected on the RMX by sensors. The Active Alarms dialog box
is divided into two sections: HW Alarm List and SW Alarm List.

Each section’s alarm list can be saved as a *.xIs file by clicking the
Save HW Alarm List and Save SW Alarm List buttons respectively.
Each alarm list color codes the severity of the alarm; Critical (RED),
Major (ORANGE) and Normal (GREEN).

%
y
g

\J J the SW Alarm List section will not be displayed.

Sget®

'z If you connected to the Hardware Monitoring via the Shelf Management server,
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To view the Card Properties:

1

In the Hardware Monitor pane, either double-click or right-click and
select properties for the desired hardware component.

The following information is displayed:

Table 18-5 Card Properties - General Info

Field Description
HW Version The hardware component’s version number.
SW Version The version number of the software installed on

card.

Serial Number

The hardware component’s serial number.

Card Type Displays the type of card that occupies the slot.

Board Part The part number of the HW component’s board.

Number

Board Mac Specific hardware address of the component. This

Address 1 address is burnt onto the component and is
automatically identified by the system.

Board Mac (If applicable) second Mac address.

Address 2

Click the Event Log tab to view a log of events that was recorded by
the system on the HW component.

For more information, see "MCU Properties - Event Log” on page 17-6.

Click the Active Alarms tab to view alarms related to the hardware
component, i.e. temperatures and main power sensors.

For more information, see “Active Alarms” on page 17-7.
Click Close to return to the HW Monitor pane.
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When using the Hardware Monitor to monitor units on MPM cards
installed in the RMX’s slots, ISDN related DSPs are named smart,
indicating their additional MUX (Multiplexing) functionality.

Hardware Monitor 4

@@
Slot |Type |Status |Temperatur4 Voltage MPM Card
EX RMX 2000 - - -
[ I MPM-F MNormal MNormal Major
&? 1 RTM ISDM  Diagnostics Morrnal MNormal
&? 2 RTM ISDM  Diagnostics Morrnal MNormal
System 2 MPM-F Norrnal Norrnal Major
Components & 3 CPU Resetting  Mormal Major

in MCU Slots m 4 Ernpty Ernpty - -
&? 5 RTM IP Diagnostics MNorrnal MNormal

B 20 Backplane MNormal - -
i

w21 FANS

jin] ‘Type |Configuratinn |Occupied |Faulty |D\sab|ed |Net
@ 22 PR Mt

o3 LAM 1 lﬁj i video Mo Hao Mo
Xy 32 LAMN 2 w2 smart 4— Mo Hao Mo
33 LAN 3 lﬁj 3 video Mo No Mo
- lﬁj 4 video Mo No Mo
v lﬁj ] video Mo No Mo
Units on lﬁj & smart 4— Mo Mo Mo
MPM Card — 1 |& 7 video Mo Mo Mo
lﬁj 8 smart 4— Mo Mo Mo
lﬁj ] video Mo No Mo
lﬁj 10 smart 4— Mo Mo Mo
lﬁj 11 smart 4— Mo Mo Mo
{‘#,I 12 video o HI Hn
PR BT KT e Moy
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To View the Supporting Hardware Components Properties:

1 Inthe Hardware Monitor pane, either double-click or right-click and
select properties for the desired supporting hardware component.
The component’s properties dialog box will appear with the General
Info tab displayed.

ot ID: 20 - Backplane Properties

3 General Info -~
Hw Version: 1.01
S Versior: 1.01
Serial Mumber: WR20612159002
Card Type: B ackplane
Board Part Number: BRD2115E
Board Mac Address 1:
Board Mac Address 2
v
£ >
=

Backplane Properties:

The RMX unit’s backplane properties provides the following
information:

Table 18-6 Backplane Properties- General Info

Field Description

HW Version The Backplane’s current hardware version.

SW Version The Backplane’s current software version.
Serial Number The Backplane’s serial number.

Card Type The name of the hardware component for which

information is being displayed, e.g. Backplane.

Board Part Number The Backplane’s part number.

Board Mac Address 1 | The Backplane’s hardware address.

Board Mac Address 2 | (If applicable) second Backplane Mac address.

18-10



FAN Properties:

The RMX unit’s chassis contains 3 fans that regulate the unit’s
temperature. If the temperature increases, the fans speed will
increase and vice-versa. A “Critical” condition in the fans operation
will result in a system shut down.

Polycom RMX 2000/4000 Administrator’s Guide

» General Info General Settings

Min Speed Level {rpm: 0 [+/10%]
Max Speed Level (rpm): 100 [+/-10%)
Mormal Operating Level (rpm): 2460 [+/-10%)
Current Fan Level (rpm 2480 (+/10%)
Fans

Fan 1 Speed {rpm): 2520 [++10%)
Fan 2 Speed {rpm}): 2580 (+~10%)
Fan 3 Speed {rpm): 2580 (+410%)

Table 18-7 FANS Properties - General Info

Field

Description

General Settings

Min. Speed Level (rpm)

The minimum speed level of the fans.

Max. Speed Level (rpm)

The maximum speed level of the fans.

Normal Operating Level
(rpm)

The normal operating level defined for the fans.

Current Fan Level (rpm)

The current operating level of the fans.

Fans

Fan 1 Speed (rpm)

Present speed of fan 1.

Fan 2 Speed (rpm)

Present speed of fan 2.

Fan 3 Speed (rpm)

Present speed of fan 3.
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LAN 0, LAN 1, LAN 2 Properties:

The RMX unit’s chassis contains 3 external LAN connectors which
register the following information listed below. The information will
be refreshed every 8 seconds and also contains a peek detector to log
the maximal values, since the last peek values reset.

SIGETD: 32 Propertics.
3 General Info LAN General
LAN Status: Advertised
Link Status: Inactive Auto Hlegotistion: — Yes
Speed Duplex: 10 Half Duplex Link Mades: 10 Half Duples/10 Full Duplex/100 Half
Duple/100 Full Duplex/1000 Half Duplex/1000
#uto Negotiation: Mo Ful Duplex
Transmit
Error Packet: 0/0 [0%) Emor packet/Packet
FIFO Drops: 0/0  (0%) Fifo Drops/Emar Packet
Num of Octets: 1]
Max Error Packet: 040 [0%) Emor Packet/Max Packet
Max FIFO Drops: 00 (0%) Maw Fito Drops/Max Packet
M N of Octets: ]
Receive
Error Packet: 0/0  (0%) Emor Packet/Packet
CRC: 040 [0%) CRC/Enor Packet
Num of Octets: a
Max Error Packet: 00 [0%) Ma Error Packet/Max Packet
Max CRC: 00 (0%) Maw CRC/Max Packet
Maic N of Octets: ]

2 C(lick Close to return to the HW Monitor pane.
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Viewing Hardware RMX 4000 Component’s
Properties

The properties displayed for the hardware components will vary
according to the type of component viewed. These component properties
can be grouped as follows:

*  MCU Properties (RMX 4000)

*  Card Properties (MPM+, CNTL 4000, RTM-IP 4000, RTM ISDN, RTM
LAN)

*  Supporting Hardware Components Properties (Backplane, FANS,
LAN)

No properties are provided for Power Supply (PWR). For more information, see
the RMX 4000 Hardware Guide.

The Hardware Properties dialog box has the following structure:

Slot number HW component type

RMX 7000 Properties

3 General Info =
3 Ewvent Log Chassis D VR4090401006
3 Active Alarms Chassis Serial Number: VR4090401006

Part Number ASY3000A-LO

Card Type: RMX 4000 Component

Chassis Hardware Yersion: 201 Information

(changes
Turn on S8H: “ | according to i
selected type)
1| > -

18-13
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To view the MCU Properties:

1 Inthe Hardware Monitor pane, either double-click or right-click and
select Properties for RMX 4000, slot 0.

L@

Slot S |Type S |Status |Temperat|Voltage |
=W R.MX 4000 o = o )

w1 Empty Empty

HZ RMX 2000 P

m 4 s General Info
m 5 3> Event Log Chassis ID: WR4090401006

> Active Alarms Chassis Serial Number: VR4090401006
Part Number: ASYI000A-LO
Card Type: RMx 4000
Chassis Hardware Version: 20

Tum on SSH: ‘

4 |

The following information is displayed:

Table 18-8 MCU Properties - General Info

Field Description

Chassis File ID The ID assigned to the MCU’s chassis file.

Chassis Serial The serial number assigned to the MCU'’s chassis.
Number

Part Number The chassis part number. The Part Number contains

the letter A/B/C/D that represents the chassis type.

Card Type The name of the hardware product or component,
i.e. RMX 4000, Backplane.
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Table 18-8 MCU Properties - General Info (Continued)

Field Description

Chassis HW Indicates the MCU'’s current chassis hardware
Version version.

Turn SSH Enables/disables the SSH monitor. This is a secured

terminal enabling access to the operating system in
order to define Linux commands.

Click the Event Log tab to view a log of events that were recorded by

the system for the RMX.
%4000 P
122 el i Record ID * [Time Stamp__ | Type |Sensor Number [Sensar Deseription | Status [1PrE Addressthexy
iFventilog 26 13/11/2009 03 Hot Swap o Hot Swap Deactivation R 0x58
14 B Gl 27 13/11/2009 03 Hot Swap o Hot Swap Activation Req 0x88
28 13/11/2009 03 Hot Swap o Hot Swap Activation Req 0x88
29 13/11/2009 03 IPME Link 1 IPME Physical Enable A+E 0x88
30 13/11/2009 03 Hot Swap o Hot Swap hctivation in p 0x88
£ 13/11/2003 03 Hot Swap o Hot Swap Active oxss
3z 13/11/2009 03 Hot Swap o Hot Swap Active 0x88
33 13/11/2009 04 Hot Swap o Hot Swap Deactivation R 0x88
34 13/11/2009 04 Hot Swap o Hot Swap Activation Req 0x85
35 13/11/2009 04 IPMB Link 1 IPME Physical Enable A+B  0x88
36 13/11/2003 04 Hot Swap o Hot Swap Activation in p 0x55
37 13/11/2009 04 Hot Swap o Hot Swap Active 0x88
38 13/11/2009 04 Hot Swap o Hot Swap Active 0x88
Hat El: o Hot Swap D R_0:
v
< >

The logged events can be saved to a *.xIs file by clicking the Save
Event Log button. It is not possible to save individual or multiple
selected events; the entire log file must be saved.

Table 18-9 MCU Properties - Event Log

Column Description

Record ID The recorded ID number of the logged event.
Time Stamp Lists the date and time that the event occurred.
Type Displays the type of event recorded in the log.

Sensor Number

The number of the LED sensor on the RMX unit.

Sensor Description

Describes which sensor the event is being logged.
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Table 18-9 MCU Properties - Event Log (Continued)

Column

Description

Status

The sensor’s active status.

Ipmb Address(hex)

Contains all the internal IPMI network addresses on
the IPMB bus, i.e. 0x20 (Switch), 0x86 (MFA), etc...

3 C(Click the Active Alarms tab to view alarms related to the RMX, i.e.
temperatures and main power sensors.

3 General Info Slot 1D

[Semsor - [Descrpt [Currentsensor [Status_[Nominal [Sansor T [Lower r Lower Ma]Upper Ma[Upper ¢ &

> Eventlog 8

> Active Alarms

Hot Swa 0 HotSwa 0 0

HaotSwa O Hot Swa
HotSwa 0 Hot Swa
Hot Swa 0 Hot Swa
IPHE Ph 136 IPMB Lin
IPHE Ph 136 IPMB Lin
IPMB Ph 136
BMC Wa 255 WATCH
BMC Wa 255 WATCH
BMC Wa 255 WATCH

BMC Wa 285

0
0
0
0
0
0
IPMB PR 136 0 1PMB Lin
0
0
0
0
0 WATCH
3

0
0
0
0
0
0
PMB Lin 0
0
0
0
0
3

+33VC 3.36 Hormal Voltage a6 7 @

>

Alarm List Index  m Critical Major m Normal

Unit ID

card I Type Errar Level Description

The Active Alarms dialog box displays fields that relate to faults and
errors detected on the RMX by sensors. The Active Alarms dialog box
is divided into two sections: HW Alarm List and SW Alarm List.

Each section’s alarm list can be saved as a *.xs file by clicking the
Save HW Alarm List and Save SW Alarm List buttons respectively.
Each alarm list color codes the severity of the alarm; Critical (RED),
Major (ORANGE) and Normal (GREEN).

fi\j If you connected to the Hardware Monitoring via the Shelf Management server,
k,h J the SW Alarm List section will not be displayed.
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To view the Card Properties:

1

In the Hardware Monitor pane, either double-click or right-click and
select Properties for the desired hardware component.

The following information is displayed:

Table 18-10 Card Properties - General Info

Field Description

HW Version The hardware component’s version humber.

SW Version The version number of the software installed on
card.

Serial Number The hardware component’s serial number.

Card Type Displays the type of card that occupies the slot.

Board Part The part number of the HW component’s board.

Number

Board Mac Specific hardware address of the component. This

Address 1 address is burnt onto the component and is
automatically identified by the system.

Board Mac (If applicable) second Mac address.

Address 2

Click the Event Log tab to view a log of events that was recorded by
the system on the HW component.

For more information, see "M CU Properties - Event Log” on page 17-6.

Click the Active Alarms tab to view alarms related to the hardware
component, i.e. temperatures and main power sensors.

For more information, see “Active Alarms” on page 17-7.
Click Close to return to the HW Monitor pane.
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When using the Hardware Monitor to monitor units on MPM+ cards
installed in the RMX’s slots, ISDN related DSPs are named smart,
indicating their additional MUX (Multiplexing) functionality.

@

slot_[Type /[status_[Temperat vattage | MPM+
[Te= o RMX 4000 - - - Card
™1 Empty Empty - -
2 MPM+80 Major Mormal  Normal
1 Pyl mowroal  Woeral  poemal
B a MPM+80 Wormal  Marrmal - Normal ( |
s Fraoo0  Wormal | Wormal | Wormal
™ s Efnpty Empty - -
System g s L4000 Morrnal  Morrnal  Normal
C & o plur1 normal - normal
X Omponents_ & 10 plurz Wormal - Normal
in MCU Slots 9 11 pfurs Wormal - Normal
w1z Fpus normal  Mormal  nNormal
W13 Efnpty Empty - -
g 14 rm Lan Wormal  Marral  Normal
g 15 I Lan '
=) Type | Configuration |Ocoupied [Faulty | Disabled | Location |Netwark |percent Oceupied
W15 Efnpty .
kg 17 LD 1 smart Mo Mo Mo Carrier
B 20 Bhckplane+ 2 video ‘ o o o Carrier
| Lpus W3 video o o o Carrier
B #a video Mo Mo Mo Carrier
#s video <—ue— Mo Mo Carrier
e video Mo Mo Mo Carrier
) videa Ho Ho Ho Cartier
W video o o o Carrier
f 10 video Mo Mo Mo Carrier
5 f11 video Mo Mo Mo Garrier
Unitson  —léz vee € & b come
MPM+ Card 13 smart No No No Carrier
# 1a smart o o o Carrier
# 15  video o o o Carrier
# 16 video ' Ho Mo Mo Carrier
17 videa Ho Ho Ho Cartier
W1z smant ¢ o No No Carvier
# 18 video o o o Carrier
# 20  video Mo Mo Mo Carrier
B2 video Mo Mo Mo Carrier
# 2z smart <_No_ Ho Ho Carrier
# 23 video o o o Carrier
24 video Mo Mo Mo Carrier
W25 video <—m- Mo Mo Carrier
26 smart Mo Mo Mo Carrier
27 videa Ho Ho Ho Cartier
# 28  video <—~e- Mo Mo Carrier
# 28 wideo o o o Carrier
p0 e €T k0 w e
#31 video Mo Mo Mo Carrier
__%‘ 32 videa o o o Cartier
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To View the Supporting Hardware Components Properties:

1

In the Hardware Monitor pane, either double-click or right-click and
select properties for the desired supporting hardware component.

The component’s properties dialog box will appear with the General

> General Info

Hardware Version:
Software Version:
Serial Number:
Card Type

Card Pait Mumber:

Card MAC Address 1:
Card MAC Address 2:

1.01
201
YR4030914015
Backplans+

BRDZ2204B-L0

Backplane+ Properties:

The RMX unit’s backplane properties provides the following

information:

Table 18-11 Backplane+ Properties- General Info

Field Description

HW Version The Backplane's current hardware version.

SW Version The Backplane’s current software version.
Serial Number The Backplane’s serial number.

Card Type The name of the hardware component for which

information is being displayed, e.g. Backplane.

Board Part Number The Backplane’s part number.

Board Mac Address 1 | The Backplane’s hardware address.

Board Mac Address 2 | (If applicable) second Backplane Mac address.
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FAN Properties:

The RMX unit’s chassis contains 3 fans that regulate the unit’s
temperature. If the temperature increases, the fans speed will
increase and vice-versa. A “Critical” condition in the fans operation
will result in a system shut down.

» General Info General Settings
Minimum Speed Lewel [rpm) 0 [++10%)
Maximum Speed Level (ipm): 4100 [+410%)
Normal Operating Level [rpm): 2460 [+/10%)
Curient Fan Level (pmk: 2460 [+4-10%)
Fans
Fan number | Speed (rpm) ~
1 48E0 (+/-10%)
2 4980 (+/-10%)
3 4800 (+/-10%)
4 4800 (+/-10%)
5 4860 (+/-10%)
6 4740 (+/-10%)
7 4740 (+/-10%)
v

Table 18-12 FANS Properties - General Info

Field Description

General Settings

Min. Speed Level (rpm) | The minimum speed level of the fans.

Max. Speed Level (rpm) | The maximum speed level of the fans.

Normal Operating Level | The normal operating level defined for the fans.
(rpm)

Current Fan Level (rpm) | The current operating level of the fans.

Fans

Fan 1 Speed (rpm) Present speed of fan 1.
Fan 2 Speed (rpm) Present speed of fan 2.
Fan 3 Speed (rpm) Present speed of fan 3.
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LAN 0, LAN 1, LAN 2 Properties:

The RMX unit’s chassis contains 3 external LAN connectors which
register the following information listed below. The information will
be refreshed every 8 seconds and also contains a peek detector to log
the maximal values, since the last peek values reset.

Ot 1D:17 - Properties

3 General Info /AN General )

LAN Staty Advertised:

Link Status: Inactive Auto Negotistion: No

Fort Speed: 10 Half Duplex Link Modes:

Auto Negotistion:  Ne

[ Transmit

Error Packet: (0%) Error Packet/Packet

FIFO Drops: (0%) FIFO Drops/Error Packet

Number of

Octets:

Maximum Number of Error
Packet:

Maximum Number of FIFO
Drops:

Maximum Mumber of
Octets:

(0%) Error Packet/Max Packet
(0%) Maximum FIFO Drops/Maximum Packet

©88°838

[~ Recer

Error Packet: (0%) Error Packet/Packet

CRC: (0%) CRC/Error Packet
Number of

Octets:

Maximum Number of Error
Packet:

Maximum CRC:

Maximum Mumber of
Octets:

Clear Max Counters

(0%) Maximum Error Packet/Maximum Packet
(0%) Maximum CRC/Maximum Packet

©88°838

Close

2 Click Close to return to the HW Monitor pane.
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Diagnostic Mode

18-22

@)

Diagnostic Mode is a debugging tool for performing hardware
diagnostics that detect malfunctions in the hardware component’s
performance. Diagnostics are performed only for the MFA, CPU and
Switch (Cards: MPM, CPU, RTM IP and RTM ISDN). When Diagnostic
Mode is initialized, the MCU is reset and upon restarting, the MCU will
enter Diagnostic Mode. Entering this mode causes the MCU to terminate
all active conferences and prohibits conferences from being established.
Diagnostic Mode is only enabled when connecting directly to the Shelf
Management server. To do so, type in the URL address the Shelf
Management IP address followed by the system flag:
/?DIAG_MODE=true. For example, 172.22.189.51 /?DIAG_MODE-=true.
You must also be logged in as a SUPPORT user to run diagnostics.

When accessing the Shelf Management server, the content displayed will be
available in English only.



Polycom RMX 2000/4000 Administrator’s Guide

Performing Diagnostics

To run Diagnostics on a Hardware Component:

Shown is the Diagnostic mode on the RMX 4000. The procedures are identical
for the RMX 2000.

2 Right-click one of the hardware components indicating “Diagnostics’

In the list pane toolbar, click the Diagnostic Mode () button.

The RTM-IP 4000 and CNTL 4000 components indicate a status of
“Diagnostics”; the MPM+ cards indicate “Resetting”. After resetting,
the MPM+ cards will also indicate “Diagnostics” status.

“POLYCOM | RMX

| Administration Help.

L e BIrE

slot [type <[status  [Temperat] voltage
=0 RMX 4000 - z =

Ea L MPM+80  Mormal  Hormal — Norrnal
a2 MPM+40  Normal  Hormal — Norrnal
m 3 Empty Empty

T 4 MPM+40  Diagnosti Normal  Normal )
% 5 FEMAO00  Warmal | Normal | Hormal
ms Empty Empty

B CNTL4000 Mormal — Hormal — Norrnal
& 9 PiR1 Hormal - Narrnal
&, 10 PWiRZ Hormal - Narrnal
g, 11 PR3 Hormal - Narrnal
12 FANS Hormal  Hormal — Normal
B8 13 RTM LAN  Normal  Hormal — Norrnal
m 14 Empty Empty

m 15 Empty Empty

m 16 Empty Empty

g 17 RTM-IP40  Normal  Hormal — Norrnal
EF 20 Backplane Marmal

& 21 LANS Narrnal

7

in the status column and select Diagnostic from the drop-down
menu.
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The Diagnostics pane is displayed at the bottom of the screen.
Repositioning the pane is enabled by clicking and dragging the pane
to the desired location on the screen, i.e. right side bar (displayed
below).

Diagnostics Test Selection

“POLYCOM | RMX

| Admiristration  Heln

L@@ TE Yumﬁsts
|

Slot “[tvpe  [status  [Temperat voltage Loop Test | I= stop on Failurs
& TG T Run all Tests
TestActive [Testid [Testname [Testan [ cuick
1 MPM+80  Normal  Normal  Normal
1 TEST ARTAUDI 255
| ] MPM+40  Marmal  Narmal  Narmal
2 TEST ART AUDI 255
3 Empt) Empt:
- L34 ks 3 TEST AUDIOM 255
T 4 MPM+40  Diagnosti Mermal Normal
4 TESTVIDEO 255
s FSM4000  Normal  Normal  Normal
5 TEST VIDEO M 255
e Empty Empty
e CMTL4000 Mormal  Normal — Nermal
@ o FWR1 ormal - formal
% 10 PWR2 Hormal - Narmal
& 11 PWR3 Hormal - Mormal
12 FANS Mormal  Marmal  Mormal
K8 13 RTM LAN  Normal  Normal  Normal Slot 4 Tests Monitoring
e Tty Y MCU Monitor | Card Maritoring | Errar Buffer |
s S e Card [Pass |Failed [status
1 a Mo test running
1 Empty Empty
17 RTM-IP40  Hormal 5 % Hote g
0 o Ho test
[ Backplane Normal el
& 1 e P 0 o Test in progress

Select the Test(s) to perform in the section labeled Diagnostics Test
Selection by marking the check boxes in the TestActive column.

Each column in the Diagnostics Test Selection is interchangeable.
Click, hold and slide a column left or right to the desired position.

The type of tests that can be selected in the Test Selection depend on
the hardware component. Each component enables different tests.
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Additional test parameters can be set before performing the tests, as
described below.

Table 18-13 Tests Selection - Additional Test Parameters

Parameter Description

Quick Test Mode Runs only the tests that are marked Quick in the
Quick column. Particular tests in the system are not
as complicated and thus take less time to analyze.
These tests are indicated with a check mark in the
Quick column.

Loop Test Enter the amount of times the test is to repeat itself
in succession.

Stop On Failure Stops tests upon a failure.

Run All Test Runs all tests listed in the TestActive column for the
hardware component.

Click the Run Selected Tests button.

The selected tests are initialized. This process may take some time.
Click Stop Running Test to end all the diagnostic tests. The MCU
completes the current test running and then stops all remaining tests.

For more information on test results, see "Diagnostics Monitoring” on
page 17-26.

Repeat procedures 1-6 to run diagnostics for each of the other
hardware components.
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Diagnostics Monitoring

A hardware component’s test status can be viewed in the Diagnostics Test
Monitoring section before, during and after tests have been initiated. Test
results will only be displayed after tests are completed. The Diagnostic
Tests Monitoring section is comprised of three tabs: MCU Monitor, Cards

Monitor and Error Buffer, which are further described below.

MCU Monitor

The MCU Monitor tab lists the status of all the cards that can be tested in

Diagnostic Mode. Described below are the columns:

Slot 1 Tests Monitoring

Mcu bj]gni_ggr'l/ Cards Monitor r Error Buffer I

Card [pass

[Failed [status

5

3
2
1

0 No test running
0 Na test running
0 Na test running
0

Test in progress

Table 18-14 Tests Monitoring - MCU Monitor Parameters

Column

Description

Card

The card’s slot number, i.e. 5 - slot where the RTM IP
card resides.

Pass

Indicates the number of tests that the card passed
successfully.

Fail

Indicates the number of tests that the card failed.

Status

The card’s current test status: No test running or Test in
progress.
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The Cards Monitor tab displays the status of the selected tests being run
on the currently viewed card, i.e. slot 5, described below.

Slat 1 Tests Manitoring

MCU Monitor  fEards Monitar: | Error Buffer |

Unitid [ Testname

[Loop

[pass Failed Quick Duration Status

-1 TEST ART AUDI
TEST ART AUDI
TEST AUDIC M
TEST WIDED

TEST VIDED M
DSP SHORT ME
DSP LONG MEM
MEMORY TEST

o o o @ o o o o

FRGA TEST

1

1}
o
o
1}
1}
o
o
o

a a a 3316 Testin progres

Ready
Ready

Ready

Ready
Ready

0
0
0
0
0
0
0 Ready
o

o o 9 o o o o o

)
o
o
1] Ready
)
o
o
a

o o o @ o o o o

Ready

Table 18-15 Tests Monitoring - Card Monitor Parameters

Column Description

Unitid The test ID number

Testname The name of the test

Loop Indicates the number of times the test will repeat
itself in succession.

Pass Indicates the number of times the test passed
successfully.

Failed Indicates the number of times the test failed.

Quick Indicates the number of Quick tests that have been
run on the card.

Duration The duration of the test (in seconds).

Status The card’s current test status: Test in Progress or

Ready.
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Error Buffer

The Error Buffer tab displays the errors encountered during testing of the

cards.
Slot 1 Tests Monitoring
MCU Moritor I/ Cards Manitor/Errnr Buffer I 5
Testid ‘ErrorStr\ng ad
5 DEP Mot 7 Memory test: PASS
5 DSP No: 13 Memory test: PASS
5 DSP Mot 14 Mernory test: PASS
5 DSP No: 15 Memory test: PASS
3 DSP Mo 26 is not configured
5 Paost test of all DSPs passed succesfully,
5 DSP No: 1 Memary test: PASS
5 DSP Mot 2 Memory test: PASS
5 DSP Ho: 12 Memory test: PASS
5 DEP Mot 11 Mernory test: PASS
5 DSP No: 6 Memnory test: PASS
5 DSP Mot 5 Memory test: PASS
5 D3P No: 4 Memory test: PASS
C Oen bl i Foukl L ™

Table 18-16 Tests Monitoring - Card Monitor Parameters

Column Description
Testid The test ID number.
ErrorString Indicates the error encountered during testing.
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Appendix A

Disconnection Causes

If a participant was unable to connect to a conference or was disconnected
from a conference, the Connection Status tab in the Participant Properties
dialog box indicates the call disconnection cause. In some cases, a possible
solution may be displayed.

A video participant who is unable to connect the video channels, but is
able to connect as an audio only participant, is referred to as a Secondary
participant. For Secondary participants, the Connection Status tab in the
Participant Properties dialog box indicates the video disconnection cause.
In some cases, a possible solution may be indicated.

The table below lists the call disconnection causes that can be displayed in
the Call Disconnection Cause field and provides an explanation of each
message

IP Disconnection Causes.

Table A-1 Call Disconnection Causes

Disconnection Cause Description

Disconnected by User The user disconnected the endpoint from the
conference.

Remote device did not The endpoint did not open the encryption

open the encryption signaling channel.

signaling channel

Remote devices selected The encryption algorithm selected by the
encryption algorithm does endpoint does not match the MCU's encryption
not match the local algorithm.

selected encryption
algorithm




Appendix A-Disconnection Causes

Table A-1 Call Disconnection Causes (Continued)

Disconnection Cause

Description

Resources deficiency

Insufficient resources available.

Call close. Call closed by
MCU

The MCU disconnected the call.

H323 call close. No port
left for audio

Insufficient audio ports.

H323 call close. No port
left for video

The required video ports exceed the number of
ports allocated to video in fixed ports.

H323 call close. No port
left for FECC

The required data ports exceed the number of
ports allocated to data in fixed ports.

H323 call close. No control
port left

The required control ports exceed the number of
ports allocated to control data in fixed ports.

H323 call close. No port
left for videocont

The required video content ports exceed the
number of ports allocated to video content in
fixed ports.

H323 call closed. Small
bandwidth

The gatekeeper allocated insufficient bandwidth
to the connection with the endpoint.

H323 call closed. No port
left

There are no free ports left in the IP card.

Caller not registered

The calling endpoint is not registered in the
gatekeeper.

H323 call closed. ARQ
timeout

The endpoint sent an ARQ message to the
gatekeeper, but the gatekeeper did not respond
before timeout.

H323 call closed. DRQ
timeout

The endpoint sent a DRQ message to the
gatekeeper, but the gatekeeper did not respond
before timeout.

H323 call closed. Alt
Gatekeeper failure

An alternate gatekeeper failure occurred.

H323 call closed.
Gatekeeper failure

A gatekeeper failure occurred.
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Table A-1 Call Disconnection Causes (Continued)

Disconnection Cause

Description

H323 call closed. Remote
busy

The endpoint was busy. (Applicable only to dial-
out)

H323 call closed. Normal

The call ended normally, for example, the
endpoint disconnected.

H323 call closed. Remote
reject

The endpoint rejected the call.

H323 call closed. Remote
unreachable

The gatekeeper could not find the endpoint's
address.

H323 call closed. Unknown
reason

The reason for the disconnection is unknown, for
example, the endpoint disconnected without
giving a reason.

H323 call closed. Faulty
destination address

Incorrect address format.

H323 call closed. Small
bandwidth

The gatekeeper allocated insufficient bandwidth
to the connection with the endpoint.

H323 call closed.
Gatekeeper reject ARQ

The gatekeeper rejected the endpoint's ARQ.

H323 call closed. No port
left

There are no ports left in the IP card.

H323 call closed.
Gatekeeper DRQ

The gatekeeper sent a DRQ.

H323 call closed. No
destination IP address

For internal use.

H323 call. Call failed prior
or during the capabilities
negotiation stage

The endpoint did not send its capabilities to the
gatekeeper.

H323 call closed. Audio
channels didn't open
before timeout

The endpoint did not open the audio channel.

H323 call closed. Remote
sent bad capability

There was a problem in the capabilities sent by
the endpoint.
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Table A-1 Call Disconnection Causes (Continued)

Disconnection Cause

Description

H323 call closed. Local
capability wasn't accepted
by remote

The endpoint did not accept the capabilities sent
by the gatekeeper.

H323 failure

Internal error occurred.

H323 call closed. Remote
stop responding

The endpoint stopped responding.

H323 call closed. Master
slave problem

A People + Content cascading failure occurred.

SIP bad name

The conference name is incompatible with SIP
standards.

SIP bad status

A general IP card error occurred.

SIP busy everywhere

The participant's endpoints were contacted
successfully, but the participant is busy and does
not wish to take the call at this time.

SIP busy here

The participant's endpoint was contacted
successfully, but the participant is currently not
willing or able to take additional calls.

SIP capabilities don't
match

The remote device capabilities are not
compatible with the conference settings.

SIP card rejected channels

The IP card could not open the media channels.

SIP client error 400

The endpoint sent a SIP Client Error 400 (Bad
Request) response.

The request could not be understood due to
malformed syntax.

SIP client error 402

The endpoint sent a SIP Client Error 402
(Payment Required) response.

SIP client error 405

The endpoint sent a SIP Client Error 405
(Method Not Allowed) response.

The method specified in the Request-Line is
understood, but not allowed for the address
identified by the Request-URI.
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Table A-1 Call Disconnection Causes (Continued)

Disconnection Cause

Description

SIP client error 406

The endpoint sent a SIP Client Error 406 (Not
Acceptable) resources.

The remote endpoint cannot accept the call
because it does not have the necessary
responses. The resource identified by the
request is only capable of generating response
entities that have content characteristics not
acceptable according to the Accept header field
sent in the request.

SIP client error 407

The endpoint sent a SIP Client Error 407 (Proxy
Authentication Required) response.

The client must first authenticate itself with the
proxy.

SIP client error 409

The endpoint sent a SIP Client Error 409
(Conflict) response.

The request could not be completed due to a
conflict with the current state of the resource.

SIP client error 411

The endpoint sent a SIP Client Error 411 (Length
Required) response.

The server refuses to accept the request without
a defined Content Length.

SIP client error 413

The endpoint sent a SIP Client Error 413
(Request Entity Too Large) response.

The server is refusing to process a request
because the request entity is larger than the
server is willing or able to process.

SIP client error 414

The endpoint sent a SIP Client Error 414
(Request-URI Too Long) response.

The server is refusing to service the request
because the Request-URI is longer than the
server is willing to interpret.

SIP client error 420

The endpoint sent a SIP Client Error 420 (Bad
Extension) response.

The server did not understand the protocol
extension specified in a Require header field.




Appendix A-Disconnection Causes

Table A-1 Call Disconnection Causes (Continued)

Disconnection Cause

Description

SIP client error 481

The endpoint sent a SIP Client Error 481 (Call/
Transaction Does Not Exist) response.

SIP client error 482

The endpoint sent a SIP Client Error 482 (Loop
Detected) response.

SIP client error 483

The endpoint sent a SIP Client Error 483 (Too
Many Hops) response.

SIP client error 484

The endpoint sent a SIP Client Error 484
(Address Incomplete) response.

The server received a request with a To address
or Request-URI that was incomplete.

SIP client error 485

The endpoint sent a SIP Client Error 485
(Ambiguous) response.

The address provided in the request (Request-
URI) was ambiguous.

SIP client error 488

The endpoint sent a SIP Client Error 488 (Not
Acceptable Here) response.

SIP forbidden

The SIP server rejected the request.
The server understood the request, but is
refusing to fulfill it.

SIP global failure 603

A SIP Global Failure 603 (Decline) response was
returned.

The participant's endpoint was successfully
contacted, but the participant explicitly does not
wish to or cannot participate.

SIP global failure 604

A SIP Global Failure 604 (Does Not Exist
Anywhere) response was returned.

The server has authoritative information that the
user indicated in the Request-URI does not exist
anywhere.

SIP global failure 606

A SIP Global Failure 606 (Not Acceptable)
response was returned.

SIP gone

The requested resource is no longer available at
the Server and no forwarding address is known.
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Table A-1 Call Disconnection Causes (Continued)

Disconnection Cause

Description

SIP moved permanently

The endpoint moved permanently. The user can
no longer be found at the address in the
Request-URI.

SIP moved temporarily

The remote endpoint moved temporarily.

SIP not found

The endpoint was not found.

The server has definitive information that the
user does not exist at the domain specified in the
Request-URI.

SIP redirection 300

A SIP Redirection 300 (Multiple Choices)
response was returned.

SIP redirection 305

A SIP Redirection 305 (Use Proxy) response
was returned.

The requested resource MUST be accessed
through the proxy given by the Contact field.

SIP redirection 380

A SIP Redirection 380 (Alternative Service)
response was returned.

The call was not successful, but alternative
services are possible.

SIP remote cancelled call

The endpoint canceled the call.

SIP remote closed call

The endpoint ended the call.

SIP remote stopped
responding

The endpoint is not responding.

SIP remote unreachable

The endpoint could not be reached.

SIP request terminated

The endpoint terminated the request.
The request was terminated by a BYE or
CANCEL request.

SIP request timeout

The request was timed out.

SIP server error 500

The SIP server sent a SIP Server Error 500
(Server Internal Error) response.

The server encountered an unexpected condition
that prevented it from fulfilling the request.
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Table A-1 Call Disconnection Causes (Continued)

Disconnection Cause

Description

SIP server error 501

The SIP server sent a SIP Server Error 501 (Not
Implemented) response.

The server does not support the functionality
required to fulfill the request.

SIP server error 502

The SIP server sent a SIP Server Error 502 (Bad
Gateway) response.

The server, while acting as a gateway or proxy,
received an invalid response from the
downstream server it accessed in attempting to
fulfill the request.

SIP server error 503

The SIP server sent a SIP Server Error 503
(Service Unavailable) response.

The server is temporarily unable to process the
request due to a temporary overloading or
maintenance of the server.

SIP server error 504

The SIP server sent a SIP Server Error 504
(Server Time-out) response.

The server did not receive a timely response
from an external server it accessed in attempting
to process the request.

SIP server error 505

The SIP server sent a SIP Server Error 505
(Version Not Supported) response.

The server does not support, or refuses to
support, the SIP protocol version that was used
in the request.

SIP temporarily not
available

The participant's endpoint was contacted
successfully but the participant is currently
unavailable (e.g., not logged in or logged in such
a manner as to preclude communication with the
participant).

SIP remote device did not
respond in the given time
frame

The endpoint did not respond in the given time
frame.

SIP trans error TCP Invite

A SIP Invite was sent via TCP, but the endpoint
was not found.
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Table A-1 Call Disconnection Causes (Continued)

Disconnection Cause

Description

SIP transport error

Unable to initiate connection with the endpoint.

SIP unauthorized

The request requires user authentication.

SIP unsupported media
type

The server is refusing to service the request
because the message body of the requestisin a
format not supported by the requested resource
for the requested method.
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ISDN Disconnection Causes

A-10

Table A-2 ISDN Disconnection Causes
Disconnection Cause
Number | Summary Description

1 Unallocated No route to the number exists in the ISDN
(unassigned network or the number was not found in the
number) routing table.

e Ensure that the number appears in the
routing table.

* Ensure that it is a valid number and that
correct digits were dialed.

2 No route to The route specified (transit network) between
specified transit the two networks does not exist.
network
(national use)

3 No route to No physical route to the destination number
destination exists although the dialed number is in the

routing plan.
* The PRI D-Channel is malfunctioning.
* Incorrect connection of the span or WAN.

4 Send special Return the special information tone to the
information tone | calling party indicating that the called user

cannot be reached.

5 Misdialed trunk A trunk prefix has erroneously been included in
prefix (national the called user number.
use)

6 Channel The sending entity in the call does not accept
Unacceptable the channel most recently identified.

7 Call awarded The incoming call is being connected to a
and being channel previously established for similar calls.
delivered in an
Established
channel
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Table A-2 ISDN Disconnection Causes (Continued)
Disconnection Cause
Number | Summary Description
8 Pre-Emption The call has been pre-empted.
9 Pre-Emption — Call is being cleared in response to user
Circuit reserved request.
for reuse
16 Normal Call Call cleared normally because user hung up.
Clearing
17 User Busy Dialed number is busy.
18 No User The called user has not answered the call.
Responding
19 No Answer from Called user has received call alert, but has not
User (User responded within a prescribed period of time.
Alerted) Internal network timers may initiate this
disconnection.
20 Subscriber User is temporarily absent from the network - as
Absent when a mobile user logs off.

21 Call Rejected Called number is either busy or has
compatibility issues. Supplementary service
constraints in the network may also initiate the
disconnection.

22 Number Same as Cause 1. The diagnostic field contains

Changed the new called user number. Cause 1 is used if
the network does not support this cause value.

26 Non-Selected The incoming call has not been assigned to the

User Clearing user.

27 Destination Out- | Messages cannot be sent to the destination

of-Order number because the span may not be active.

28 Invalid Number The Type of Number (TON) is incorrect or the

Format (address | number is incomplete. Network, Unknown and
incomplete) National numbers have different formats.
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Table A-2 ISDN Disconnection Causes (Continued)
Disconnection Cause
Number | Summary Description

29 Facility Rejected | User requested supplementary service which

cannot be provided by the network.

30 Response to A STATUS message has been received in
STATUS response to a prior STATUS ENQUIRY.
ENQUIRY

31 Normal, A normal, unspecified disconnection has
Unspecified occurred.

34 No Circuit/ No B-Channels are available for the call.
Channel
Available

38 Network Out-of- | Network is out-of-order because due to a major
Order malfunction.

39 Permanent A permanent frame mode connection is out-of-
Frame Mode service. This cause is part of a STATUS
Connection Out- | message.
of-Service

40 Permanent A permanent frame mode connection is
Frame Mode operational. This cause is part of a STATUS
Connection message.

Operational

41 Temporary Minor network malfunction. Initiate call again.
Failure

42 Switching High traffic has congested the switching
Equipment equipment. Cause 43 is included.

Congestion

43 Access Access Information elements exceed maximum
Information length and have been discarded. Included with
Discarded Cause 42.

44 Requested The requested circuit or channel is not

Circuit/Channel
not Available

available. Alternative circuits or channels are
not acceptable.
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Table A-2 ISDN Disconnection Causes (Continued)
Disconnection Cause
Number | Summary Description
47 Resource The resource is unavailable. No other
Unavailable, disconnection cause applies.
Unspecified
49 Quality of Quality of Service, as defined in
Service Not Recommendation X.213, cannot be provided.
Available
50 Requested A supplementary service has been requested
Facility Not that the user is not authorized to use.
Subscribed
53 Outgoing Calls Outgoing calls are not permitted for this

Barred Within
Closed User
Group (CUG)

member of the CUG.

Designated
Outgoing
Access
Information and
Subscriber
Class

55 Incoming Calls Incoming calls are not permitted for this
Barred within member of the CUG.
CUG
57 Bearer A bearer capability has been requested that the
Capability Not user is not authorized to use.
Authorized
58 Bearer A bearer capability has been requested that the
Capability Not user is not presently available.
Presently
Available
62 Inconsistency in | Outgoing Access and Subscriber Class

information is inconsistent




Appendix A-Disconnection Causes

Table A-2 ISDN Disconnection Causes (Continued)

Disconnection Cause

Number | Summary Description

63 Service or The service or option is unavailable. No other
Option Not disconnection cause applies.

Available,
Unspecified

65 Bearer The requested bearer capability is not
Capability Not supported.

Implemented

66 Channel Type The requested channel type is not supported.
Not
Implemented

69 Requested The requested supplementary service is not
Facility Not supported.

Implemented

70 Only Restricted Unrestricted (64kb) bearer service has been
Digital requested but is not supported by the
Information equipment sending this cause.

Bearer
Capability is
Available
(national use)

79 Service or An unsupported service or unimplemented
Option Not option has been requested. No other
Implemented, disconnection cause applies.

Unspecified

81 Invalid Call A message has been received which contains a
Reference Value | call reference which is currently unassigned or

not in use on the user-network interface.

82 Identified A request has been received to use a channel
Channel Does which is currently inactive or does not exist.
Not Exist
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Table A-2 ISDN Disconnection Causes (Continued)
Disconnection Cause
Number | Summary Description
83 A Suspended A RESUME message cannot be executed by
Call Exists, but the network as a result of an unknown call
This Call Identity | identity.
Does Not Exist
84 Call Identity in A SUSPEND message has been received with
Use a call identity sequence that is already in use.
85 No Call A RESUME message cannot be executed by
Suspended the network as a result of no call suspended.
86 Call Having the A RESUME message cannot be executed by
Requested Call the network as a result of the call having been
Identity Has cleared while suspended.
Been Cleared
87 User Not A CUG member was called by a user that is not
Member of CUG | a member of the CUG or a CUG call was made
to a non CUG member.
88 Incompatible User-to-user compatibility checking procedures
Destination in a point-to-point data link have determined
that an incompatibility exists between Bearer
capabilities.
90 Non-Existent CUG does not exist.
CUG
91 Invalid Transit The transit network selection is of an incorrect
Network format. No route (transit network) exists
Selection between the two networks.
(national use)
95 Invalid Message, | Invalid message received. No other
Unspecified disconnection cause applies.
96 Mandatory A message was received with an information
Information element missing.
Element is
Missing
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Table A-2 ISDN Disconnection Causes (Continued)
Disconnection Cause
Number | Summary Description

97 Message Type A message was received that is of a type that is
Non-Existent or not defined or of a type that is defined but not
Not implemented.
Implemented

98 Message is Not An unexpected message or unrecognized
Compatible with | message incompatible with the call state has
the Call State, or | been received
the Message
Type is Non-
Existent or Not
Implemented

99 An Information A message was received containing elements
Element or or parameters that are not defined or of a type
Parameter Does | that is defined but not implemented.
Not Exist or is
Not
Implemented

100 Invalid A message other than SETUP, DISCONNECT,
Information RELEASE, or RELEASE COMPLETE has been
Element received which has one or more mandatory
Contents information elements containing invalid content.

101 The Message is | A STATUS message indicating any call state
Not Compatible except the Null state has been received while in
with the Call the Null state.
State

102 Recovery on An error handling procedure timer has expired.
Timer Expired

103 Parameter Non- | A message was received containing parameters
Existent or Not that are not defined or of a type that is defined
Implemented — but not implemented.
Passed On
(national use)
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Table A-2 ISDN Disconnection Causes (Continued)
Disconnection Cause
Number | Summary Description
110 Message with A message was discarded because it contained
Unrecognized a parameter that was not recognized.
Parameter
Discarded
111 Protocol Error, A protocol error has occurred. No other
Unspecified disconnection cause applies.
127 Interworking, An interworking call has ended.
Unspecified
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Alarms and Faults

Alarms

Table B-1 Alarms

Alarm Code

Alarm Description

A new activation key was loaded. Reset
the system.

A new activation key was loaded:
Reset the MCU.

A new version was installed. Reset the
system.

A new version was installed:
Reset the MCU.

A private version is loaded

A private version is loaded: [private description].

Action redirection failure

Possible explanations:
* Action redirection failure.
* Action redirection map incomplete.

Alarm generated by a Central Signaling
component

A system alert was generated by a component of the
Central Signaling.

Alarm generated by an internal
component

A system alert was generated by an internal system
component.

Automatic reset is unavailable in Safe
Mode

The system switches to safe mode if many resets occur
during startup. To prevent additional resets, and allow
the system to complete the startup process the
automatic system resets are blocked.

Backup of audit files is required

If the ENABLE_CYCLIC_FILE_SYSTEM_ALARMS is
set to YES (default setting when JITC_MODE System
Flag is set to YES) and a Cyclic File reaches a file
retention time or file storage capacity limit, the user is
alerted that audit files need to be backed up.
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Table B-1 Alarms (Continued)

Alarm Code

Alarm Description

Backup of CDR files is required

If the ENABLE_CYCLIC_FILE_SYSTEM_ALARMS is
set to YES (default setting when JITC_MODE System
Flag is set to YES) and a Cyclic File reaches a file
retention time or file storage capacity limit, the user is
alerted that CDR files need to be backed up.

Backup of log files is required

If the ENABLE_CYCLIC_FILE_SYSTEM_ALARMS is
set to YES (default setting when JITC_MODE System
Flag is set to YES) and a Cyclic File reaches a file
retention time or file storage capacity limit, the user is
alerted that log files need to be backed up.

Bios version is not compatible with
Enhanced Security Mode.

The current BIOS version is not compatible with
Enhanced Security Mode (JITC_MODE=YES).

Card failed to switch to Enhanced
Security Mode

Card failure occurred when the system was set to
Enhance Security Mode (JITC_MODE=YES).

Card failure

Possible reasons for the card failure:
* Resetting Card

* Resetting component

e Unknown shelf error

* Unknown card error

Card not found

This occurs when: the system does not receive an
indication about the card (since it does not exist...)
usually when the card was removed from the MCU and
the system did not have a chance to recalculate it
resources.

Card not responding

Possible reasons for the card not responding:
* No connection with MPM card.
* No connection with the Switch.
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Table B-1 Alarms (Continued)

Alarm Code Alarm Description

Central signaling component failure Possible explanations:

* Central signaling component failure; unit type:
[NonComponent\CSMngnt\CSH323\CSSIP]

e Central signaling component failure; unit type:
(invalid: [NonComponent\CSMngnt\CSH323\CSSIP])

* Central signaling component failure - Invalid failure
type. Unitid: [id], Type:
[NonComponent\CSMngnt\CSH323\CSSIP], Status:
[Ok\Failed\Recovered]

e Central signaling component failure - Invalid failure
type

Central Signaling indicating Faulty status | Central signaling failure detected in IP Network Service.

Central Signaling indicating Recovery
status

Central Signaling startup failure

Configuration of external database did not

complete.
Could not complete MPM Card startup Possible explanations:
procedure * Unit loading confirmation was not received.

¢ No Media IP for this card.

* Media IP Configuration confirmation was not
received.

* Unspecified problem.

Could not complete RTM ISDN Card
startup procedure

CPU IPMC software was not updated.

CPU slot ID not identified The CPU slot ID required for Ethernet Settings was not
provided by the Shelf Management.

D channel cannot be established
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Table B-1 Alarms (Continued)

Alarm Code

Alarm Description

DEBUG mode enabled

Possible explanations:
e System is running in DEBUG mode.
e System DEBUG mode initiated.

DEBUG mode flags in use

System is using DEBUG CFG flags.

DMA not supported by IDE device

Possible explanations:

* DMA (direct memory access) not supported by IDE
device: Incompatible flash card / hard disk being
used.

* Flash card / hard drive are not properly connected to
the board / one of the IDE channels is disconnected.

* DMA was manually disabled for testing.

DNS configuration error

DNS not configured in IP Network Service

Encryption Server Error. Failed to
generate the encryption key

FIPS 140 test failed while generating the new encryption
key.

Error in external database certificate

Error reading MCU time

Failed to read MCU time configuration file ([status]).

External NTP servers failure

Failed to access DNS server

Failed to access DNS server.

Failed to configure the Media card IP
address

Possible reasons for the failure:

* Failure type: [OK Or Not supported.

* Does not exist Or IP failure.

¢ Duplicate IP Or DHCP failure.

* VLAN failure Or Invalid: [status_Number].

Failed to configure the Users list in Linux

External NTP server failure:
NTP server failure: [server0_ip], [serverl_ip],
[server2_ipStr].
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Alarm Code

Alarm Description

Failed to connect to application server

Possible reasons for the failure:
* Failed to connect to application server:
* Failed to establish connection to server, url = [url].

Failed to connect to recording device

The MCU could not connect to any of the defined NTP
server for synchronization due to the remote server error.

Failed to connect to SIP registrar

Cannot establish connection with SIP registrar.

Failed to create Default Profile

Possible reasons for the failure:
¢ Failed to validate the Default Profile.
¢ Failed to add the Default Profile.

Failed to initialize the file system

Possible reasons for the failure:
* Failed to initialize the file system.

* Failed to initialize the file system and create the CDR
index.

Failed to mount Card folder

Failed to mount card folder.

Failed to open Apache server
configuration file

Failed to open Apache configuration file.

Failed to open Users list file

Failed to register with DNS server

Failed to save Apache server
configuration file

Failed to save Apache configuration file.

Failure in initialization of SNMP agent.

Fallback version is being used

Fallback version is being used. Restore current version.
Version being used: [running version]; Current version:
[current version].
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Table B-1  Alarms (Continued)

Alarm Code

Alarm Description

File error

Possible reasons for the file error:

* XML file does not exist [file name]; Error no: [error
number].

* Not authorized to open XML file [file name]; Error no:
[error number].

¢ Unknown problem in opening XML file [file name];
Error no: [error number].

* Failed to parse XML file [file name].

File system scan failure

File system scan failure:
Failed to scan [file system path].

File system space shortage

File system space shortage:

Out of file system space in [file system path]; Free space:
[free space percentage]% ([free space] Blocks) -
Minimum free space required: [minimum free space
percentage]% ([minimum free space] Blocks).
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Alarm Code

Alarm Description

Gatekeeper failure

Possible reasons for the Gatekeeper failure:

Failed to register to alternate Gatekeeper.
Gatekeeper discovery state.

- Check GK IP address (GUI, ping)
Gatekeeper DNS Host name not found.
Gatekeeper Registration Timeout.

Gatekeeper rejected GRQ due to invalid revision.

Gatekeeper rejected GRQ due to resource
unavailability.

Gatekeeper rejected GRQ due to Terminal Exclusion.

Gatekeeper rejected GRQ due to unsupported
feature.

Gatekeeper rejected GRQ. Reason 18.

Gatekeeper rejected RRQ due to Discovery
Required.

Gatekeeper rejected RRQ due to duplicate alias.
- Check duplicate in aliases or in prefixes

Gatekeeper rejected RRQ due to Generic Data.

Gatekeeper rejected RRQ due to invalid alias.

Gatekeeper rejected RRQ due to invalid call
signaling address.

Gatekeeper rejected RRQ due to invalid endpoint ID.

Gatekeeper rejected RRQ due to invalid RAS
address.

Gatekeeper rejected RRQ due to invalid revision.
Gatekeeper rejected RRQ due to invalid state.
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Table B-1 Alarms (Continued)

Alarm Code

Alarm Description

Gatekeeper failure (cont.)

Gatekeeper rejected RRQ due to invalid terminal
alias.

Gatekeeper rejected RRQ due to resource
unavailability.

Gatekeeper rejected RRQ due to Security Denial.
Gatekeeper rejected RRQ due to terminal type.

Gatekeeper rejected RRQ due to unsupported
Additive Registration.

Gatekeeper rejected RRQ due to unsupported
feature.

Gatekeeper rejected RRQ due to unsupported QOS
transport.

Gatekeeper rejected RRQ due to unsupported
transport.

Gatekeeper rejected RRQ. Full registration required.
Gatekeeper rejected RRQ. Reason 18.

Gatekeeper Unregistration State.

Registration succeeded.

GUI System configuration file is invalid
xml file

The XML format of the system configuration file that
contains the user interface settings is invalid.

Hard disk error

Hard disk not responding.

High CPU utilization

High system CPU usage

High system CPU usage:
System CPU usage is approaching limit.

Incorrect Ethernet Settings

Incorrect Ethernet Settings:
Ethernet should be set to 100 Full Duplex, Auto
Negotiation - off.

Insufficient resources

Insufficient resources.

Insufficient UDP Ports
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Alarm Code

Alarm Description

Internal MCU reset

Possible explanations:

McmsDaemon reset due to policy decision: [Process
failed [abs crash counter: crash counter]: process
name].

McmsDaemon reset due to policy decision: [Process
failed [abs crash counter: crash counter]: process
name]; Cannot reset while system is in DEBUG
mode.

Power down signal was detected.

[CS Component Failure; unit type:
[NonComponent\CSMngnt\CSH323\CSSIP\CS
Component Failure; unit type: (invalid: [unit type])\No
connection with CS]J; Cannot reset while system is in
DEBUG mode.

Reset cause unknown: [reset source]\Restore
Factory Defaults - [mcu restore name]\CM_Loaded
indication repeated; boardld: [boardld]\reset from
Cards process - simulation\No connection with MPM;
board Id:[boardld]\SmMfaFailure - boardld: [boardlid].
Status: [status], problem bitmask:
[problemBitMask]\MPM failure, boardld:
[slotld\Switch failure\No connection with Switch.

Internal System configuration during
startup

System configuration during startup.

Invalid date and time

Invalid date and time:
MCU year ([year]) must be 2000 or later.

Invalid MCU Version

MCU Version: [Major.Minor.release.internal].

Invalid System Configuration

IP addresses of Signaling Host and
Control Unit are the same

IP Network Service configuration modified

IP Network Service was modified.
Reset the MCU.

IP Network Service deleted

IP Network Service was deleted.
Reset the MCU.
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Table B-1 Alarms (Continued)

Alarm Code

Alarm Description

IP Network Service not found

Possible explanations:
¢ |P Service not found in the Network Services list.

* m_StatusRead IpServiceList.

ISDN/PSTN Network Services
configuration changed

License not found

Low Processing Memory

Low Processing Memory:
Process is approaching memory utilization limit:
[Memory Utilization Percent]

Low system Memory

Low system Memory:
The system exceeded 80% of memory usage.

Management Network not configured

MCU is not configured for AVF
gatekeeper mode

MCU reset

The MCU was reset automatically or by the user.

MCU reset:
Reset cause: [reset source].

MCU Reset to enable Diagnostics mode

Missing Central Signaling configuration

MPL startup failure. Authentication not
received.

MPL startup failure. Management
Network configuration not received.

Music file error

The music file played during the connection to the
conference cannot be accessed.

No clock source

The system could not use any of the connected ISDN
spans as clock source
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Alarm Code

Alarm Description

No default ISDN/PSTN Network Service
defined in ISDN/PSTN Network Services
list

No default IVR Service in IVR Services
list

No default IVR Service in IVR Services list: Ensure that
one conference IVR Service and one EQ IVR Service
are set as default.

No IP Network Services defined

IP Network Service parameters missing.

No ISDN/PSTN Network Services defined

No ISDN/PSTN Network Services were defined or no
default ISDN/PSTN Network was defined.

No License for ISDN/PSTN. Please
activate the RTM ISDN card through
Polycom website

No response from Central Signaling

No connection with central signaling.

No response from RTM ISDN card

No usable unit for audio controller;

NTP synchronization failure

The system failed to synchronize the MCU clock with the
NTP clock

Polycom default User exists. For security
reasons, it is recommended to delete this
User and create your own User.

Port configuration was modified

Power off

Process idle

Process idle:
Process did not finish before deadline.

Process terminated

Process terminated:
[Process name] terminated.

Product activation failure
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Table B-1 Alarms (Continued)

Alarm Code

Alarm Description

Product Type mismatch. System is
restarting.

The user is alerted to a mismatch between the product
type that is stored in MCU software and the product type
received from another system component.

In such a case the system is automatically restarted.

Recording device has disconnected
unexpectedly

Red Alarm

When a certain timeout will be reached (after startup),
MCMS will go over the configured Spans. A configured
Span that is related to nonexistent card — will produce a
'RED_ALARM' Alert. Similarly on HotSwap: if an RTM
card (or an MPM that has an RTM extension) is
removed, MCMS will go over the configured Spans. A
configured Span that is related to the removed card — will
produce a 'RED_ALARM' Alert.

Resource process did not receive the
Meeting Room list during startup.

Without the Meeting Rooms list, the system cannot
allocate the appropriate dial numbers, Conference ID
etc. and therefore cannot run conferences

Resource process failed to request the
Meeting Room list during startup.

Without the Meeting Rooms list, the system cannot
allocate the appropriate dial numbers, Conference ID
etc. and therefore cannot run conferences

Restore Failed

Restoring the system configuration has failed as the
system could not locate the configuration file in the
selected path, or could not open the file.

Restore Succeeded

Restoring the system configuration has succeeded.
Reset the MCU.

Restoring Factory Defaults. Default
system settings will be restored once
Reset is completed

Default system settings will be restored once Reset is
completed.

RTM ISDN card not found

RTM ISDN card is missing.

RTM ISDN card startup procedure error

The RTM ISDN card cannot complete its startup
procedure (usually after system reset)

Secured SIP communication failed
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Alarm Code

Alarm Description

Security mode failed. Certificate has
expired.

Security mode failed. Certificate host
name does not match the RMX host
name.

Security mode failed. Certificate is about
to expire.

Security mode failed. Certificate not yet
valid.

Security mode failed. Error in certificate
file.

Single clock source

No Backup clock could be established as only one span
is connected to the system or, there is a synchronization
failure with another span. This alarm can be cancelled by
adding the appropriate flag is the system configuration.

SIP registrations limit reached

SIP registrations limit reached.

SIP TLS: Certificate has expired

The current TLS certificate files have expired and must
be replaced with new files.

SIP TLS: Certificate is about to expire

The current TLS certificate files will expire shortly and
will have to be replaced to ensure the communication
with the OCS.

SIP TLS: Certificate subject name is not
valid or DNS failed to resolve this name

This alarm is displayed if the name of the RMX in the
certificate file is different from the FQDN name defined in
the OCS.
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Table B-1 Alarms (Continued)

Alarm Code

Alarm Description

SIP TLS: Failed to load or verify certificate
files

This alarm indicates that the certificate files required for
SIP TLS could not be loaded to the RMX. Possible
causes are:

* Incorrect certificate file name. Only files with the
following names can be loaded to the system:
rootCA.pem, pkey.pem, cert.pem and
certPassword.txt

* Wrong certificate file type. Only files of the following
types can be loaded to the system: rootCA.pem,
pkey.pem and cert.pem and certPassword.txt

* The contents of the certificate file does not match the
system parameters

SIP TLS: Registration handshake failure

This alarm indicates a mismatch between the security
protocols of the OCS and the RMX, preventing the
Registration of the RMX to the OCS.

SIP TLS: Registration server not
responding

This alarm is displayed when the RMX does not receive
a response from the OCS to the registration request in
the expected time frame. Possible causes are:

e The RMX FQDN name is not defined in the OCS
pool, or is defined incorrectly.

* The time frame for the expected response was too
short and it will be updated with the next data refresh.
The alarm may be cleared automatically the next
time the data is refreshed.

e The RMX FQDN name is not defined in the DNS
server. Ping the DNS using the RMX FQDN name to
ensure that the RMX is correctly registered to the
DNS.

SIP TLS: Registration transport error

This alarm indicates that the communication with the SIP
server cannot be established. Possible causes are:

¢ Incorrect IP address of the SIP server

* The SIP server listening port is other than the one
defined in the system

* The OCS services are stopped

Smart Report found errors on hard disk

Smart Report found errors on hard disk.
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Alarm Code

Alarm Description

SSH is enabled

Startup process failure

Process failed:
[Process name] failed to start.

SWITCH not responding

System Configuration modified

System configuration flags were modified.
Reset the MCU.

Task terminated

Task terminated: [Task Name].

Temperature Level Critical

Possible explanations:
e Temperature has reached a critical level. MCU will
shut down.

* Temperature problem - Critical.

Temperature Level Major

Possible explanations:
* Temperature has reached a problematic level and
requires attention.

e Temperature problem - Major

Terminal initiated MCU reset

MCU reset was initiated by Terminal command [reset].

The Log file system is disabled

Log file system error:
The Log File System is disabled. Log files not found.

The software contains patch(es)

The software contains patch(es).

The system has been configured for JITC
mode, but communication is not secured
until a TLS certificate is installed and the
MCU is set to Secured Communication.

Although the System Flag JITC_MODE is set to YES,
the Enhanced Security Mode is not fully implemented as
the TLS certificate was not installed. Please install the
TLS certificate and set the MCU to Secured
Communication Mode to fully enable the Enhanced
Security Environment.

Unit not responding

Unspecified problem

Possible explanations:
* Unspecified card error.

* Unspecified shelf error.
* Unspecified problem.
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Table B-1  Alarms (Continued)

Alarm Code

Alarm Description

User initiated MCU reset

MCU reset was initiated by a system user.

User Name "SUPPORT" cannot be used
in Enhanced Security Mode

When Enhanced Security Mode (JITC_MODE=YES) is
enabled, the User Name "SUPPORT" cannot be used to
define a new User.

Version upgrade is in progress

Voltage problem

Possible reasons for the problem:
e Card voltage problem.

* Shelf voltage problem.

* \oltage problem

Yellow Alarm




Appendix C

CDR Fields - Unformatted

File

The CDR (Call Detail Records) utility is used to retrieve conference
information to a file. The CDR utility can retrieve conference information
to a file in both formatted and unformatted formats.

Unformatted CDR files contain multiple records. The first record in each
file contains information about the conference in general, such as the
conference name and start time. The remaining records each contain
information about one event that occurred during the conference, such as
a participant connecting to the conference, or a user extending the length
of the conference. The first field in each record identifies the event type,
and this is followed by values containing information about the event.
The fields are separated by commas.

Formatted files contain basically the same information as unformatted
files, but with the field values replaced by descriptions. Formatted files
are divided into sections, each containing information about one
conference event. The first line in each section is a title describing the type
of event, and this is followed by multiple lines, each containing
information about the event in the form of a descriptive field name and
value.

The field names and values in the formatted file will appear in the language
being used for the RMX Web Client user interface at the time when the CDR
information is retrieved.

The value of the fields that support Unicode values, such as the info fields, will
be stored in the CDR file in UTF8. The application that reads the CDR file must
support Unicode.
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C-2

The MCU sends the entire CDR file via API or HTTP, and the RMX 2000
or external application does the processing and sorting. The RMX 2000
ignores events that it does not recognize, that is, events written in a higher
version that do not exist in the current version. Therefore, to enable
compatibility between versions, instead of adding new fields to existing
events, new fields are added as separate events, so as not to affect the
events from older versions. This allows users with lower versions to
retrieve CDR files that were created in higher versions.

This appendix describes the fields and values in the unformatted CDR records.
Although the formatted files contain basically the same information, in a few
instances a single field in the unformatted file is converted to multiple lines in the
formatted file, and in other cases, multiple fields in the unformatted file are
combined into one line in the formatted file.

In addition, to enable compatibility for applications that were written for the MGC
family, the unformatted file contains fields that were supported by the MGC
family, but are not supported by the RMX 2000, whereas these fields are omitted
from the formatted file.
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The Conference Summary Record

The conference summary record (the first record in the unformatted CDR
file) contains the following fields:

Table C-1 Conference Summary Record Fields

Field

Description

File Version

The version of the CDR utility that created the file.

Conference Routing
Name

The Routing Name of the conference.

Internal Conference ID

The conference identification number as assigned by
the system.

Reserved Start Time

Not supported.
Contains the same value as the Actual Start Time
field.

Reserved Duration

The amount of time the conference was scheduled to
last.

Actual Start Time

The actual time the conference started in local time.

Actual Duration

The actual conference duration.

Status

The conference status code as follows:

1 - The conference is an ongoing conference.

2 - The conference was terminated by a user.

3 - The conference ended at the scheduled end time.
4 - The conference ended automatically because no
participants joined the conference for a predefined
time period, or all the participants disconnected from
the conference and the conference was empty for a
predefined time period.

5 - The conference never started.

6 - The conference could not start due to a problem.
8 - An unknown error occurred.

9 - The conference was terminated by a participant
using DTMF codes.

Note: If the conference was terminated by an MCU
reset, this field will contain the value 1 (ongoing
conference).
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Table C-1 Conference Summary Record Fields (Continued)

Field Description
File Name The name of the conference log file.
GMT Offset Sign Not supported.
Always contains the value 0.
GMT Offset Not supported.
Always contains the value 0.
File Retrieved Indicates if the file has been retrieved and saved to a
formatted file, as follows:
0-No
1-Yes
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Event Records

The event records, that is, all records in the unformatted file except the
first record, contain standard fields, such as the event type code and the
time stamp, followed by fields that are event specific.

The event fields are separated by commas. Two consecutive commas with
nothing between them (,,), or a comma followed immediately by a semi-
colon (,;), indicates an empty field, as in the example below:

B SUPPORT 1422547546 c151.cdr - WordPad —10] x|
File Edit Wiew Insett Format Help
D||u| (R 4] o[w|e)o] w
11001,22.07.2007, 13:00: 54, 0, SUPPORT_1422547546: |
101,22.[37.2007,13:00: 56,0, SUPPORT, igal pvx,0,0,0,1,0,Default IP Servige,0,0,0,,0,0,1,3;
2101,22.07.2007,13:00:56,0,2,,0,2,5,0,1@4294967295,2887167150,1720,
3010,22.0’7.2007,13:00:56,D;
17,22.07.2007,13:01:02,0,igal pvx,0,1,0,0,0;

7,22.07.2007,13:01:11,0, igal pwx,0,192,0;
7,22.07.2007,14:00:49,0, igal pvx,0,14,0;
2,22.07.2007,14:00:49,0,3;

4] |

For Help, press Fi

L oy—

Standard Event Record Fields

All event records start with the following fields:

The CDR event type code. For a list of event type codes and
descriptions, refer to Table C-2, “CDR Event Types”, on page C-6.

The event date.
The event time.

The structure length. This field is required for compatibility
purposes, and always contains the value 0.
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Event Types

C-6

The table below contains a list of the events that can be logged in the CDR
file, and indicates where to find details of the fields that are specific to that

type of event.

The event code identifies the event in the unformatted CDR file, and the event
name identifies the event in the formatted CDR file.

Table C-2 CDR Event Types

Event Code

Event Name

Description

1

CONFERENCE
START

The conference started.

For more information about the fields, see
Table C-3, “Event Fields for Event 1 -
CONFERENCE START", on page C-16.

Note: There is one CONFERENCE
START event per conference. It is always
the first event in the file, after the
conference summary record. It contains
conference details, but not participant
details.

CONFERENCE
END

The conference ended.

For more information about the fields, see
Table C-8, “Event Fields for Event 2 -
CONFERENCE END”, on page C-23.

Note: There is one CONFERENCE END
event per conference, and it is always the
last event in the file.

ISDN/PSTN
CHANNEL
CONNECTED

An ISDN/PSTN channel connected.

For more information about the fields, see
Table C-9, “Event fields for Event 3 -
ISDN/PSTN CHANNEL CONNECTED?”,
on page C-23.
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Table C-2 CDR Event Types (Continued)

Event Code

Event Name

Description

4

ISDN/PSTN
CHANNEL
DISCONNECTED

An ISDN/PSTN channel disconnected.

For more information about the fields, see
Table C-10, “Event fields for Event 4 -
ISDN/PSTN CHANNEL
DISCONNECTED”, on page C-26.

ISDN/PSTN
PARTICIPANT
CONNECTED

An ISDN/PSTN participant connected to
the conference.

For more information about the fields, see
Table C-11, “Event fields for Event 5 -
ISDN/PSTN PARTICIPANT
CONNECTED”, on page C-26.

PARTICIPANT
DISCONNECTED

A participant disconnected from the
conference.

For more information about the fields, see
Table C-12, “Event Fields for Event 7 -
PARTICIPANT DISCONNECTED”, on
page C-28.

10

DEFINED
PARTICIPANT

Information about a defined participant,
that is, a participant who was added to the
conference before the conference started.

For more information about the fields, see
Table C-14, “Event Fields for Events 10,
101, 105 - DEFINED PARTICIPANT,
USER ADD PARTICIPANT, USER
UPDATE PARTICIPANT”, on page C-30.

Note: There is one event for each
participant defined before the conference
started.

15

H323 CALL
SETUP

Information about the IP address of the
participant.

For more information about the fields, see
Table C-17, “Event fields for Event 15 -
H323 CALL SETUP”, on page C-36.
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Table C-2 CDR Event Types (Continued)

Event Code | Event Name Description
17 H323 An H.323 participant connected to the
PARTICIPANT conference.
NNECTED . . .
co c For more information about the fields, see
Table C-18, “Event Fields for Events 17,
23 - H323 PARTICIPANT CONNECTED,
SIP PARTICIPANT CONNECTED”, on
page C-37.
18 NEW A new undefined participant joined the
UNDEFINED conference.
PARTICIPANT For more information about the fields, see
Table C-19, “Event Fields for Event 18 -
NEW UNDEFINED PARTICIPANT”, on
page C-39.
20 BILLING CODE A billing code was entered by a participant
using DTMF codes.
For more information about the fields, see
Table C-21, “Event Fields for Event 20 -
BILLING CODE”", on page C-43.
21 SET A user assigned a new name to a
PARTICIPANT participant, or an end point sent its name.
DISPLAY NAME . . .
S For more information about the fields, see
Table C-22, “Event Fields for Event 21 -
SET PARTICIPANT DISPLAY NAME”, on
page C-43.
22 DTMF CODE An error occurred when a participant
FAILURE entered a DTMF code.

For more information about the fields, see
Table C-23, “Event Fields for Event 22 -
DTMF CODE FAILURE”, on page C-44.
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Table C-2 CDR Event Types (Continued)

Event Code

Event Name

Description

23

SIP
PARTICIPANT
CONNECTED

A SIP participant connected to the
conference.

For more information about the fields, see
Table C-18, “Event Fields for Events 17,
23 - H323 PARTICIPANT CONNECTED,
SIP PARTICIPANT CONNECTED”, on
page C-37.

26

RECORDING
LINK

A recording event, such as recording
started or recording resumed, occurred.

For more information about the fields, see
Table C-24, “Event fields for Event 26 -
RECORDING LINK”, on page C-44.

28

SIP PRIVATE
EXTENSIONS

Contains SIP Private Extensions
information.

For more information about the fields, see
Table C-25, “Event Fields for Event 28 -
SIP PRIVATE EXTENSIONS”, on

page C-45.

30

GATEKEEPER
INFORMATION

Contains the gatekeeper caller ID, which
makes it possible to match the CDR in the
gatekeeper and in the MCU.

For more information about the fields, see
Table C-26, “Event Fields for Event 30 -
GATEKEEPER INFORMATION?”, on

page C-46.

31

PARTICIPANT
CONNECTION
RATE

Information about the line rate of the
participant connection. This event is added
to the CDR file each time the endpoint
changes its connection bit rate. For more
information about the fields, see

Table C-27, “Event fields for Event 31 -
PARTICIPANT CONNECTION RATE”, on
page C-46.
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Table C-2 CDR Event Types (Continued)

Event Code | Event Name Description
32 EVENT NEW Information about the IPv6 address of the
UNDEFINED participant’s endpoint.
PARTY
CONTINUE IPV6
ADDRESS
100 USER A user terminated the conference.
TERMINATE . . .
CONFERENCE For more information about the fields, see
Table C-28, “Event Fields for Event 100 -
USER TERMINATE CONFERENCE”, on
page C-46.
101 USER ADD A user added a participant to the
PARTICIPANT conference during the conference.
For more information about the fields, see
Table C-14, “Event Fields for Events 10,
101, 105 - DEFINED PARTICIPANT,
USER ADD PARTICIPANT, USER
UPDATE PARTICIPANT”, on page C-30.
102 USER DELETE A user deleted a participant from the
PARTICIPANT conference.
For more information about the fields, see
Table C-30, “Event Fields for Events
102,103, 104 - USER DELETE
PARTICIPANT, USER DISCONNECT
PARTICIPANT, USER RECONNECT
PARTICIPANT”", on page C-47.
103 USER A user disconnected a participant.
DISCONNECT . . .
PARTICIPANT For more information about the fields, see
Table C-30, “Event Fields for Events
102,103, 104 - USER DELETE
PARTICIPANT, USER DISCONNECT
PARTICIPANT, USER RECONNECT
PARTICIPANT”, on page C-47.
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Table C-2 CDR Event Types (Continued)

Event Code | Event Name Description
104 USER A user reconnected a participant who was
RECONNECT disconnected from the conference.
PARTICIPANT . . .
¢ For more information about the fields, see
Table C-30, “Event Fields for Events
102,103, 104 - USER DELETE
PARTICIPANT, USER DISCONNECT
PARTICIPANT, USER RECONNECT
PARTICIPANT", on page C-47.
105 USER UPDATE A user updated the properties of a
PARTICIPANT participant during the conference.
For more information about the fields, see
Table C-14, “Event Fields for Events 10,
101, 105 - DEFINED PARTICIPANT,
USER ADD PARTICIPANT, USER
UPDATE PARTICIPANT”, on page C-30.
106 USER SET END A user modified the conference end time.
TIME For more information about the fields, see
Table C-31, “Event Fields for Event 106 -
USER SET END TIME”, on page C-47.
107 OPERATOR The participant moved from an Entry
MOVE PARTY Queue to the destination conference or
FROM between conferences.
CONFERENCE For more information about the fields, see
Table C-32, “Event Fields for Events 107
and 109 - OPERATOR MOVE PARTY
FROM CONFERENCE and OPERATOR
ATTEND PARTY”, on page C-47.
108 OPERATOR The RMX User moved the participant from
MOVE PARTY an ongoing conference to another
TO conference.
CONFERENCE For more information, see Table C-33,

“Event Fields for Events 108, 112 -
OPERATOR MOVE PARTY TO
CONFERENCE, OPERATOR ATTEND
PARTY TO CONFERENCE”, on

page C-48.
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Table C-2 CDR Event Types (Continued)

Event Code | Event Name Description

109 OPERATOR The RMX User moved the participant to
ATTEND PARTY the Operator conference.

For more information, see Table C-32,
“Event Fields for Events 107 and 109 -
OPERATOR MOVE PARTY FROM
CONFERENCE and OPERATOR
ATTEND PARTY”, on page C-47.

111 OPERATOR The RMX User moved the participant back
BACK TO to his Home (source) conference.
CONFERENCE For more information, see Table C-34,
PARTY “Event Fields for Event 111 - OPERATOR

BACK TO CONFERENCE PARTY”, on
page C-54.

112 OPERATOR The RMX User moved the participant from
ATTEND PARTY the Operator conference to another
TO conference.

CONFERENCE For more information, see Table C-33,
“Event Fields for Events 108, 112 -
OPERATOR MOVE PARTY TO
CONFERENCE, OPERATOR ATTEND
PARTY TO CONFERENCE”, on
page C-48.

1001 NEW Additional information about a NEW
UNDEFINED UNDEFINED PARTICIPANT event.
(P:AO‘FIQ\ITFIICI:\JILPJENlT For more information_ about the fields, see

Table C-20, “Event Fields for Event 1001 -
NEW UNDEFINED PARTY
CONTINUE 17, on page C-43.

2001 CONFERENCE Additional information about a
START CONFERENCE START event.
CONTINUE 1 For more information about the fields, see

Table C-4, “Event Fields for Event 2001 -
CONFERENCE START CONTINUE 1”7, on
page C-18.
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Table C-2 CDR Event Types (Continued)

Event Code | Event Name Description
2007 PARTICIPANT Additional information about a
DISCONNECTED | PARTICIPANT DISCONNECTED event.
CONTINUE 1 For more information about the fields, see
Table C-13, “Event Fields for Event 2007 -
PARTICIPANT DISCONNECTED
CONTINUE 17, on page C-29.
2010 DEFINED Additional information about a DEFINED
PARTICIPANT PARTICIPANT event.
CONTINUE 1 For more information about the fields, see
Table C-15, “Event Fields for Events 2010,
2101, 2105 - DEFINED PARTICIPANT
CONTINUE 1, USER ADD PARTICIPANT
CONTINUE 1, USER UPDATE
PARTICIPANT CONTINUE 17, on
page C-33.
2011 DEFINED Additional information about a DEFINED
PARTICIPANT PARTICIPANT event.
CONTINUE 2 For more information about the fields, see
Table C-16, “Event Fields for Event 2011 -
DEFINED PARTICIPANT CONTINUE 2,
Event 2102 - USER ADD PARTICIPANT
CONTINUE 2, Event 2106 - USER
UPDATE PARTICIPANT CONTINUE 27,
on page C-35.
2101 USER ADD Additional information about a USER ADD
PARTICIPANT PARTICIPANT event.
CONTINUE 1

For more information about the fields, see
Table C-15, “Event Fields for Events 2010,
2101, 2105 - DEFINED PARTICIPANT
CONTINUE 1, USER ADD PARTICIPANT
CONTINUE 1, USER UPDATE
PARTICIPANT CONTINUE 17, on

page C-33.
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Table C-2 CDR Event Types (Continued)

Event Code

Event Name

Description

2102

USER ADD
PARTICIPANT
CONTINUE 2

Additional information about a USER ADD
PARTICIPANT event.

For more information about the fields, see
Table C-16, “Event Fields for Event 2011 -
DEFINED PARTICIPANT CONTINUE 2,
Event 2102 - USER ADD PARTICIPANT
CONTINUE 2, Event 2106 - USER
UPDATE PARTICIPANT CONTINUE 27,
on page C-35.

2105

USER UPDATE
PARTICIPANT
CONTINUE 1

Additional information about a USER
UPDATE PARTICIPANT event.

For more information about the fields, see
Table C-15, “Event Fields for Events 2010,
2101, 2105 - DEFINED PARTICIPANT
CONTINUE 1, USER ADD PARTICIPANT
CONTINUE 1, USER UPDATE
PARTICIPANT CONTINUE 1", on

page C-33.

2106

USER UPDATE
PARTICIPANT
CONTINUE 2

Additional information about a USER
UPDATE PARTICIPANT event.

For more information about the fields, see
Table C-16, “Event Fields for Event 2011 -
DEFINED PARTICIPANT CONTINUE 2,
Event 2102 - USER ADD PARTICIPANT
CONTINUE 2, Event 2106 - USER
UPDATE PARTICIPANT CONTINUE 2",
on page C-35.

3010

PARTICIPANT
INFORMATION

The contents of the participant information
fields.

For more information about the fields, see
Table C-35, “Event Fields for Event 3010 -
PARTICIPANT INFORMATION”, on

page C-54.
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Table C-2 CDR Event Types (Continued)

Event Code

Event Name

Description

5001

CONFERENCE
START
CONTINUE 4

Additional information about a
CONFERENCE START event.

For more information about the fields, see
Table C-5, “Event Fields for Event 5001 -
CONFERENCE START CONTINUE 4", on
page C-21.

Note: An additional CONFERENCE
START CONTINUE 4 event will be written
to the CDR each time the value of one of
the following conference fields is modified:

* Conference Password

* Chairperson Password

* Infol, Info2 or Info3

* Billing Info

These additional events will only contain
the value of the modified field.

6001

CONFERENCE
START
CONTINUE 5

Additional information about a
CONFERENCE START event.

For more information about the fields, see
Table C-6, “Event Fields for Event 6001 -
CONFERENCE START CONTINUE 5", on
page C-22.

11001

CONFERENCE
START
CONTINUE 10

Additional information about a
CONFERENCE START event. This event
contains the Display Name.

For more information about the fields, see
Table C-7, “Event Fields for Event 11001 -
CONFERENCE START CONTINUE 107,
on page C-22.

This list only includes events that are supported by the RMX 2000. For a list of

—

%

| ‘ ° MGC Manager events that are not supported by the RMX 2000, see "MGC
e Manager Events that are not Supported by the RMX 2000” on page C-59.
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Event Specific Fields

The following tables describe the fields which are specific to each type of
event.

Some fields that were supported by the MGC Manager, are not supported by the
RMX 2000. In addition, for some fields the RMX 2000 has a fixed value, whereas
the MGC Manager supported multiple values. For more information about the
MGC Manager fields and values, see the MGC Manager User’s Guide Volume ll,
Appendix A.

Table C-3 Event Fields for Event 1 - CONFERENCE START

Field Description

Dial-Out Manually Indicates whether the conference was a dial-out
manually conference or not.

Currently the only value is:

0 - The conference was not a dial-out manually
conference, that is, the MCU initiates the communication
with dial-out participants, and the user does not need to
connect them manually.

Auto Terminate Indicates whether the conference was set to end
automatically if no participant joins the conference for a
predefined time period after the conference starts, or if
all participants disconnect from the conference and the
conference is empty for a predefined time period.
Possible values are:

0 - The conference was not set to end automatically.

1 - The conference was set to end automatically.

Line Rate The conference line rate, as follows:
0 - 64 kbps

6 - 384 kbps
12 - 1920 kbps
13 - 128 kbps
15 - 256 kbps
23 - 512 kbps
24 - 768 kbps
26 - 1152 kbps
29 - 1472 kbps
32 - 96 kbps
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Table C-3 Event Fields for Event 1 - CONFERENCE START (Continued)

Field

Description

Line Rate (cont.)

33 - 1024 kbps
34 - 4096 kbps

Restrict Mode

Not supported.
Always contains the value 0.

Audio Algorithm

The audio algorithm.
Currently the only value is:
255 - Auto

Video Session

The video session type.
Currently the only value is:
3 - Continuous Presence

Video Format

The video format.
Currently the only value is:
255 - Auto

CIF Frame Rate

The CIF frame rate.
Currently the only value is:
255 -Auto

QCIF Frame Rate

The QCIF frame rate:
Currently the only value is:

255 - Auto
LSD Rate Not supported.

Always contains the value O.
HSD Rate Not supported.

Always contains the value O.
T120 Rate Not supported.

Always contains the value 0.
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Table C-4 Event Fields for Event 2001 - CONFERENCE START

CONTINUE 1
Field Description
Audio Tones Not supported.
Always contains the value 0.
Alert Tone Not supported.
Always contains the value 0.
Talk Hold Time The minimum time that a speaker has to speak to

become the video source.

The value is in units of 0.01 seconds.

Currently the only value is 150, which indicates a talk
hold time of 1.5 seconds.

Audio Mix Depth

The maximum number of participants whose audio can
be mixed.
Currently the only value is 5.

Operator
Conference

Not supported.
Always contains the value 0.

Video Protocol

The video protocol.
Currently the only value is:

255 - Auto
Meet Me Per Indicates the Meet Me Per Conference setting.
Conference Currently the only value is:
1 - The Meet Me Per Conference option is enabled, and
dial-in participants can join the conference by dialing the
dial-in number.
Number of Network | Not supported.
Services Always contains the value 0.

Chairperson

The chairperson password for the conference.

P r . .
assword An empty field “” means that no chairperson password
was assigned to the conference.
Chair Mode Not supported.

Always contains the value 0.
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Table C-4 Event Fields for Event 2001 - CONFERENCE START
CONTINUE 1 (Continued)

Field

Description

Cascade Mode

The cascading mode.
Currently the only value is:
0 - None

Master Name

Not supported.
This field remains empty.

Minimum Number
of Participants

The number of participants for which the system
reserved resources. Additional participants may join the
conference without prior reservation until all the
resources are utilized.

Currently the only value is 0.

Allow Undefined
Participants

Indicates whether or not undefined dial-in participants
can connect to the conference.

Currently the only value is:

1 - Undefined participants can connect to the conference

Time Before First
Participant Joins

Note: This field is only relevant if the Auto Terminate
option is enabled.

Indicates the number of minutes that should elapse from
the time the conference starts, without any participant
connecting to the conference, before the conference is
automatically terminated by the MCU.

Time After Last
Participant Quits

Note: This field is only relevant if the Auto Terminate
option is enabled.

Indicates the number of minutes that should elapse after
the last participant has disconnected from the
conference, before the conference is automatically
terminated by the MCU.

Conference Lock
Flag

Not supported.
Always contains the value 0.
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Table C-4 Event Fields for Event 2001 - CONFERENCE START
CONTINUE 1 (Continued)

Field

Description

Maximum Number
of Participants

The maximum number of participants that can connect to
the conference at one time.

The value 65535 (auto) indicates that as many
participants as the MCU'’s resources allow can connect
to the conference, up to the maximum possible for the
type of conference.

Audio Board ID

Not supported.
Always contains the value 65535.

Audio Unit ID

Not supported.
Always contains the value 65535.

Video Board ID

Not supported.
Always contains the value 65535.

Video Unit ID

Not supported.
Always contains the value 65535.

Data Board ID

Not supported.
Always contains the value 65535.

Data Unit ID

Not supported.
Always contains the value 65535.

Message Service
Type

The Message Service type.
Currently the only value is:
3-IVR

Conference IVR
Service

The name of the IVR Service assigned to the
conference.

Note: If the name of the IVR Service contains more than
20 characters, it will be truncated to 20 characters.

Lecture Mode Type

Indicates the type of Lecture Mode, as follows:
0 - None

1 - Lecture Mode

3 - Presentation Mode
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Table C-4 Event Fields for Event 2001 - CONFERENCE START
CONTINUE 1 (Continued)

Field Description

Lecturer Note: This field is only relevant if the Lecture Mode Type
is Lecture Mode.
The name of the participant selected as the conference
lecturer.

Time Interval Note: This field is only relevant if Lecturer View

Switching is enabled.

The number of seconds a participant is to be displayed
in the lecturer window before switching to the next
participant.

Currently the only value is 15.

Lecturer View
Switching

Note: This field is only relevant when Lecture Mode is
enabled.

Indicates the lecturer view switching setting, as follows:
0 - Automatic switching between participants is disabled.
1 - Automatic switching between participants is enabled.

Audio Activated

Not supported.
Always contains the value O.

Lecturer ID

Not supported.
Always contains the value 4294967295.

Table C-5 Event Fields for Event 5001 - CONFERENCE START
CONTINUE 4

Field

Description

Note: When this event occurs as the result of a change to the value of one of
the event fields, the event will only contain the value of the modified field. All
other fields will be empty.

Conference ID

The conference ID.
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C-22

Table C-5 Event Fields for Event 5001 - CONFERENCE START
CONTINUE 4 (Continued)

Field Description
Conference The conference password.
Password

An empty field “” means that no conference password
was assigned to the conference.

Chairperson

The chairperson password.

Password ) .
An empty field “” means that no chairperson password
was assigned to the conference.
Infol The contents of the conference information fields.
Info2 These fields enable users to enter general information
Info3 for the conference, such as the company name, and the
contact person’s name and telephone number.
The maximum length of each field is 80 characters.
Billing Info The billing code.

Table C-6 Event Fields for Event 6001 - CONFERENCE START CONTINUE 5

Field

Description

Encryption

Indicates the conference encryption setting, as follows:
0 - The conference is not encrypted.

1 - The conference is encrypted.

Table C-7 Event Fields for Event 11001 - CONFERENCE START

CONTINUE 10
Field Description
Display Name The Display Name of the conference.
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Table C-8 Event Fields for Event 2 - CONFERENCE END

Field

Description

Conference End
Cause

Indicates the reason for the termination of the
conference, as follows:

1 - The conference is an ongoing conference or the
conference was terminated by an MCU reset.

2 - The conference was terminated by a user.

3 - The conference ended at the scheduled end time.

4 - The conference ended automatically because no
participants joined the conference for a predefined time
period, or all the participants disconnected from the
conference and the conference was empty for a
predefined time period.

5 - The conference never started.

6 - The conference could not start due to a problem.

8 - An unknown error occurred.

9 - The conference was terminated by a participant using
DTMF codes.

Table C-9 Event fields for Event 3 - ISDN/PSTN CHANNEL
CONNECTED

Field

Description

Participant Name

The name of the participant.

Participant ID

The identification number assigned to the participant by
the MCU.

Channel ID The channel identifier.
Number of The number of channels being connected for this
Channels participant.

Connect Initiator

Indicates who initiated the connection, as follows:
0 - RMX

1 - Participant

Any other number - Unknown
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C-24

Table C-9 Event fields for Event 3 - ISDN/PSTN CHANNEL
CONNECTED (Continued)

Field

Description

Call Type

The call type, as follows:

68 - 56 KBS data call

72 - 1536kbs data call (PRI only)
75 - 56 KBS data call

77 - Modem data service

79 - 384kbs data call (PRI only)
86 - Normal voice call

Network Service
Program

The Network Service program, as follows:
0 - None

1 - ATT_SDN or NTI_PRIVATE

3 - ATT_MEGACOM or NTI_OUTWATS
4 - NTI FX

5-NTI TIE TRUNK

6 - ATT ACCUNET

8 - ATT 1800

16 - NTI_TRO

Preferred Mode

The value of the preferred/exclusive field for B channel
selection (the PRF mode), as follows:

0 - None

1 - Preferred

2 - Exclusive

For more details refer to the Q.931 standard.

Calling Participant
Number Type

The type of calling number, as follows:
0 - Unknown, default

1 - International

2 - National

3 - Network specific

4 - Subscriber

6 - Abbreviated

Calling Participant
Number Plan

The calling participant number plan.
0 - Unknown

1- ISDN/PSTN

9 - Private
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Table C-9 Event fields for Event 3 - ISDN/PSTN CHANNEL
CONNECTED (Continued)

Field

Description

Calling Participant
Presentation
Indicator

The calling participant presentation indicator, as follows:
0 - Presentation allowed, default

1 - Presentation restricted

2 - Number not available

255 - Unknown

Calling Participant
Screening Indicator

The calling participant screening indicator, as follows:
0 - Participant not screened, default

1 - Participant verification succeeded

2 - Participant verification failed

3 - Network provided

255 - Unknown

Calling Participant
Phone Number

The telephone number used for dial-in.

Called Participant
Number Type

The type of number called, as follows:
0 - Unknown, default

1 - International

2 - National

3 - Network specific

4 - Subscriber

6 - Abbreviated

Called Participant
Number Plan

The called participant number plan, as follows:
0 - Unknown

1-ISDN/PSTN

9 - Private

Called Participant
Phone Number

The telephone number used for dial-out.
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Table C-10 Event fields for Event 4 - ISDN/PSTN CHANNEL

DISCONNECTED

Field

Description

Participant Name

The participant name.

Participant ID

The identification number assigned to the participant by
the MCU.

Channel ID

The channel identifier.

Disconnect Initiator

Indicates who initiated the disconnection, as follows:
0 - RMX

1 - Participant

Any other number - Unknown

Disconnect Coding
Standard

The disconnection cause code standard.
For values and explanations, see the Q.931 Standard.

Disconnect The disconnection cause location.

Location For values and explanations, see the Q.931 Standard.
Q931 The disconnection cause value.

Disconnection For values and explanations, see the Q.931 Standard.
Cause

Table C-11 Event fields for Event 5 - ISDN/PSTN PARTICIPANT

CONNECTED

Field

Description

Participant Name

The name of the participant.

Participant ID

The identification number assigned to the participant by
the MCU.
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Table C-11 Event fields for Event 5 - ISDN/PSTN PARTICIPANT
CONNECTED (Continued)

Field

Description

Participant Status

The participant status, as follows:

0- Idle

1 - Connected

2 - Disconnected

3 - Waiting for dial-in

4 - Connecting

5 - Disconnecting

6 - Partially connected. Party has completed H.221
capability exchange

7 - Deleted by a user

8 - Secondary. The participant could not connect the
video channels and is connected via audio only

10 - Connected with problem

Communication
Mode

11 - Redialing
Remote Note: This field is only relevant to ISDN video
Capabilities participants.

The remote capabilities in H.221 format.
Remote Note: This field is only relevant to ISDN video

participants.

The remote communication mode in H.221 format.

Secondary Cause

Note: This field is only relevant to ISDN video
participants and only if the Participant Status is
Secondary.

The cause for the secondary connection (not being able
to connect the video channels), as follows:

0 - Default

11 - The incoming video parameters are not compatible
with the conference video parameters

12 - H.323 card failure

13 - The conference video settings are not compatible
with the endpoint capabilities

14 - The new conference settings are not compatible
with the endpoint capabilities
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Table C-11 Event fields for Event 5 - ISDN/PSTN PARTICIPANT
CONNECTED (Continued)

Field

Description

Secondary Cause
(cont.)

15 - Video stream violation due to incompatible annexes
or other discrepancy.

16 - Inadequate video resources

17 - When moved to a Transcoding or Video Switching
conference, the participant’s video capabilities are not
supported by the video cards

18 - Video connection could not be established

24 - The endpoint closed its video channels

25 - The participant video settings are not compatible
with the conference protocol

26 - The endpoint could not re-open the video channel
after the conference video mode was changed

27 - The gatekeeper approved a lower bandwidth than
requested

28 - Video connection for the SIP participant is
temporarily unavailable

29 - AVF problem. Insufficient bandwidth.

30 - H2.39 bandwidth mismatch

255 - Other

Table C-12 Event Fields for Event 7 - PARTICIPANT DISCONNECTED

Field

Description

Participant Name

The name of the participant.

Participant ID

The identification number assigned to the participant by
the MCU.

Call Disconnection
Cause

The disconnection cause. For more information about
possible values, see Table C-37, “Disconnection Cause
Values”, on page C-55.

Q931 Disconnect
Cause

If the disconnection cause is “No Network Connection”
or “Participant Hang Up”, then this field indicates the
Q931 disconnect cause.
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Table C-13 Event Fields for Event 2007 - PARTICIPANT DISCONNECTED
CONTINUE 1

Field

Description

Rx Synchronization
Loss

The number of times that the general synchronization of
the MCU was lost.

Tx Synchronization
Loss

The number of times that the general synchronization of
the participant was lost.

Rx Video
Synchronization
Loss

The number of times that the synchronization of the
MCU video unit was lost.

Tx Video
Synchronization
Loss

The number of times that the synchronization of the
participant video was lost.

Mux Board ID Not supported.
Always contains the value 0.
Mux Unit ID Not supported.

Always contains the value 0.

Audio Codec Board
ID

Not supported.
Always contains the value 0.

Audio Codec Unit
ID

Not supported.
Always contains the value 0.

Audio Bridge Board
ID

Not supported.
Always contains the value 0.

Audio Bridge Unit
ID

Not supported.
Always contains the value 0.

Video Board ID

Not supported.
Always contains the value 0.

Video Unit ID

Not supported.
Always contains the value 0.

T.120 Board ID

Not supported.
Always contains the value 0.
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Table C-13 Event Fields for Event 2007 - PARTICIPANT DISCONNECTED

CONTINUE 1
Field Description
T.120 Unit ID Not supported.

Always contains the value 0.

T.120 MCS Board
1D

Not supported.
Always contains the value 0.

T.120 MCS Unit ID

Not supported.
Always contains the value 0.

H.323 Board ID

Not supported.
Always contains the value 0.

H323 Unit ID

Not supported.
Always contains the value 0.

Table C-14 Event Fields for Events 10, 101, 105 - DEFINED PARTICIPANT,
USER ADD PARTICIPANT,
USER UPDATE PARTICIPANT

Field

Description

User Name

The login name of the user who added the participant to
the conference, or updated the participant properties.

Participant Name

The name of the participant.

Participant ID

The identification number assigned to the participant by
the MCU.

Dialing Direction

The dialing direction, as follows:
0 - Dial-out
5 - Dial-in

Bonding Mode

Not supported.
Always contains the value 0.
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Table C-14 Event Fields for Events 10, 101, 105 - DEFINED PARTICIPANT,
USER ADD PARTICIPANT,
USER UPDATE PARTICIPANT (Continued)

Field Description
Number Of Note: This field is only relevant to ISDN/PSTN
Channels participants.

The number of channels being connected for this
participant.

Net Channel Width

Not supported.
Always contains the value 0.

Network Service
Name

The name of the Network Service.
An empty field “” indicates the default Network Service.

Restrict Not supported.
Always contains the value O.
Audio Only Indicates the participant’s Audio Only setting, as follows:

0 - The participant is not an Audio Only participant
1 - The participant is an Audio Only participant
255 - Unknown

Default Number
Type

Note: This field is only relevant to ISDN/PSTN
participants.

The type of telephone number, as follows:
0 - Unknown

1 - International

2 - National

3 - Network specific

4 - Subscriber

6 - Abbreviated

255 - Taken from Network Service, default

Note: For dial-in participants, the only possible value is:
255 - Taken from Network Service

Net Sub-Service
Name

Not supported.
This field remains empty.

C-31




Appendix C-CDR Fields - Unformatted File

Table C-14 Event Fields for Events 10, 101, 105 - DEFINED PARTICIPANT,
USER ADD PARTICIPANT,
USER UPDATE PARTICIPANT (Continued)

Field

Description

Number of
Participant Phone
Numbers

Note: This field is only relevant to ISDN/PSTN
participants.

The number of participant phone numbers.

In a dial-in connection, the participant phone number is
the CLI (Calling Line Identification) as identified by the
MCU.

In a dial-out connection, participant phone numbers are
the phone numbers dialed by the MCU for each
participant channel.

Number of MCU
Phone Numbers

Note: This field is only relevant to ISDN/PSTN
participants.

The number of MCU phone numbers.

In a dial-in connection, the MCU phone number is the
number dialed by the participant to connect to the MCU.
In a dial-out connection, the MCU phone number is the
MCU (CLI) number as seen by the participant.

Party and MCU
Phone Numbers

Note: This field is only relevant to ISDN/PSTN
participants.

No, one or more fields, one field for each participant and
MCU phone number.

The participant phone numbers are listed first, followed
by the MCU phone numbers.

Identification
Method

Note: This field is only relevant to dial-in participants.

The method by which the destination conference is
identified, as follows:

1 - Called phone number, IP address or alias

2 - Calling phone number, IP address or alias

Meet Me Method

Note: This field is only relevant to dial-in participants.

The meet-me per method. Currently the only value is:
3 - Meet-me per participant
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Table C-15 Event Fields for Events 2010, 2101, 2105 - DEFINED PARTICIPANT
CONTINUE 1, USER ADD PARTICIPANT CONTINUE 1, USER
UPDATE PARTICIPANT CONTINUE 1

Field

Description

Network Type

The type of network between the participant and the
MCU, as follows:

0 - ISDN/PSTN

2-H.323

5-SIP

H.243 Password

Not supported.
This field remains empty.

Chair

Not supported.
Always contains the value 0.

Video Protocol

The video protocol used by the participant, as follows:
1-H.261

2-H.263
4-H.264
255 - Auto
Broadcasting The broadcasting volume assigned to the participant.
Volume The value is between 1 (lowest) and 10 (loudest).
Each unit movement increases or decreases the volume
by 3 dB.
Undefined Indicates whether are not the participant is an undefined
Participant participant, as follows:
0 - The participant is not an undefined participant.
2 - The participant is an undefined participant.
Node Type The node type, as follows:

0-MCU
1 - Terminal
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Table C-15 Event Fields for Events 2010, 2101, 2105 - DEFINED PARTICIPANT
CONTINUE 1, USER ADD PARTICIPANT CONTINUE 1, USER
UPDATE PARTICIPANT CONTINUE 1 (Continued)

Field Description
Bonding Phone Note: This field is only relevant to ISDN/PSTN
Number participants.

The phone number for Bonding dial-out calls.
Bonding is a communication protocol that aggregates
from two up to thirty 64 Kbps B channels together, to
look like one large bandwidth channel.

Video Bit Rate The video bit rate in units of kilobits per second.
A value of 4294967295 denotes auto, and in this case,
the rate is computed by the MCU.

IP Address Note: This field is only relevant to IP participants.

The IP address of the participant.

An address of 4294967295 indicates that no IP address
was specified for the participant, and the gatekeeper is
used for routing. In all other cases the address overrides
the gatekeeper.

Signaling Port Note: This field is only relevant to IP participants.

The signaling port used for participant connection.

H.323 Participant Note: This field is only relevant to IP participants.
Alias Type/SIP
Participant Address

Type

For H.323 participants, the alias type, as follows:
7 -E164

8-H.323 1D

13 - Email ID

14 - Participant number

For SIP participants, the address type, as follows:
1-SIP URI
2 - Tel URL
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Table C-15 Event Fields for Events 2010, 2101, 2105 - DEFINED PARTICIPANT
CONTINUE 1, USER ADD PARTICIPANT CONTINUE 1, USER
UPDATE PARTICIPANT CONTINUE 1 (Continued)

Field

Description

H.323 Participant
Alias Name/SIP
Participant Address

Note: This field is only relevant to IP participants.

For H.323 participants:
The participant alias.
The alias may contain up to 512 characters.

For SIP participants:
The participant address.
The address may contain up to 80 characters.

Table C-16 Event Fields for Event 2011 - DEFINED PARTICIPANT CONTINUE 2,
Event 2102 - USER ADD PARTICIPANT CONTINUE 2, Event 2106 -
USER UPDATE PARTICIPANT CONTINUE 2

Field

Description

Encryption

Indicates the participant’s encryption setting as follows:
0 - The participant is not encrypted.

1 - The participant is encrypted.

2 - Auto. The conference encryption setting is applied to
the participant.

Participant Name

The name of the participant.

Participant ID

The identification number assigned to the participant by
the MCU.
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Table C-17 Event fields for Event 15 - H323 CALL SETUP

Field

Description

Participant Name

The name of the participant.

Participant ID

The identification number assigned to the participant by

the MCU.

Connect Initiator

Indicates who initiated the connection, as follows:
0-MCU

1 - Remote participant

Any other number - Unknown

Min Rate The minimum line rate used by the participant.
The data in this field should be ignored. For accurate
rate information, see CDR event 31.

Max Rate The maximum line rate achieved by the participant.

The data in this field should be ignored. For accurate
rate information, see CDR event 31.

Source Party
Address

The IP address of the calling participant.
A string of up to 255 characters.

Destination Party
Address

The IP address of the called participant.
A string of up to 255 characters.

Endpoint Type

The endpoint type, as follows:
0 - Terminal

1 - Gateway

2-MCU

3 - Gatekeeper

4 - Undefined
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Table C-18 Event Fields for Events 17, 23 - H323 PARTICIPANT CONNECTED,
SIP PARTICIPANT CONNECTED

Field

Description

Participant Name

The name of the participant.
An empty field “” denotes an unidentified participant or a
participant whose name is unspecified.

Participant ID

The identification number assigned to the participant by
the MCU.

Participant Status

The participant status, as follows:
0 - Idle

1 - Connected

2 - Disconnected

3 - Waiting for dial-in

4 — Connecting

5 - Disconnecting

6 - Partially connected. Party has completed H.221
capability exchange

7 - Deleted by a user

8 - Secondary. The participant could not connect the
video channels and is connected via audio only

10 - Connected with problem

Communication
Mode

11 - Redialing
Capabilities Not supported.

Always contains the value 0.
Remote Not supported.

Always contains the value 0.
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Table C-18 Event Fields for Events 17, 23 - H323 PARTICIPANT CONNECTED,
SIP PARTICIPANT CONNECTED (Continued)

Field Description

Secondary Cause Note: This field is only relevant if the Participant Status
is Secondary.

The cause for the secondary connection (not being able
to connect the video channels), as follows:

0 - Default.

11 - The incoming video parameters are not compatible
with the conference video parameters

13 - The conference video settings are not compatible
with the endpoint capabilities

14 - The new conference settings are not compatible
with the endpoint capabilities

15 - Video stream violation due to incompatible annexes
or other discrepancy

16 - Inadequate video resources

17 - When moved to a Transcoding or Video Switching
conference, the participant’s video capabilities are not
supported by the video cards

18 - Video connection could not be established

24 - The endpoint closed its video channels

25 - The participant video settings are not compatible
with the conference protocol

26 - The endpoint could not re-open the video channel
after the conference video mode was changed

27 - The gatekeeper approved a lower bandwidth than
requested

28 - Video connection for the SIP participant is
temporarily unavailable

255 - Other
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Table C-19 Event Fields for Event 18 - NEW UNDEFINED PARTICIPANT

Field

Description

Participant Name

The name of the participant.

Participant ID

The identification number assigned to the participant by
the MCU.

Dialing Direction

The dialing direction, as follows
0 - Dial-out
5 - Dial-in

Bonding Mode

Not supported.
Always contains the value O.

Number of
Channels

Note: This field is only relevant to ISDN/PSTN
participants.

The number of channels being connected for this
participant.

Net Channel Width

Not supported.
Always contains the value O.

Network Service
Name

The name of the Network Service.
An empty field “” indicates the default Network Service.

Restrict Not supported.
Always contains the value O.
Audio Only Indicates the participant’s Audio Only setting, as follows:

0 - The participant is not an Audio Only participant
1 - The participant is an Audio Only participant
255 - Unknown

Default Number
Type

Note: This field is only relevant to ISDN/PSTN
participants.

The type of telephone number.

Note: Since undefined participants are always dial-in
participants, the only possible value is:
255 - Taken from Network Service
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Table C-19 Event Fields for Event 18 - NEW UNDEFINED PARTICIPANT

(Continued)
Field Description
Net Sub-Service Not supported.
Name This field remains empty.
Number of Note: This field is only relevant to ISDN/PSTN
Participant Phone participants.
Numbers

The number of participant phone numbers.
The participant phone number is the CLI (Calling Line
Identification) as identified by the MCU.

Number of MCU
Phone Numbers

Note: This field is only relevant to ISDN/PSTN
participants.

The number of MCU phone numbers.
The MCU phone number is the number dialed by the
participant to connect to the MCU.

Party and MCU
Phone Numbers

Note: This field is only relevant to ISDN/PSTN
participants.

No, one or more fields, one field for each participant and
MCU phone number.

The participant phone numbers are listed first, followed
by the MCU phone numbers.

Identification
Method

Note: This field is only relevant to dial-in participants.

The method by which the destination conference is
identified, as follows:

1 - Called phone number, IP address or alias

2 - Calling phone number, IP address or alias

Meet Me Method

Note: This field is only relevant to dial-in participants.

The meet-me per method, as follows:
3 - Meet-me per participant

Network Type

The type of network between the participant and the
MCU, as follows:

0 - ISDN/PSTN

2-H.323

5-SIP
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Table C-19 Event Fields for Event 18 - NEW UNDEFINED PARTICIPANT

(Continued)

Field

Description

H.243 Password

Not supported.
This field remains empty.

Chair

Not supported.
Always contains the value O.

Video Protocol

The video protocol, as follows:

1-H.261
2-H.263
4-H.264
255 - Auto
Broadcasting The broadcasting volume assigned to the participant.
Volume The value is between 1 (lowest) and 10 (loudest).
Each unit movement increases or decreases the volume
by 3 dB.
Undefined Indicates whether are not the participant is an undefined
Participant participant, as follows:
0 - The participant is not an undefined participant.
2 - The participant is an undefined participant.
Node Type The node type, as follows:

0-MCU
1 - Terminal

Bonding Phone
Number

Note: This field is only relevant to ISDN/PSTN
participants.

The phone number for Bonding dial-out calls.
Bonding is a communication protocol that aggregates
from two up to thirty 64 Kbps B channels together, to
look like one large bandwidth channel.

Video Bit Rate

The video bit rate in units of kilobits per second.
A value of 4294967295 denotes auto, and in this case,
the rate is computed by the MCU.
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Table C-19 Event Fields for Event 18 - NEW UNDEFINED PARTICIPANT
(Continued)

Field Description

IP Address Note: This field is only relevant to IP participants.

The IP address of the participant.

An address of 4294967295 indicates that no IP address
was specified for the participant, and the gatekeeper is
used for routing. In all other cases the address overrides
the gatekeeper.

Signaling Port Note: This field is only relevant to IP participants.

The signaling port used for participant connection.
A value of 65535 is ignored by MCU.

H.323 Participant Note: This field is only relevant to IP participants.
Alias Type/SIP
Participant Address
Type

For H.323 participants, the alias type, as follows:
7 -E164

8-H.323 1D

13 - Email ID

14 - Participant number

For SIP participants, the address type, as follows:
1-SIP URI
2 - Tel URL

H.323 Participant Note: This field is only relevant to IP participants.
Alias Name/SIP

- For H.323 participants:
Participant Address P P

The participant alias.
The alias may contain up to 512 characters.

For SIP participants:
The participant address.
The address may contain up to 80 characters.
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Table C-20 Event Fields for Event 1001 - NEW UNDEFINED PARTY

CONTINUE 1
Field Description
Encryption Indicates the participant’s encryption setting as follows:

0 - The participant is not encrypted.

1 - The participant is encrypted.

2 - Auto. The conference encryption setting is applied to
the participant.

Participant Name

The name of the participant.

Participant ID

The identification number assigned to the participant by
the MCU.

Table C-21 Event Fields for Event 20 - BILLING CODE

Field

Description

Participant Name

The name of the participant who added the billing code.

Participant ID

The identification number, as assigned by the MCU, of
the participant who added the billing code.

Billing Info

The numeric billing code that was added (32 characters).

Table C-22 Event Fields for Event 21 - SET PARTICIPANT DISPLAY NAME

Field

Description

Participant Name

The original name of the participant, for example, the
name automatically assigned to an undefined
participant, such as, “<conference name>_(000)".

Participant ID

The identification number assigned to the participant by
the MCU.

Display Name

The new name assigned to the participant by the user, or
the name sent by the end point.
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Table C-23 Event Fields for Event 22 - DTMF CODE FAILURE

Field

Description

Participant Name

The name of the participant.

Participant ID

The identification number assigned to the participant by
the MCU.

Incorrect Data

The incorrect DTMF code entered by the participant, or
an empty field “” if the participant did not press any key.

Correct Data

The correct DTMF code, if known.

Failure Type

The type of DTMF failure, as follows:

2 - The participant did not enter the correct conference
password.

6 - The participant did not enter the correct chairperson
password.

12 - The participant did not enter the correct Conference
ID.

Table C-24 Event fields for Event 26 - RECORDING LINK

Field

Description

Participant Name

The name of the Recording Link participant.

Participant ID

The identification number assigned to the Recording
Link participant by the MCU.

Recording
Operation

The type of recording operation, as follows:
0 - Start recording

1 - Stop recording

2 - Pause recording

3 - Resume recording

4 - Recording ended

5 - Recording failed

Initiator

Not supported.
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Table C-24 Event fields for Event 26 - RECORDING LINK (Continued)

Field

Description

Recording Link
Name

The name of the Recording Link.

Recording Link ID

The Recording Link ID.

Start Recording
Policy

The start recording policy, as follows:

1 - Start recording automatically as soon as the first
participant connects to the conference.

2 - Start recording when requested by the conference
chairperson via DTMF codes or from the RMX Web
Client, or when the operator starts recording from the
RMX Web Client.

Table C-25 Event Fields for Event 28 - SIP PRIVATE EXTENSIONS

Field

Description

Participant Name

The name of the participant.

Participant ID

The participant’s identification number as assigned by
the system.

Called Participant
ID

The called participant ID.

Asserted Identity

The identity of the user sending a SIP message as it was
verified by authentication.

Charging Vector

A collection of charging information.

Preferred Identity

The identity the user sending the SIP message wishes to
be used for the P-Asserted-Header field that the trusted
element will insert.
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Table C-26 Event Fields for Event 30 - GATEKEEPER INFORMATION

Field Description

Participant Name The name of the participant.

Participant ID The identification number assigned to the participant by
the MCU.

Gatekeeper Caller The caller ID in the gatekeeper records. This value
ID makes it possible to match the CDR in the gatekeeper
and in the MCU.

Table C-27 Event fields for Event 31 - PARTICIPANT CONNECTION RATE

Field Description

Participant Name The participant name.

Participant ID The identification number assigned to the participant by
the MCU.

Participant Current | The participant line rate in Kbps.
Rate

Table C-28 Event Fields for Event 100 - USER TERMINATE CONFERENCE

Field Description
Terminated By The login name of the user who terminated the
conference.

Table C-29 Event Fields for Event 32

Field Description

IP V6 IPv6 address of the participant’s endpoint.
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Table C-30 Event Fields for Events 102,103, 104 - USER DELETE
PARTICIPANT, USER DISCONNECT PARTICIPANT, USER
RECONNECT PARTICIPANT

Field

Description

User Name

The login name of the user who reconnected the
participant to the conference, or disconnected or deleted
the participant from the conference.

Participant Name

The name of the participant reconnected to the
conference, or disconnected or deleted from the
conference.

Participant ID

The identification number assigned to the participant by
the MCU.

Table C-31 Event Fields for Event 106 - USER SET END TIME

Field

Description

New End Time

The new conference end time set by the user, in GMT
time.

User Name

The login name of the user who changed the conference
end time.

Table C-32 Event Fields for Events 107 and 109 - OPERATOR MOVE PARTY
FROM CONFERENCE and OPERATOR ATTEND PARTY

Field

Description

Operator Name

The login name of the user who moved the participant.

Party Name

The name of the participant who was moved.

Party ID

The identification number of the participant who was
moved, as assigned by the MCU.
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Table C-32 Event Fields for Events 107 and 109 - OPERATOR MOVE PARTY
FROM CONFERENCE and OPERATOR ATTEND PARTY (Continued)

(Continued)

Field

Description

Destination Conf
Name

The name of the conference to which the participant was
moved.

Destination Conf ID

The identification number of the conference to which the
participant was moved.

Table C-33 Event Fields for Events 108, 112 - OPERATOR MOVE PARTY TO
CONFERENCE, OPERATOR ATTEND PARTY TO CONFERENCE

Field

Description

Operator Name

The login name of the operator who moved the
participant to the conference.

Source Conf Name

The name of the source conference.

Source Conf ID

The identification number of the source conference, as
assigned by the MCU.

Party Name

The name of the participant who was moved.

Party ID

The identification number assigned to the participant by
the MCU.

Connection Type

The connection type, as follows:
0 - Dial-out
5 - Dial-in

Bonding Mode

Note: This field is only relevant to ISDN/PSTN
participants.

Possible values are:

0 - Bonding is disabled
1 - Bonding is enabled
255 - Auto
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Table C-33 Event Fields for Events 108, 112 - OPERATOR MOVE PARTY TO
CONFERENCE, OPERATOR ATTEND PARTY TO CONFERENCE

(Continued)
Field Description
Number Of Note: This field is only relevant to ISDN/PSTN
Channels participants.

The number of channels, as follows:
255 - Auto
Otherwise, in range of 1 - 30

Net Channel Width

The bandwidth of each channel.

This value is always 0, which represents a bandwidth of
1B, which is the only bandwidth that is currently
supported.

Net Service Name

The name of the Network Service.
An empty field “” indicates the default Network Service.

Restrict Indicates whether or not the line is restricted, as follows:
27 - Restricted line
28 - Non restricted line
255 - Unknown or not relevant

Voice Mode Indicates whether or not the participant is an Audio Only

participant, as follows:

0 - The participant is not an Audio Only participant
1 - The participant is an Audio Only participant
255 - Unknown
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Table C-33 Event Fields for Events 108, 112 - OPERATOR MOVE PARTY TO
CONFERENCE, OPERATOR ATTEND PARTY TO CONFERENCE

(Continued)
Field Description
Number Type Note: This field is only relevant to dial-out participants.
Note: This field is only relevant to ISDN/PSTN
participants.
The type of telephone number, as follows:
0 - Unknown
1 - International
2 - National
3 - Network specific
4 - Subscriber
6 - Abbreviated
255 - Taken from Network Service, default
Net SubService Note: This field is only relevant to dial-out participants.
Name Note: This field is only relevant to ISDN/PSTN

participants.

The network sub-service name.
An empty field " means that MCU selects the default
sub-service.

Number of Party
Phone Numbers

Note: This field is only relevant to ISDN/PSTN
participants.

The number of participant phone numbers.

In a dial-in connection, the participant phone number is
the CLI (Calling Line Identification) as identified by the
MCU.

In a dial-out connection, participant phone numbers are
the phone numbers dialed by the MCU for each
participant channel.
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Table C-33 Event Fields for Events 108, 112 - OPERATOR MOVE PARTY TO
CONFERENCE, OPERATOR ATTEND PARTY TO CONFERENCE

(Continued)

Field

Description

Number of MCU
Phone Numbers

Note: This field is only relevant to ISDN/PSTN
participants.

The number of MCU phone numbers.

In a dial-in connection, the MCU phone number is the
number dialed by the participant to connect to the MCU.
In a dial-out connection, the MCU phone number is the
MCU (CLI) number as seen by the participant.

Party and MCU
Phone Numbers

Note: This field is only relevant to ISDN/PSTN
participants.

The participant phone numbers are listed first, followed
by the MCU phone numbers.

Ident. Method

Note: This field is only relevant to dial-in participants.

The method by which the destination conference is
identified, as follows:

0 - Password

1 - Called phone number, or IP address, or alias

2 - Calling phone number, or IP address, or alias

Meet Method

Note: This field is only relevant to dial-in participants.

The meet-me per method, as follows:
1 - Meet-me per MCU-Conference

3 - Meet-me per participant

4 - Meet-me per channel

Net Interface Type

The type of network interface between the participant
and the MCU, as follows:

0 - ISDN

2-H.323

5-SIP

H243 Password

The H.243 password, or an empty field “” if there is no

password.
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Table C-33 Event Fields for Events 108, 112 - OPERATOR MOVE PARTY TO
CONFERENCE, OPERATOR ATTEND PARTY TO CONFERENCE

(Continued)

Field

Description

Chair

Not supported.
Always contains the value 0.

Video Protocol

The video protocol, as follows:
1-H.261

2-H.263

3 - H.264*

4-H.264

255 - Auto

Audio Volume

The broadcasting volume assigned to the participant.
The value is between 1 (lowest) and 10 (loudest).

Undefined Type

The participant type, as follows:

0 - Defined participant. (The value in the formatted text
file is “default”.)

2 - Undefined participant. (The value in the formatted
text file is “Unreserved participant “.)

Node Type

The node type, as follows:
0-MCU
1 - Terminal

Bonding Phone
Number

Note: This field is only relevant to ISDN/PSTN
participants.

The phone number for Bonding dial-out calls.

Video Rate

Note: This field is only relevant to IP participants.

The video rate in units of kilobits per second.
A value of 4294967295 denotes auto, and in this case,
the rate is computed by the MCU.
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Table C-33 Event Fields for Events 108, 112 - OPERATOR MOVE PARTY TO
CONFERENCE, OPERATOR ATTEND PARTY TO CONFERENCE

(Continued)

Field

Description

IP Address

Note: This field is only relevant to IP participants.

The IP address of the participant.

An address of 4294967295 indicates that no IP address
was specified for the participant, and the gatekeeper is
used for routing. In all other cases the address overrides
the gatekeeper.

Call Signaling Port

Note: This field is only relevant to IP participants.

The signaling port used for participant connection.
A value of 65535 is ignored by MCU.

H.323 Party Alias
Type/SIP Party
Address Type

Note: This field is only relevant to IP participants.

For H.323 participants, the alias type, as follows:
7 - E164

8-H.323 1D

11 - URL ID alias type

12 - Transport ID

13 - Email ID

14 - Participant number

For SIP participants, the address type, as follows:
1-SIP URI
2 - Tel URL

H.323 Party Alias/
SIP Party Address

Note: This field is only relevant to IP participants.

For H.323 participants, the participant alias. The alias
may contain up to 512 characters.

For SIP participants, the participant address. The
address may contain up to 80 characters.
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Table C-34 Event Fields for Event 111 - OPERATOR BACK TO CONFERENCE

PARTY
Field Description
Operator Name The login name of the operator moving the participant
back to the conference.
Party Name The name of the participant being moved.
Party ID The identification number, as assigned by the MCU, of
the participant being moved.

Table C-35 Event Fields for Event 3010 - PARTICIPANT INFORMATION

Field Description

Infol The participant information fields.

Info2 These fields enable users to enter general information
Info3 about the participant, such as the participant’s e-malil
Info4 address.

The maximum length of each field is 80 characters.

VIP Not supported.
Always contains the value 0.

Table C-36 Event Fields for Events 2011, 2102, and 2106

Field Description

IP V6 IPv6 address of the participant’s endpoint.
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Disconnection Cause Values

Causes” on page A-1.

@ For an explanation of the disconnection causes, see Appendix A: "Disconnection

Table C-37 Disconnection Cause Values

Value

Call Disconnection Cause

Unknown

Participant hung up

Disconnected by User

Resources deficiency

Password failure

H323 call close. No port left for audio

H323 call close. No port left for video

22

H323 call close. No port left for FECC

23

H323 call close. No control port left

25

H323 call close. No port left for video content

51

A common key exchange algorithm could not be established between
the MCU and the remote device

53

Remote device did not open the encryption signaling channel

59

The remote devices’ selected encryption algorithm does not match
the local selected encryption algorithm

141

Called party not registered

145

Caller not registered

152

H323 call close. ARQ timeout

153

H323 call close. DRQ timeout

154

H323 call close. Alt Gatekeeper failure
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Table C-37 Disconnection Cause Values (Continued)

Value | Call Disconnection Cause

191 H323 call close. Remote busy

192 H323 call close. Normal

193 H323 call close. Remote reject

194 H323 call close. Remote unreachable
195 H323 call close. Unknown reason

198 H323 call close. Small bandwidth

199 H323 call close. Gatekeeper failure

200 H323 call close. Gatekeeper reject ARQ
201 H323 call close. No port left

202 H323 call close. Gatekeeper DRQ

203 H323 call close. No destination IP value
204 H323 call close. Remote has not sent capability
205 H323 call close. Audio channels not open
207 H323 call close. Bad remote cap

208 H323 call close. Capabilities not accepted by remote
209 H323 failure

210 H323 call close. Remote stop responding
213 H323 call close. Master slave problem
251 SIP timer popped out

252 SIP card rejected channels

253 SIP capabilities don’t match

254 SIP remote closed call

255 SIP remote cancelled call

256 SIP bad status
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Table C-37 Disconnection Cause Values (Continued)

Value | Call Disconnection Cause
257 SIP remote stopped responding
258 SIP remote unreachable
259 SIP transport error

260 SIP bad name

261 SIP trans error TCP invite
300 SIP redirection 300

301 SIP moved permanently
302 SIP moved temporarily
305 SIP redirection 305

380 SIP redirection 380

400 SIP client error 400

401 SIP unauthorized

402 SIP client error 402

403 SIP forbidden

404 SIP not found

405 SIP client error 405

406 SIP client error 406

407 SIP client error 407

408 SIP request timeout

409 SIP client error 409

410 SIP gone

411 SIP client error 411

413 SIP client error 413

414 SIP client error 414
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Table C-37 Disconnection Cause Values (Continued)

Value | Call Disconnection Cause

415 SIP unsupported media type

420 SIP client error 420

480 SIP temporarily not available

481 SIP client error 481

482 SIP client error 482

483 SIP client error 483

484 SIP client error 484

485 SIP client error 485

486 SIP busy here

487 SIP request terminated

488 SIP client error 488

500 SIP server error 500

501 SIP server error 501

502 SIP server error 502

503 SIP server error 503

504 SIP server error 504

505 SIP server error 505

600 SIP busy everywhere

603 SIP global failure 603

604 SIP global failure 604

606 SIP global failure 606
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MGC Manager Events that are not Supported
by the RMX 2000

The following MGC Manager events are not supported by the RMX 2000:

{ ‘ \  For details of these events see the MGC Manager User’s Guide Volume I,
Appendix A.

* Event 8 - REMOTE COM MODE

* Event1l- ATM CHANNEL CONNECTED

* Event12- ATM CHANNEL DISCONNECTED
* Event 13- MPI CHANNEL CONNECTED

* Event 14 - MPI CHANNEL DISCONNECTED
* Event15-H323 CALL SETUP

* Event16-H323 CLEAR INDICATION

* Event24-SIP CALL SETUP

e Event25-SIP CLEAR INDICATION

* Event 27 - RECORDING SYSTEM LINK

* Event 110 - OPERATOR ON HOLD PARTY

* Event 113 - CONFERENCE REMARKS

e Event 2108 - OPERATOR MOVE PARTY TO CONFERENCE
CONTINUE 1

* Event 3001 - CONFERENCE START CONTINUE 2

e Event 3108 - OPERATOR MOVE PARTY TO CONFERENCE
CONTINUE 2

* Event 4001 - CONFERENCE START CONTINUE 3

e Event 4108 - OPERATOR MOVE PARTY TO CONFERENCE
CONTINUE 3
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Appendix D

Ad Hoc Conferencing and
External Database
Authentication

The RMX Ad Hoc conferencing feature enables participants to start
ongoing conferences on-the-fly, without prior definition when dialing an
Ad Hoc-enabled Entry Queue. The created conference parameters are
taken from the Profile assigned to the Ad Hoc-enabled Entry Queue.

Ad Hoc conferencing is available in two modes:

Ad Hoc Conferencing without Authentication

Any participant can dial into an Entry Queue and initiate a new
conference if the conference does not exist. This mode is usually used
for the organization’s internal Ad Hoc conferencing.

Ad Hoc conferencing with external database authentication

In this mode, the participant’s right to start a new conference is
validated against a database.

The external database application can also be used to validate the
participant’s right to join an ongoing conference. Conference access
authentication can be:

Part of the Ad Hoc conferencing flow where the participants must be
authorized before they can enter the conference created in the Ad
Hoc flow.

Independent of Ad Hoc conferencing where conference access is
validated for all conferences running on the MCU regardless of the
method in which the conference was started.
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Ad Hoc Conferencing without Authentication

A participant dials in to an Ad Hoc-enabled Entry Queue and starts a new
conference based on the Profile assigned to the Entry Queue. In this
configuration, any participant connecting to the Entry Queue can start a
new conference, and no security mechanism is applied. This mode is
usually used in organizations where Ad Hoc conferences are started from
within the network and without security breach.

Starting a conference uses the following method:
1 The participant dials in to the Ad Hoc-enabled Entry Queue.

2 The Conference ID is requested by the system.

3  The participant inputs a Conference ID via his/her endpoint remote
control using DTMF codes.

4 The MCU checks whether a conference with the same Conference ID
is running on the MCU. If there is such a conference, the participant is
moved to that conference. If there is no ongoing conference with that
Conference ID, the system creates a new conference, based on the
Profile assigned to the Entry Queue, and connects this participant as
the conference chairperson.

IP Endpoint MCU
v w X 7/ 4
9 “ Maple_Room
96}0 Conference ID: 1001
Q
© MCU Prefix in
IP Endpoint Gatekeeper - 925
MZSDefaultEQ o NS
_—.' —.- Conference YWES
I—FH ith this IDZ
Entry
m Queue
Name: DefaultEQ
Numeric ID: 2000 % ol
7 = Profile E
IP Endpoint

New Conference
ID: 1300

Figure D-1 Ad Hoc Conference Initiation without Authentication
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To enable this workflow, the following components must be defined in
the system:

*  An Entry Queue IVR Service with the appropriate audio file
requesting the Conference ID

* An Ad Hoc-enabled Entry Queue with an assigned Profile

Ad Hoc Conferencing with Authentication

The MCU can work with an external database application to validate the
participant’s right to start a new conference. The external database
contains a list of participants, with their assigned parameters. The
conference ID entered by the participant is compared against the
database. If the system finds a match, the participant is granted the
permission to start a new conference.

To work with an external database application to validate the
participant’s right to start a new conference, the Entry Queue IVR Service
must be configured to use the external database application for
authentication. In the external database application, you must define all
participants (users) with rights to start a new conference using Ad Hoc
conferencing. For each user defined in the database, you enter the
conference ID, Conference Password (optional) and Chairperson
Password (when applicable), billing code, Conference general
information (corresponding to the User Defined 1 field in the Profile
properties) and user’s PIN code. The same user definitions can be used for
conference access authentication, that is, to determine who can join the
conference as a participant and who as a chairperson.
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Entry Queue Level - Conference Initiation Validation with
an External Database Application

Starting a new conference with external database application validation
entails the following steps:

[
IP Endpoint MCU k& ’
% External i\ S »' ; IV‘
-~

Database

9 - | Ongoing Conference
<8 Conference -~ ID:1001
000 - Can sl;n a
MCU Prefix in new conference?

IP Endpoint Gatekeeper - 925

2/, 925 DefaultEQ _
A w o 4 > ]

o
o
A
g(]/

Name: DefaultEQ :
Numeric 1D: 1000 €E .

Profile
Parameters

IP Endpoint

New Conference
ID: 1300

Figure D-2 Conference Initiation Validation with External Database Application
1 The participant dials in to an Ad Hoc-enabled Entry Queue.
2 The participant is requested to enter the Conference ID.

3  The participant enters the conference ID via his/her endpoint remote
control using DTMF codes. If there is an ongoing conference with this
Conference ID, the participant is moved to that conference where
another authentication process can occur, depending on the IVR
Service configuration.

4  If there is no ongoing conference with that Conference ID, the MCU
verifies the Conference ID with the database application that
compares it against its database. If the database application finds a
match, the external database application sends a response back to the
MCU, granting the participant the right to start a new ongoing
conference.
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If this Conference ID is not registered in the database, the conference
cannot be started and this participant is disconnected from the Entry
Queue.

5 The external database contains a list of participants (users), with their
assigned parameters. Once a participant is identified in the database
(according to the conference ID), his/her parameters (as defined in
the database) can be sent to the MCU in the same response granting
the participant the right to start a new ongoing conference. These
parameters are:

— Conference Name

— Conference Billing code

— Conference Password

— Chairperson Password

— Conference Information, such as the contact person name. These
fields correspond to Info 1, 2 and 3 fields in the Conference
Properties - Information dialog box.

— Maximum number of participants allowed for the conference

— Conference Owner

These parameters can also be defined in the conference Profile. In

such a case, parameters sent from the database overwrite the

parameters defined in the Profile. If these parameters are not sent

from the external database to the MCU, they will be taken from the

Profile.

6 A new conference is started based on the Profile assigned to the Entry
Queue.

7 The participant is moved to the conference.
If no password request is configured in the Conference IVR Service
assigned to the conference, the participant that initiated the
conference is directly connected to the conference, as its chairperson.

If the Conference IVR Service assigned to the conference is
configured to prompt for the conference password and chairperson
password, without external database authentication, the participant
has to enter these passwords in order to join the conference.

To enable this workflow, the following components must be defined in
the system:

* A Conference IVR Service with the appropriate prompts. If
conference access is also validated with the external database
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application it must be configured to access the external database for
authentication.

An Entry Queue IVR Service configured with the appropriate audio
prompts requesting the Conference ID and configured to access the
external database for authentication.

Create a Profile with the appropriate conference parameters and the
appropriate Conference IVR Service assigned to it.

An Ad Hoc-enabled Entry Queue with the appropriate Entry Queue
IVR Service and Conference Profile assigned to it.

An external database application with a database containing
Conference IDs associated with participants and their relevant
properties.

Define the flags required to access the external database in System
Configuration. For more information, see "$paratext>" on page D-13.

Conference Access with External Database
Authentication

The MCU can work with an external database application to validate the
participant’s right to join an existing conference. The external database
contains a list of participants, with their assigned parameters. The
conference password or chairperson password entered by the participant
is compared against the database. If the system finds a match, the
participant is granted the permission to access the conference.

D-6

To work with an external database application to validate the
participant’s right to join the conference, the Conference IVR Service must
be configured to use the external database application for authentication.

Conference access authentication can be performed as:

Part of the Ad Hoc conferencing flow where the participants must be
authorized before they can enter the conference created in the Ad
Hoc flow

Independent of Ad Hoc conferencing where conference access is
validated for all conferences running on the MCU regardless of the
method in which the conference was started.

Conference access authentication can be implemented for all participants
joining the conference or for chairpersons only.
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Conference Access Validation - All Participants (Always)

Once the conference is created either via an Ad Hoc Entry Queue, or a
standard ongoing conference, the right to join the conference is
authenticated with the external database application for all participants
connecting to the conference.

" | & eEa
IP Endpoint Suom, (B S0
=g i
o s \AJ‘
M Q Ongoing
Conference
ID: 1001

Gatekeeper - 925

2 9 25 DefaultEQ 1001]

s _/’4’ — n in,

ety — = oo <G >—
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IP Endpoint
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Figure D-3 Conference Access - Conference Password validation with External
Database Application

Joining the conference entails the following steps:

*  When the conference is started (either in the Ad Hoc flow or in the
standard method), all participants connecting to the conference are
moved to the Conference IVR queue where they are prompted for the
conference password.

*  When the participant enters the conference password or his/her
personal password, it is sent to the external database application for
validation.

*  If there is a match, the participant is granted the right to join the
conference. In addition, the external database application sends to the
MCU the following parameters:

— Participant name (display name)

— Whether or not the participant is the conference chairperson

— Participant Information, such as the participant E-mail. These
fields correspond to Info 1, 2, 3 and 4 fields in the Participant
Properties - Information dialog box.
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If there is no match (i.e. the conference or personal password are not
defined in the database), the request to access the conference is
rejected and the participant is disconnected from the MCU.

If the Conference IVR Service is configured to prompt for the
chairperson identifier and password, the participant is requested to
enter the chairperson identifier.

— If no identifier is entered, the participant connects as a standard,
undefined participant.

If the chairperson identifier is entered, the participant is requested to

enter the chairperson password. In this flow, the chairperson

password is not validated with the external database application,

only with the MCU.

— If the correct chairperson password is entered, the participant is
connected to the conference as its chairperson.

— If the wrong password is entered, he/she is disconnected from
the conference.

To enable conference access validation for all participants the following
conferencing components are required:

The external database must hold the conference password or the
participant personal password/PIN code or the participant’s Alias.

The Conference IVR Service assigned to the conference (defined in
the Profile) must be configured to authenticate the participant’s right
to access the conference with the external database application for all
requests. In addition it must be configured to prompt for the
Conference Password.
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Conference Access Validation - Chairperson Only (Upon

Request)

An alternative validation method at the conference level is checking only
the chairperson password with the external database application. All
other participants can be checked only with the MCU (if the Conference
IVR Service is configured to prompt for the conference password) or not
checked at all (if the Conference IVR Service is configured to prompt only
for the chairperson password).
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Figure D-4 Conference Access - Chairperson Password validation with external
database application

Joining the conference entails the following steps:

*  When the conference is started (either in the Ad Hoc flow or in the
standard method), all participants connecting to the conference are
moved to the conference IVR queue where they are prompted for the
conference password.

* If the Conference IVR Service is configured to prompt for the
Conference password, the participant is requested to enter the
conference password. In this flow, the conference password is not
validated with the external database application, only with the MCU.
— If the wrong password is entered, he/she is disconnected from

the conference.
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If the correct conference password is entered, the participant is
prompted to enter the chairperson identifier key.

— If no identifier is entered, the participant is connected to the
conference as a standard participant.

If the chairperson identifier is entered, the participant is prompted to

enter the chairperson password.

When the participant enters the chairperson password or his/her

personal password, it is sent to the external database application for

validation.

— If the password is incorrect the participant is disconnected from
the MCU.

If there is a match, the participant is granted the right to join the

conference as chairperson. In addition, the external database

application sends to the MCU the following parameters:

— Participant name (display name)

— Participant Information, such as the participant E-mail. These
fields correspond to Info 1, 2, 3 and 4 fields in the Participant
Properties - Information dialog box.

To enable conference access validation for all participants the following
conferencing components are required:

The external database must hold the Chairperson Password or the
participant’s Alias.

The Conference IVR Service assigned to the conference (defined in
the Profile) must be configured to check the external database for the
Chairperson password only when the participant enters the
chairperson identifier key (either pound or star). In addition, it must
be configured to prompt for the chairperson identifier key and
password.
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System Settings for Ad Hoc Conferencing and
External Database Authentication

Ad Hoc Settings

Before a participant can initiate an Ad Hoc conference (with or without
authentication), the following components must be defined:

Profiles

Defines the conference parameters for the conferences that will be
initiated from the Ad Hoc-enabled Entry Queue. For more
information, see "$paratext>" on page 1-1.

Entry Queue IVR Service with Conference ID Request Enabled

The Entry Queue Service is used to route participants to their
destination conferences, or create a new conference with this ID.

In Ad Hoc conferencing, the Conference ID is used to check whether
the destination conference is already running on the MCU and if not,
to start a new conference using this ID. For more information, see
"$paratext>" on page 13-27.

Ad Hoc - enabled Entry Queue

Ad Hoc conferencing must be enabled in the Entry Queue and a
Profile must be assigned to the Entry Queue. In addition, an Entry
Queue IVR Service supporting conference ID request. For more
information, see "$paratext>" on page 4-11.

Authentication Settings

MCU Configuration

Usage of an external database application for authentication (for
starting new conferences or joining ongoing conferences) is
configured for the MCU in the System Configuration.

Entry Queue IVR Service with Conference Initiation
Authentication Enabled

Set the Entry Queue IVR Service to send authentication requests to
the external database application to verify the participant’s right to
start a new conference according to the Conference ID entered by the
participant.
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Conference IVR Service with Conference Access Authentication
Enabled

Set the Conference IVR Service to send authentication requests to the
external database application to verify the participant’s right to
connect to the conference as a standard participant or as a
chairperson.

External Database Application Settings

The external database contains a list of participants (users), with their
assigned parameters. These parameters are:

— Conference Name

— Conference Billing code

— Conference Password

— Chairperson Password

— Conference Information, such as the contact person name. These
fields correspond to Info 1, 2 and 3 fields in the Conference
Properties - Information dialog box.

— Maximum number of participants allowed for the conference
— Conference Owner
— Participant name (display name)

— Participant Information, such as the participant E-mail. These
fields correspond to Info 1, 2, 3 and 4 fields in the Participant
Properties - Information dialog box.
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MCU Configuration to Communicate with an External
Database Application

To enable the communication with the external database application,
several flags must be set in the System Configuration.
To set the System Configuration flags:

1  On the Setup menu, click System Configuration.
The System Flags dialog box opens.

> MCMS_PARAMETERS ...
Flag Mame [walue [«]
e CSMODULE PARAMETERS | "0 | €_ExTERNAL DB_ACCESS HO
ALLOW_NON_ENCRYRT_PARTY_IN_ENCRYFT_CONF HO
EXTERMAL_DB_DIRECTORY A
MA%_CP_RESOLUTION 5030
EXTERMAL_DB_IP 172.22.188.157
ENABLE_CASCADED_LINK TO_JOIN_ WITHOUT_PASSINORD HO
HUMERIEC_CONF_ID_MIM_LEN 4
HD_THRESHOLD_BITRATE 768 o
MCU_DISPLAY_HAME Polycem RM¥ 2000
EXTERMAL_DB_LOGIN POLYCOM
EMABLE_ALITO_EXTENSION VES
DELAYED_IWR_FOR_SPECIFIC_EP 5
EXTERMAL_DB_PORT s00S
HUMERIC_CONF_ID_MA¥_LEN 16
TERMINATE_CONF_AFTER_CHAIR_DROPPED
L | B

2 Modify the values of the following flags:

Table D-1 Flag Values for Accessing External Database Application

Flag Description and Value

ENABLE_EXTERNAL_ | The flag that enables the use of the external
DB_ACCESS database application.

EXTERNAL_DB_IP The IP address of the external database
application server. default IP: 0.0.0.0.
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Table D-1 Flag Values for Accessing External Database Application

(Continued)

Flag

Description and Value

EXTERNAL_DB_
PORT

The port number used by the MCU to access
the external application server.

Default Port = 80. To use the WebCommander
application as an external database application,
you must specify 5005.

EXTERNAL_DB_
LOGIN

The user name defined in the external database
application for the MCU. To use the
WebCommander application as an external
database application, the default user name is
POLYCOM.

EXTERNAL_DB_
PASSWORD

The password associated with the user name
defined for the MCU in the external database
application. To use the WebCommander
application as an external database application,
the default password is POLYCOM.

EXTERNAL_DB_
DIRECTORY

The URL of the external database application.

For more information about flag settings, see "$paratext>" on

page 16-5.
Click OK.

Reset the MCU for flag changes to take effect.
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Enabling External Database Validation for Starting
New Ongoing Conferences

The validation of the participant’s right to start a new conference with an
external database application is configured in the Entry Queue IVR Service
- Global dialog box.

» Set the External Server Authentication field to Numeric ID.

3 Global

3 ‘Welcome Entry Queue IVR. Service Name: IEQJ\:‘R

» Conference ID

3 Wideo Services

Language:

External Server Authentication:

MNumber of User Input Retries: |3
Timeout for user InputiSec): IS
DTMF Delimiter: I# e

D-15
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Enabling External Database Validation for
Conferences Access

The validation of the participant’s right to join an ongoing conference
with an external database application is configured in the Conference IVR
Service - Global dialog box.
You can set the system to validate all the participants joining the
conference or just the chairperson.
» Set the External Server Authentication field to:
— Always - to validate the participant’s right to join an ongoing
conference for all participants
— Upon Request - to validate the participant’s right to join an
ongoing conference as chairperson

Mew Conference TVR Service

3 Global

> Welcome Conference VR Service Mame: l—
3 Conference Chairperson

3 Conference Passward

3 General

3 Rol Call Language: English -

3 Wideo Services

Erver Authentication: Mever =

umber of User Input Retries:

3 DTMF Cades

Timeout For User IRpOT:

DTHF Delimiter:
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Participant Properties
Advanced Channel
Information

The following appendix details the properties connected with information
about audio and video parameters, as well as, problems with the network
which can affect the audio and video quality.

Table E-1  Participant Properties - Channel Status Advanced Parameters

Field Description
Media Info
Algorithm Indicates the audio or video algorithm and protocol.

Frame per packet The number of audio frames per packet that are
(audio only) transferred between the MCU and the endpoint. If
the actual Frame per Packets are higher than Frame
per Packets declared during the capabilities
exchange, a Faulty flag is displayed.

Resolution Indicates the video resolution in use. If the actual

(video only) resolution is higher than resolution declared in the
capabilities exchange, the Faulty flag is displayed.
For example, if the declared resolution is CIF and
the actual resolution is 4CIF, the Faulty flag is dis-
played.
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Table E-1 Participant Properties - Channel Status Advanced Parameters

Field Description
Frame Rate The number of video frames per second that are
(video only) transferred between the MCU and the endpoint.

Annexes (video
only)

Indicates the H.263 annexes in use at the time of the
last RTCP report. If the actual annexes used are
other than the declared annexes in the capabilities
exchange, the Faulty flag is displayed.

Channel Index

For Polycom Internal use only.

RTP Statistics

Actual loss

The number of missing packets counted by the IP
card as reported in the last RTP Statistics report. If a
packet that was considered lost arrives later, it is
deducted from the packet loss count. Packet loss is
displayed with the following details:

e Accumulated N - number of lost packets
accumulated since the channel opened.

* Accumulated % - percentage of lost packets out
of the total number of packets transmitted since
the channel opened.

* Interval N - number of packets lost in the last
RTP report interval (default interval is 5 minutes).

* Interval % - percentage of lost packets out of the
total number of packets transmitted in the last
RTP report interval (default interval is 5 minutes).

* Peak - the highest number of lost packets in a
report interval from the beginning of the
channel's life span.
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Table E-1 Participant Properties - Channel Status Advanced Parameters

Field

Description

Out of Order

The number of packets arriving out of order. The fol-
lowing details are displayed:

Accumulated N - total number of packets that
arrived out of order since the channel opened.

Accumulated % - percentage of packets that
arrived out of order out of the total number of
packets transmitted since the channel opened.

Interval N - number of packets that arrived out of
order in the last RTP report interval (default
interval is 5 minutes).

Interval % - percentage of packets that arrived
out of order out of the total number of packets
transmitted in the last RTP report interval (default
interval is 5 minutes).

Peak - the highest number of packets that

arrived out of order in a report interval from the
beginning of the channel's life span.
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Table E-1 Participant Properties - Channel Status Advanced Parameters

Field

Description

Fragmented

Indicates the number of packets that arrived to the IP

card fragmented (i.e., a single packet broken by the

network into multiple packets). This value can indi-

cate the delay and reordering of fragmented packets

that require additional processing, but is not consid-

ered a fault.

The Fragmented information is displayed with the

following details:

* Accumulated N - total number of packets that
were fragmented since the channel opened.

e Accumulated % - percentage of fragmented
packets out of the total number of packets
transmitted since the channel opened.

* Interval N - number of fragmented packets
received in the last RTP report interval (default
interval is 5 minutes).

* Interval % - percentage of fragmented packets
out of the total number of packets transmitted in
the last RTP report interval (default interval is 5
minutes).

* Peak - the highest number of fragmented
packets in a report interval from the beginning of
the channel's life span.
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Secure Communication

Mode

The RMX can be configured to work in Secure Mode by configuring the
RMX and the RMX Web Client to work with SSL/TLS.

In this mode, a SSL/TLS Certificate is installed on the MCU, setting the
MCU Listening Port to secured port 443.

TLS is a cryptographic protocol used to ensure secure communications on
public networks. TLS uses a Certificate purchased from a trusted third
party Certificate Authority to authenticate public keys that are used in
conjunction with private keys to ensure secure communications across the
network.

The RMX supports:

e TLS1.0

*  SSL 3.0 (Secure Socket Layer)

Both TLS 1.0 and SSL 3.0 utilize 1024-bit RSA public key encryption.

Switching to Secure Mode

The following operations are required to switch the RMX to Secure Mode:
*  Purchase and Install the SSL/TLS certificate

*  Modify the Management Network settings

*  Create/Modify the relevant System Flags

Purchasing a Certificate

Once a certificate is purchased and received it is stored in the RMX and
used for all subsequent secured connections.
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To create/purchase a certificate:
1 Inthe RMX menu, click Setup > Secured RMX Communications >

Create certificate request.

The Create Certificate Request dialog box is displayed.

“FE ate Certificate Reque

Country Name (2 letter code)
State or Provines (full name)
Locality (full name}
Grganization (full name}
Organizational Unit (sectian}

Common Hame (DNS)

2 Enter information in all the following fields:

Table F-1 Create Certificate Request

Field

Description

Country Name

Enter any 2 letter code for the country name.

State or Province

Enter the full name of the state or province.

Locality

Enter the full name of the town/city/location.

Organization

Enter the full name of your organization for
which the certificate will be issued.

Organizational Unit

Enter the full name of the unit (group or
division) for which the certificate will be issued.

Common Name (DNS/
IP)

Enter the DNS MCU Host Name. This MCU
Host Name must also be configured in the
Management Network Properties dialog box.
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Click Send Details.

The RMX creates a New Certificate Request and returns it to the Create
Certificate Request dialog box along with the information the user
submitted.

Country Narne (2 letter code) [PC
Stats or Provincs (full name) [Tivachet
Lacality (full name) [Petlikoya
Organization (full name) [Polycom
Organizational Unit (section) [Po
Common Name (DNS) [rrz154

----- BEGIN MEW CERTIFICATE REQUEST-----

MIIBkICB/AIBADBTMOSWC QYDVQQGEWIITDELMAKG ALUECEMCNDUXC2AIBgNYBACT
AjMyMRAWDIYDYQQKEWIQTOXZQOINMQswCQYDYQQLEWIZNDELMAKGALUEAXMCND My
9Z8wDQTIKeZIhvchAQEBBOADIYIAMIGIADGEALEShUZaZVaBUXWh/LTICQIVZITG
6HTehQuUMELSHIx+rROGMYEsaxug9A 34/ DY aIMHWhbmcObINUairvbaulxMhaDrp

ol ZUKBNGnm-+5pdV61/gFN7 04 30qWEVhzDUB cHRTWa/R 921027 36t/ 9p2b+69rTh
eFOidxOQBYADS4 ajAgMBAAGEADANBGkhkiGIwWIBARQFAADBIQCWIg2GLabeZOEH
QINiETBZESern s2NUL2f+Ub7IZ0IMOskxww X L pjdXByFSjzdiT+ NYvrERGHACf

W5y Buwm 0K 7126n5 4 pdoENeIPPI9Qms 2e WL Z W LFPONO7 SiIK 2qj 7XAOY/niBd
IKI/THES/RADCTkm 7 eXddlkzHUTSdQ==

rrrrr END NEW CERTIFICATE REQUEST-----

Send details Copy request

Click Copy Request to copy the New Certificate Request to the
workstation’s clipboard.

Connect to your preferred Certificate Authority’s website using the
web browser.

Follow the purchasing instructions at the Certificate Authority’s
website.

Paste (Ctrl + V) the New Certificate Request as required by the
Certificate Authority.

The Certificate Authority issues the TLS/SSL certificate, and sends the
certificate to you by e-mail.

Installing the Certificate

To install the certificate:

After you have received the certificate from the Certificate Authority:

Copy (Ctrl + C) the certificate information from the Certificate
Authority’s e-mail to the clipboard.
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In the RMX menu, click Setup > Secured RMX Communications >
Send Certificate.

Click Paste Certificate to paste the clipboard content into the Send
Certificate dialog box.

Ao = = e

rrrrr BEGIN CERTIFICATE-----
MIICMDCCAQECECCal67bgglenTagTiash3MwDQYIKoZThycHAQECEQAMY
TwxCZAIBgNVEBAYTAIYTMReWFQYDYQQKEWSWZKIpUZInbing SWSILIEWMCA
GATUECKMnRmIyIFRIC3QaUHYY cGOz2 XM T255e SAqIESVIGF 23V y VWS 2R
MUMTIWMAYDYQQDEYI W2 XIpUz2InkiBUcrmihbCBTZWN1emUgU2yydmyyIFRI
c3QaUmovdCBDQTASFWIMNT Ay MDkwHDAWMDBaFwI yNTAyMDayMUISNTI
SMIGMMQswCQYDVQQGEWIVUZEXMBLGALUEChMOY MY ya¥Np22dsIEUTy
4xMDAUBGNYBASTIOZVEiBUZXNOIFBLcnBye2VzIESUbHKUICR ObyBhe3N1e
mMFUY2Y2LEyMDAGALLEA=MpY MYy a¥NpZ24gVHIpyWegLU2VidIIIFNIcnzle
IBUZXNOIFIvb3Q0QOEWZ8wD QY IKo ZIhvcNAQERBQAD I YDAMIGIADGEAIS
hg8UI7klaZHECENE CSEK MG YBSTwHIaMAAWqGaCUn7QIC 10sEOIHBnyLy
£SDIMSSMINC/AATKCAS/YHZOAIU+1IRS | MHTF/2dYSoTTRP2GCMtL1G ad
i7+2DD00E6Y 7 +NIFAGT+CTeyd Fued Xad30/4V0AIPGLET00Fe7 AGMBAAEN
DQTIKoZIhychAQECEQADIYEAD D4 7rRSEDGFEI3vhLhgThnyaskN P wxk+
0grnQyDAdsF/qgKenFInyLnAOF3DmfugWe W SrdzqTrzpwmllsnd 80mey Wirl
BGUWRFHItZPOXTIHEPAY MR +P2x2k24UgWUZy0jDGXIHA3HCdqFgTitdNK4 2
SeWOCZrhd 7xs01=

Send Certificate [N IR SN END CERTIFICATE-—---

Click the Send Certificate button to send the certificate to the RMX.
The MCU validates the certificate.

— If the certificate is not valid, an error message is displayed.

—  If the certificate matches the private key, and the task is
completed, a confirmation message indicating that the certificate
was created successfully is displayed.

A System Restart is not required at this point.

The certificate expiry date is checked daily. An active alarm is raised
two weeks before the certificate is due to expire, stating the number
of days to expiry.

If the certificate expires, the RMX continues to work in secure mode
and an Active Alarm is raised with Security mode failed - Certificate
expired in the description field.

Certificates are deleted when an administrator performs a Restore Factory
Defaults with the Comprehensive Restore option selected.
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Creating/Modifying System Flags

The following System Flags in system.cfg control secure communications.
*  RMX_MANAGEMENT_SECURITY_PROTOCOL

* EXTERNAL_DB_PORT

Appendix F, “System Flags” , below, lists both flags and their settings.

If the System Flag, RMX_MANAGEMENT_SECURITY_PROTOCOL does not
exist in the system, it must be created by using the RMX Setup menu.

For more information see the RMX 2000/4000 Administrator’s Guide,
"Modifying System Flags” on page 16-5.

Table F-2 System Flags

Flag Description

RMX_MANAGEMENT_ Enter the protocol to be used for secure
SECURITY_PROTOCOL | communications.

Default: TLSV1_SSLV3 (both).

Default for U.S. Federal licenses: TLSV1.

EXTERNAL_DB_PORT The external database server port used by the
RMX to send and receive XML requests/
responses.

For secure communications set the value to 443.
Default: 5005.

The RMX must be restarted for modified flag settings to take effect.

Enabling Secure Communication Mode

After the SSL/TLS Certificate is installed, secure communications are
enabled by modifying the properties of the Management Network in the
Management Network properties dialog box.

When Secure Communications Mode is enabled:

*  Only https:// commands from the browser to the Control Unit IP
Address of the RMX are accepted.

*  The RMX listens only on secured port 443.

*  All connection attempts on port 80 are rejected.

F-5




Appendix F-Secure Communication Mode

* A secure communication indicator (&) is displayed in the browser’s
status bar.

To enable secure communications mode:
1 Inthe RMX Management pane, click IP Network Services.

2 Inthe IP Network Services list pane, double click the Management
Network entry.

The Management Network Properties dialog box is displayed.

3 1P

3 Routers Metwork Service Name;
» DNS
¥ LAN Ports

Control unit IP Address: 1z7.0.0.1
Shelf Management 1P Address: 0.0.0.0
Subnet Mask: 255.255.248.0

W Secured RMX Comrmunication |

3 Select the Secured RMX Communication check box.
4 (Click OK.

Alternate Management Network

The Alternate Management Network enables direct access to the RMX for
support purposes. Access to the Alternate Management Network is via a
cable connected to a workstation. The Alternate Management Network is
accessible only via the dedicated LAN 3 port.

For more information see the RMX 2000 Administrator’s Guide,
"Configuring Direct Connections to RMX” on page G-1 and "Connecting to
the Alternate Management Network” on page G-9.
‘9 Connection to the Alternate Management Network bypasses LAN and Firewall
J security. Strict control of access to LAN 3 port is recommended.

-

’
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Securing an External Database

TLS 1.0 is used when securing communications between the RMX and an
external database. The certificate is installed on the database server and
the RMX is the client. When the certificate is installed on the database
server, all client requests and responses are transferred via secure port
443.

It is important to verify that the external database application is operating
in secure mode before enabling secure external database communications
on the RMX. The RMX checks the validity of external database’s certificate
before communicating. If there is a certificate error an Active Alarm is
raised with Error in external database certificate in the description field.

To enable secure RMX Communications with an External Database:

» Set the RMX to communicate with the database server via port 443 by
setting the value of the Systern Flag EXTERNAL_DB_PORT in systerm.cfg
to 443.

For more information see the RMX 2000/4000 Administrator’s Guide,
"Modifying System Flags” on page 16-5.
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Appendix G

Configuring Direct
Connections to RMX

Direct connection to the RMX is necessary if you want to:

*  Modify the RMX'’s Factory Default Management Network settings
without using the USB key.

*  Connect to the RMX's Alternate Management Network for support
purposes.

e Connect to the RMX via a modem.

Management Network (Primary)

If you do not want to use the USB key method of modifying the RMX’s
Management Network parameters, it is necessary to establish a direct
connection between a workstation and the RMX.

Alternate Management Network

The Alternate Management Network enables direct access to the RMX for
support purposes.

While being separate from all other networks, it has identical
functionality to the Management Network.

Support personnel can log in and used it to manage the RMX if a
connection to the Management Network cannot be made or if internet access
to the host network is blocked by LAN security or a firewall.

The Alternate Management Network cannot be configured and operates
according to factory defaults.
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The administrator’s Login name, Password, viewing and system
permissions on the Alternate Management Network are the same as those on
the Management Network.

Once logged in, the RMX Web Client behaves as if the administrator had
logged in on the Management Network.

Connection to the Alternate Management Network bypasses LAN and Firewall
security. Strict control of access to LAN 3 port is recommended.

The Alternate Management Network network is only available if Network
Separation has not been performed. For more information, see "Network
Separation” on page 12-38.

Configuring the Workstation

The following procedures show how to modify the workstation’s
networking parameters using the Windows New Connection Wizard.

For non-Windows operating systems an equivalent procedure must be
performed by the system administrator.

Before connecting directly, you must modify the IP Address, Subnet Mask
and Default Gateway settings of the workstation to be compatible with

either the RMX's Default Management Network or Alternate Management
Network.

To modify the workstation’s IP addresses:

1 On the Windows Start menu, select Settings > Network
Connections.

2 In the Network Connections window, double-click the Local Area
Connection that has Connected status.
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& Network Connections

M=%

File Edt view Favoritss Teols Advanced Help

i
i

Q= - © ) search [ Faldes
Ackdress | @, Netwerk Connectians B
Hame: Type Catatus) Device Name Phane # or Host Addref
Network Tasks D | Dialup
Create a new connection
7} ba Disl-up Disconnected IBM Inteqrated Sei Modem 253
L] E;‘&"r“ggi (op=tesal 2. any name Dishup Disconnected IBM Inkegrated Sk Modem 251
R iPassConnect Diakup Disconnected IBM Integrated SeK Modem 9404 978 9711

See Also 2 LAN or High-Speed Internet

A Metwork Troubleshocter

=

(M ireless Network Connection

Other Places 0  A.Local Ares Comnection
@ control Panel

&3 My Network Places

() My Documents 0z

i My Computer

Virtual Private Network

Details ~ Mew Connection Wizard

Network Connections
System Folder

LA or High-Speed Inter...
LA or High-Speed Inter...  Disabled
LAM or High-Speed Inter... Mot connected

LAN or High-Speed Inter...  Metwork cable unplugged

Virtual Private Netwark

Disconnected

Wizard

Broadcom Netitreme Gig. .
Cisco Systems YPM Adapter
Intel(R) FRO/ Wireless 22
Blustooth LAN Access Se.

WAN Minport (FRTF)

212,199.26.28

2 objects




Appendix G-Configuring Direct Connections to RMX

3 Inthe Local Area Connection Status dialog box, click the Properties

button.
<L Local Area Connection Status
General | Support
Connection
Status: Connected
Duration; B days 18:14:32
Spesd: 100.0 Mbps
Activity
Sent ,__)-ﬂl Received
=
Packets: 789,742 849,433

—
G o

Clase

4 Inthe Local Area Connection Properties dialog box, select Internet
Protocol [TCP/IP] > Properties.

<k Local Area Connection Properties

General | Authentication

Connect using:

BB IntsllR) PRO/100VE Network Conne

This connection uses the following items
18] Client for Microsaft Networks
=) File and Printer Sharing for Microsoft Networks
¥ 5= Intemet Fratocal (TCP/AR]

Desciption
Transmission Control Protocol/Intermet Protacol. The default
wide area netwark pratocol thal provides communication
acioss diverse interconnected networks

[0 Show ican in natifieation area when connected
Natify me when this connection has limited or o connectivity

5 In the Internet Protocol (TCP/IP) Properties dialog box, select Use the
following IP address.
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6  Enter the IP address, Subnet mask and Default gateway for the
workstation.

Internet Protocol (TCP/IP) Properties

General

You can get IP settings sssianed sutomatically if your network supports
this capability. Dtherwize, you need to ask your network administrator for
the appropriate IP settings

() Obtain an IF address automatically

G5 Use the following IP addiess

IP address:

Subnet mask:

Default gateway:

() Use the following DM server addiesses:
Freferred DNS server:

Altemate DNS server

The workstation’s IP address should be in the same network
neighborhood as the RMX's Control Unit IP address.

Example: [P address - near 192.168.1.nn

=

f ‘ \ None of the reserved IP addresses listed in Table G-1 should be used for the IP
.7/ Address.

The Subnet mask and Default gateway addresses should be the same as
those for the RMX's Management Network.

The addresses needed for connection to either the RMX’s Default

Management Network or Alternate Management Network are listed in
Table G-1.

For more information about connecting to the Alternate Management

Network, see "Connecting to the Alternate Management Network” on
page G-9.
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Table G-1

Reserved IP Addresses

Network Entity

IP Address
Management Alternate
Network Network
(Factory

Default)

Control Unit IP Address

192.168.1.254

169.254.192.10

Control Unit Subnet Mask

255.255.255.0

255.255.240.0

Default Router IP Address

192.168.1.1

169.254.192.1

Shelf Management IP Address

192.168.1.252

169.254.192.16

Shelf Management Subnet Mask

255.255.255.0

255.255.240.0

Shelf Management Default Gateway

192.168.1.1

169.254.192.1

7 Click the OK button.
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Connecting to the Management Network

To connect directly to the RMX:

1 Usinga LAN cable, connect the workstation to the LAN 2 Port on the
RMX’s back panel.

r LAN 2 Port

= - 10

LNKy LNK LNK LNK ERRACT O °.".".".

2 Connect the power cable and power the RMX On.

3  Start the RMX Web Client application on the workstation, by entering
the factory setting Management IP address in the browser’s address
line and pressing Enter.

4 In the RMX Web Client Login screen, enter the default Username
(POLYCOM) and Password (POLYCOM) and click the Login button.

The Fast Configuration Wizard starts.

If no USB key is detected and either: this is the First Time Power-up
or the Default IP Service has been deleted and the RMX has been reset,
the following dialog box is displayed:

astConfiguration Wizard b

> IP Manageme...

RS ignaling Metwaork Service Mame: I—

» Routers

> DNS

> Network Type Control Unit IP Address: IW
> Gatekesper Shelf Management IP IW
7 SIPSe..rver QSE;ZSI\;E:SI-(: lm
> Security I—

5 ISDN/PSTH Default Router IP Address:  |0-08.0

> PRI Settings

3 Span Definition

3 Phones

» Spans

3 Video/Vaice Ports

3» Systern Flags
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For more information about First-time Power-up and the Fast
Configuration Wizard see the RMX 2000/4000 Getting Started Guide,
"Procedure 1: First-time Power-up” on page 2-14.

5 Enter the following parameters using the information supplied by
your network administrator:
—  Control Unit IP Address
—  Shelf Management IP Address
— Control Unit Subnet Mask
— Default Router IP Address
6 Click the Save & Close button.

The system prompts you to sign in with the new Control Unit IP
Address.

RMX 2000 D'

! Y Please login to the new IP address Web Site,

7 Disconnect the LAN cable between the workstation and the LAN 2
Port on the RMX’s back panel.

8 Connect LAN 2 Port on the RMX’s back panel to the local network
using a LAN cable.

9 Enter the new Control Unit IP Address in the browser’s address line,
using a workstation on the local network, and press Enter to start the
RMX Web Client application.

10 In the RMX Web Client Login screen, enter the default Username
(POLYCOM) and Password (POLYCOM) and click the Login button.
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Connecting to the Alternate Management Network

Access to the Alternate Management Network is via a cable connected to a
workstation. The Alternate Management Network is accessible only via the
dedicated LAN 3 port.

r LAN 3 Port

To connect to the Alternate Management Network:

1

2

Connect the cable between the RMX’s LAN 3 port and the LAN port
configured on the workstation.

Start the RMX Web Client application on the workstation, by entering
http://169.254.192.10 (the Control Unit IP Address) in the
browser’s address line and pressing Enter.

The Login dialog box is displayed.

-
POLYCOM | RMX 2000 \

WeICﬂ - Polycom RMX'2000
ey o cm—

= / T;_

In the RMX Welcome Screen, enter the administrator’s Username and
Password and click the Login button.

The RMX Web Client starts and the RMX can be managed in the same
manner as if you had logged on the Management Network.

G-9
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Connecting to the RMX via Modem

Remote access to the RMX's Alternate Management Network is supported
via an external PSTN <=> [P modem.

To connect via modem to the Alternate Management Network the following
procedures must be performed:

1

2

3

4

Procedure 1: Install the RMX Manager - the web client enables
direct access to the RMX for support purposes.

Procedure 2: Configure the modem - by assigning it an IP address
on a specific subnet in the Alternate Management Network.

Procedure 3: Create a dial-up connection - using the Windows New
Connection Wizard.

Procedure 4: Connect to the RMX - via the RMX Manager.

Procedure 1: Install the RMX Manager

Before installing the RMX Manager, verify that you have at least 150Mb of
free space on your workstation.

For more information see "Installing the RMX Manager” on page 16-1.

Procedure 2: Configure the Modem

Configure the modem as follows:

IP address - near 169.254.192_.nn
Subnet Mask - 255.255.240.0

None of the reserved IP addresses listed in Table G-1 on page G-6 should
be used for the IP Address.
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Procedure 3: Create a Dial-up Connection

To create a dial-up connection:

This procedure is performed once. Only the Dial field in the Connect

applet (see step 10 on page G-15) is modified for connection to different

modems.

1 InWindows, navigate via the Control Panel to the Network Connections
applet and select Create a new connection.

2 When the New Connection Wizard is displayed, click the Next button.

&3 Network Connections g@
Fle Edit View Favortes Tools Advanced Help >
D rack - § O search Falders [T31]-

Address | € Network Connections v B

Narme Type Status Devics Hame Phane # or Host Address

Dial-up
La Dia-up Disconnected 1BM Integrated 56k Modem 253
R iPassConnect Diskup Disconnected 1EM Integrated S6K Modem 9404 978 9711

LAN or High-Speed Internet

See Also #
L. Local Area Connection 2 LAN or High-Speed Ir,., ‘ot connected Broadcom Netxtreme Gig..

{-Local Area Connection & LAN or High-Speed Ir,.. Disabled Cisco Systems VPN Adapter
Wireless hetwork Connection LAN or High-Speed Ir... Nek connected Irtel(R) PRO/uireless 2.
L \ocal Area Cornection LAN or High-Speed Ir.., Netwark cable ungh.,, Blustooth Labl Access Se..

dJ Network Troubleshooter
(6

Other Places #

virthal Private Network
@ Control Panel Oy Frivate Networ

&3 my Metwork Places Wirtual Private Metwo  Disconnected AN Miniport (FPTR) 212.199.26.28
{3} My Documents
i My Computer
Wizard

Details ES
Hew Connection Wizard

Network Connections
System Fold .
e et Welcome to the New Connection

Wizard

2 obiects This wizard helps you

* Connect to the Intemet.

* Connest to a privats network, such as your workplace
netwark,

To continue. click Next.

—
Coee Do
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3  In the Network Connection Type box, select Connect to the Internet
and click the Next button.

Hew Connection Wizard

etwork Connection Type__>
&t 00 PO S 10 0o
(&) Connect to the Inteing
Connect to the niemet so you can browse the Web and read email

(O Connect to the network at my workplace

Connect to a business netwark (using diakup or YPN) 50 you ean work from home,
a field office, or anather location,

() Set up an advanced connection

Conmect directly to another computer using our serial, parallel, or infrared port, or
set up this computer so that other computers can connect ta it

[ < Back ” Mest > 1[ Cancel ]

4  In the Getting Ready box, select Set up my connection manually and
click the Next button.

Hew Connection Wizard

Getting Ready
The wizard is preparing to sst up your Intemet connection

How di you want ta connect ta the Intemet?

(3 Choose from a list of Internet service providers (I5Ps)

{2 Set up my connection manuall

For a dia-up cornection, you will need yaur acaunt name, password, and &
phone number for your [5F. For a broadband account, you wen't need a phane
number

(3 Use the CD | got from an ISP

[ <Back ][ Mew> | [ Cancel |

5 In the Internet Connection box, select Connect using dial-up modem
and click the Next button.

MNew Connection Wizard

Internet Connection
Hows do you want to connect to the Intemet?

<) Connect using a up mode;

This typs of connestion uses & modem and a regular or ISDN phons line.

O Connect using a broadband cannection that requires a user name and
password

This is @ high-speed connection using either a DSL or cable modem. YYour [P may
tefer to this type of connection as PPPoE

(O Connect using a broadband connection that is always on
Thiz is & high-speed connection using sither a cable madem, DSL of LAN
connection. [tis always active, and doesnt require you to sign in,

<Back ][ Mewt> | [ Cancel
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In the Connection Name box, enter a Name for the modem connection

(e.g. Modem Connection) and click the Next button.

Hew Connection Wizard

Connection Name
‘what is the name of the service that provides pour Intemet connection?

Type the name of your ISP in the follawing box

ISF Name

Modem Connectior]

The name you type hers will be the nams of the connestion you are creating

[ <Back [ New> | [ Cancel |

In the Phone Number to Dial box, enter the Phone Number for the

modem and click the Next button.

Hew Connection Wizard

Phane Humber to Dial
\what is your ISP phone number?
Type the phone number belaw

Phaone number,

“ou might need to include a 1" or the area code, or bath. I you are nat sure
you need the extra numbers, dial the phone number on your telephone. If you
hear a madem sound, the number disled is cormect

<Back |[_ Mews | [ Cancel
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8 In the Connection Availability box, select Anyone’s use and click the
Next button.

MNew Connection Wizard

Connection Availability
‘fou can make the new connection available to any user or only to yourself

A connection that is created for your use only is saved in your user account and is nat
avallable unless you are logged on.

Create this connection far
) Anyone's uss

) My use only

[ <Back [ Mews | [ Camcel |

9 Inthe Internet Account Information box, complete the Username,
Password and Confirm Password fields and click the Next button.

Hew Connection Wizard

Intemet Account Infarmation
You will need an account name and password to sign in to your Intemet account

Type an 5P accaunt name and password, then wiits down this information and store it in a
safe place. [If yau have forgotten an existing aceaunt name or password, contact your [5F.)

User name -

Password: LIITIYT

Confirm password .. .

Use this account name and password when anpone connects to the Internet from
this compuiter

Make this the default Intemet connection

<Back |[_ Mews | [ Cancel
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10 The Connection applet is displayed with the field values filled in as
specified by the New Connection Wizard.

Connect Modem Connection 2=l

User name: I

Password: Iﬁo change i saved password, click heral

¥ Save this user name and password for the fallowing users:
" Me only

& Appone who uses this computer

Diat 251 |
Dial I Cancel | Froperties | Help |

11 Click the Dial button to establish a connection to LAN 3 Port via the
modem.

The Windows - Network Connections applet displays Connected status
for the new connection.

% Network Connections _iojx|
Hle £t Vew Favortes Took Advanced Heb | &
Qe - () - (T | seatn = ros |5 50 X B9 |[F-
s [ etvrk Connecions ERE
Nome [iee [I™D) Toevee hame T Phone # o Host adre
=)
Dial-up
La Dibue Dicomected B Interated Sk iodem 253
AT Dibue 8 Interated Sk odem 251
R iPassConnect Diakup. Disconnected IBM Integrated S6K Modem 9404 978 9711
LA or High-Speed Intenet
= 2 L o il Speed nter... Connected roadcom Netitreme Go
L Local vea Comnection s L o il Speed nter... Disabled sco Systems VPN Adapter
9V wireless Network Connection LAN or High-Speed Inter. Mot connected Intel(R) PROfWireless 22.
Ltocal rea Comnection L o ik Speed ntr...Network cable unpligoed  Butooth LAN Access 5.
Vitual Private Network
01z Wirtual Private Network Disconnected WAN Miniport (PPTF) 212.199.26.28
wizard
5w Connection Wizerd wierd
Rl | |

Eroadcam Netitreme Gigabit Ethernet
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Procedure 4: Connect to the RMX

To Connect using the RMX Manager:

To use the browser:

» In the browser’s command line, enter http://<MCU Control Unit
IP Address>/RmxManager_html and press Enter.

To use the Windows Start menu:

1 Click

Start.

a If the RMX Manager appears in the recently used programs list,
click RMX Manager in the list to start the application.

O

T

b Click All Programs.

The All Programs list is displayed.

a Select Polycom and then select RMX Manager.

m‘ 2 @ @ “: | @] sent Ttems - Mic... || B dobe

£ Internet Explorer
i¢_T| Microsoft Dffice O
& adobe FrameMak

j RM: Manager 3.0
@ IMicrosoft OFfice Wir
@ Microsaft Office Exce

":}J Mew Office Document:

|78 Open Office Document

B Palycom Py

@ Set Program Access and Defaulks
A Windows Catalag

& Windows Undate

p. Remote Assistance
G) ‘Windows Media Player
3 ‘Windaws Messenger

All Programs D

@ ‘Windows Mavie Maker

N~

o

j RM: Manager 4.0

The RMX Manager - Welcome screen is displayed.
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Setting the RMX for
Integration Into Microsoft
OCS Environment

Point-to-point and multipoint audio and video meetings can be initiated
from Office Communicator, Windows Messenger and Polycom video
endpoints (HDX and VSX) when the environment components are
installed and configured.

Multipoint calls are enabled when the RMX is installed in this
environment and the following configuration procedures have been
completed:

1  Set the Static Route & Trusted Host for RMX in the OCS.

2 Optional. Creating the security (TLS) certificate in the OCS and
exporting the certificate to the RMX workstation. The certificate files
can also be obtained from a Certificate Authority.

3 Optional if Load Balancer Server is present. Set the Static Route &
Trusted Host for RMX in the Load Balancer server.

4 Modify the Management Network Service to include the DNS server
and set the Transport Type to TLS.

5 Define a SIP Network Service in the RMX and install the TLS
certificate.

6 Modify and add the required system flags in the RMX System
Configuration.

7 Optional. Defining additional Entry Queues and Meeting Rooms in
the RMX environment. For details see the RMX 2000/4000
Administrator’s Guide.
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For a detailed description of the configuration of the Polycom
conferencing entities for the integration in Microsoft Office
Communications Server 2007 see Polycom® HDX and RMX™ Systems
Integration with Microsoft Office Communications Server 2007 Deployment
Guide.

Configuring the OCS for RMX 2000/4000

Setting the Trusted Host and Static Route for RMX in the
OCS

To be able to work with the OCS, the RMX unit must be configured as a
Trusted Host in the OCS. This is done by defining the IP address of the
signaling host of each RMX unit as Trusted Host.

Meeting Rooms are usually not registered to the OCS, and Static Routes
are used instead. Setting Static Routes in the OCS enables SIP entities /
UAs to connect to conferences without explicit registration of conferences
with the OCS.

Routing is performed by the OCS based on the comparison between the
received URI and the provisioned static route pattern. If a match is found,
the request is forwarded to the next hop according to the defined hop’s
address.

This is the recommended working method. It alleviates the need to create
a user account in the OCS for each Meeting Room and Entry Queue. This
also allows users to join ongoing conferences hosted on the MCU without
registering all these conferences with OCS.

Entry Queues can also be for Ad-hoc conferencing enabling Office
Communicator clients to dial to the Entry Queue and create a new
ongoing conference using DTMF codes to enter the target conference ID.
In such a case, other OC users will have to use that ID to join the newly
created conference.

To set the RMX as trusted and define Static Routes in OCS:
1 Open the OCS Management application.
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{1 Assigned Conference Directories
13.v5g.Joca

Office Communications
Server 20072
Status Database

Resources

5 Genersl Settings

3 Avalable Tasks:

) vsgsusocsti . vsgloca

Uirs
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=l vsgausocsr1301.r13.vsa cslz
Fronk End scripts
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(20 Monitoring severs
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Poa
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FQDH:

Port:

Authentication protacol
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Stprv@horen_ts.r13.vsg locslz
13.vsg.Joca

poalDl r13.vsg localz
v

<ore>
s061

NTLM
©
<ore>

Hext Hap Address:

122219232

karen.r13.v53 ocal2

17218.21.3

karen_tis.r13.vsg.localz
I

SIP @i r13.vsg locslz
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Enablec|Disabled!

Transport:
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Woice Settings

EEEEEEE

PSTN Conferencing Settings

Remave
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Right-click the server pool icon,

Properties.
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[ Microsoft of

B e

Window  Help
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1) vsgausocsr1310.r13. vsg localz
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Vieb Component Properties  [5g jocalz
¥ [13vsalocslz
vsg local2

ST+ @koren_tsr13.vs0 acal2
SIP*@arihay.r 13459, local2
13.vsgocal
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s061
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©

v
<ane>
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!
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Archiving Settings

Manitoring Settings

‘ddress Baok Server Settings

Voice Settings

EERREERE

PSTH Conferending Settings

The Pool Front End Properties dialog box opens.
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4 (lick the Host Authorization tab.

Manitoring | Yoice I Video | PSTM Conferencing
General | Routing | Compression
Authentication I Federation Host Authotization I Archiving

Specify authorized hosts such as gateways, application servers, special
dients that need additional bandwidth and so Forth,

Servers | Outbound Onl: | Throttle Az 5... | Treat As A
lkoren.rl3.wsg.localz - Mo Yes Yes
172.26.210.206 Mo es es
amihay.rid.vsg.localz  ho es es
shmuel r13.vsglocalz Mo Ves Ves
rmxd6.r13.vsg.localz No Yes Yes
172,22.192.32 Mo Mo Ves
amihay_ts.r13vsgl.., Mo Ves Ves
172,22,185.62 Mo Ves Ves
172.18.21.39 Mo es es
! |

|
(Agdﬁ) Edit... | Remove |

QK | Cancel | Apply. | Help |

5 (lick the Add button to add the RMX as trusted host.
The Add Authorized Host dialog box opens.

Add Authorized Host [ %]

[ Server

& EQDM:

I rre.polycom, com

1P address:

[ Settings
™ outbound Only

¥ Throttle &s Server

OF I Cancel | Help |

6 Inthe Add Authorized Host dialog box, enter the RMX FQDN name as
defined in the DNS and will be used in the Static Routes definition.

7 In the Settings section, select the Throttle as Server and Treat As
Authenticated check boxes.
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8 (lick OK.
The defined RMX appears in the trusted servers list in the server
Front End Properties — Host Authorization dialog box.

If routing between the RMX and the OCS using Static Routes is required, do not
close this dialog box, and continue with the following procedure. If you do not
want to define Static Routes, click OK to close this dialog box.

To add RMX to the Routing Roles:
9 Inthe Front End Properties dialog box, click the Routing tab.

10 Click the Add button.

pool01 Front End Properties | X|
Authentication I Federation | Host Autharization I Archiving
IMonitoring I ‘oice | Yideo | PSTH Conferencing
General Routing | Compression
[~ Routing

Specify skatic routes for outbound connections.

Matching URT | MNext Hop | Port | Transpart =
SIP*@urirl3.... 172.22... 5060 TCP
SIP:*@koren.r... korenri.. S061 TLS
SIP*@rmocrl... 172.18.. 5060 TCP
SIP:*@korer_t... koren_t... 5081 TLS
SIP*@amihay...  amibay.r.. S061 TLS
SIP*@rmxd6.... rmxd6.r... 5061 TLS
SIP*@rmy204... 172.26.... 5060 TCP
SIP*@amihay... amihay_.. 5061 TLS LI

Add... | Edit... | Remove |

‘Warning: The host address must also be added to the Hast
Authorization tab,

[o]:4 | Cancel | Apply | Help |

The Add Static Routes dialog box opens.

11 Inthe Matching URI section, enter the Domain name for the RMX. Any
domain name can be used.
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12 In the Next hop section enter the RMX FQDN name as defined in the
DNS and is used in the Host Authorization definition.

Matching URI
‘Wildcard characters can be used in the domain names,
Domain: T COmm
™ Phane LRI

7~ Mext hop
i+ FQDN: vt polycom, com|
I address: . . o
Transpork: LS ~
Fort: 5061
™ Replace host in request URT

[al'3 I Cancel | Help |

13 In the Transport field, select TLS to enable the dial-out from
conferences to SIP endpoints.

14 Click OK.
The new Route is added to the list of routes in the Front End
Properties — Routes dialog box.

15 Click OK.
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Creating the Security (TLS) Certificate in the OCS and
Exporting the Certificate to the RMX Workstation

To work in Microsoft R1 and R2 environment or when encryption of SIP
signaling is used, the SIP server and the RMX Transport Type must be set
to TLS and a certificate must be created and sent to the RMX.

{ ‘ If a Load Balancer is used in Microsoft Rlenvironment, the transport type may
be setto TCP or TLS.

In this scenario, a video conference is scheduled on a Polycom MCU and it
includes predefined participants; Office Communicator and other SIP and
non-SIP users. At the scheduled time the conference is activated and the
MCU automatically dials out to the predefined participants and connects
them to the conference.

To enable the TLS transport, certificate files rootCA.pem, pkey.pem and
cert.pem must be sent to the RMX unit. These files can be created and sent
to the RMX in two methods:

*  The files rootCA.pem, pkey.pem and cert.pem are provided by a
Certificate Authority and are sent independently or together with a
password file to the RMX. This is the recommended method.

*  Alternatively, the TLS certificate files are created internally in the
OCS and exported to the RMX workstation from where the files can
be downloaded to the RMX. If the certificate is created internally by
the OCS, one *.pfx file is created. In addition, a text file containing the
password that was used during the creation of the *pfx file is
manually created. Both files can then be sent from the RMX
workstation to the RMX unit. When the files are sent to the RMX, the
* pfx file is converted into three certificate files: r00tCA.pem, pkey.pem
and cert.pem.

Sometimes, the system fails to read the *.pfx file and the conversion
process fails. Resending *.pfx file again and then resetting the system
may resolve the problem.

To create the TLS certificate in the OCS:

1 Inthe OCS Enterprise Pools tree, expand the Pools list and the server
pool list.
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2 Right-click the pool Front End entity, and click Certificate.

‘Communications Server 2007 RZ (RC) =7}
2, Forest - 13,453 ocal2 1

Office Communications
(2 Enterprise pools rver 2007 k2
=

Ser

Front End ieb Corferencing A Corferencing | Applcation Sharing | Web Components Applcations Event Log Performar
(23 Assgned ConferenceDrectres pm— S
£ vsgausocsr 131013, vsg local2
) ) vsgausocs311.113.vsg local2 3 windows senvices 3 valdaton
} poolot Front End service: Runming
1M Corferendng service Rurving LT
‘03 Assigned Conference Directories Telephony Conferencing service: Running Certficates
[ s QoF Agent service: Stopped Lounch the certficate vizard
ol vige, DR 3 Contfcate settings

(23 Standard el Hame: Issuer Name: Expiration Date:
3 rchiving poslOL r13.vsg.local2 A 1iz7jz0t
2 ronkorng Se  gon » 3 ronkEnd Server
O nassinedu 500 y L
(1 Unessigned & SIP 1P address: Port: Transport
(3 Unassigned C  Properties > al s061 LS
(1 Mediation Ser
2 Ealir server| YW » IM Corferencing P adekess: Port:

ew Window from Here. a1 s

EED Telephany Conferencing IP address: 1P port:

[ ar E

o | |

aunch the ceticate wzard T T

The Office Communicator Server Wizard Welcome window is displayed.

3  Click Next.
The Awvailable Certificate Tasks window appears.

4 Select Create a New Certificate and click Next.

Dffice Communications Server Certificate Wizard

Available Certificate Tasks
Select a task to run, !

Select From common tasks:

" Process an offline certificate request and import the certificate

" Assign an existing certificate

Select From import and expork kasks:

" Import a certificate chain from a .p7b file
" Import a certificate From a .pfx file

" Export a certificate to a .pFx file

« Back. I Mext = I Cancel I

The Delayed or Immediate Request window appears.
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Select Send the Request immediately to an online certificate
authority and click Next.

Dffice Communications Server Certificate Wizard

Delayed or Immediate Request =
“fou can prepare a request to be sent later, or you can send one immediately, !
B

Do you want bo prepare a certificate request to be sent later, or do you wank to send
it immediately ko an online certification autharity?

{* Send the request immediakely ko an oniine certification authority:

" Prepare the request now, but send it later (OFfline certificate request)

« Back. I Mext = I Cancel I

The Name and Security Settings window appears.

In the Name field, select the RMX name you entered in the FQDN
field when defining the trusted host or as defined in the DNS server.

Select the Mark cert as exportable check box.

Dffice Communications Server Certificate Wizard

Name and Security Settings =
“Your new certificate must have a name and a specific bit length, !
5

Twpe a name For the new certificate. The name should be easy Far vou ta refer ko
and remember,

. polycom. com| j

The bit length of the encryption key determines the certificate's encryption strength.
The greater the bit length, the stronger the security, However, a greater bit length
may decrease petformance.

Bit length:
1024 s
¥ Mark cett as exportable

™ Include dlient EKU in the certificate request

< Back. I Mext = I Cancel

Click Next.
The Organization Information window appears.
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9 Enter the name of the Organization and the Organization Unit and click
Next.

Office Communications Server Certificate Wizard

‘four certificate must indude information about your organization that

Organization Information !
distinguishes it From other organizations. E

Select or bype your organization's name and your organizational unit, This is bypically
the legal name of wour organization and the name of your division or department,

For Furkher information, consult the €A web site,

Qrganization:

Organizational unit:

polycom j

< Back I [ext > I Cancel |

Your Server’s Subject Name window appears.

10 In the Subject name field, select the FQDN name of the RMX from the

list or enter its name.
Keep the default selection in the Subject alternate name field and click

Next.

Office Communications Server Certificate Wizard

Your Server's Subject Name
Subject names can conkain only alphanumeric characters and a leading wildcard !
(e.g., sip.contoso.com ot *,contoso.com). E

Type the Fully Qualified Domain Mame of yvour server or Select fram the lisk. IF the
server is part of a Pool, you should use the server's Pool Name, If these names
change, you will need a new certificate.

Subject name:

. polycom, com|

Type any alkernate names For your server. Use comma to separate mulkiple names.
Subject Mame will be automatically appended if the Alternate Mame Field is non empty.

Subject Alternate Mame:
sip.r13.vsg.localz j

Specify whether the wizard should automatically add the FQDM of the local computer
a5 an alternate name,

[ Automatically add ocal machine name to Subject Alk Mame

< Back I [ext > I Cancel |

11 If an error message is displayed, click Yes to continue.
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The Geographical Information window appears.

12 Enter the geographical information as required and click Next.

Dffice Communications Server Certificate Wizard

Geographical Information
The certification authority requires the following geographical infarmation. !
P
AU

Country/Region:

State/Province:
I texas j
Ciby/Localiby:

I austin j

State/Province and CityfLocality must be complete, official names and may not
conkain abbreviations.

< Back I Mext = I Cancel I

The Choose a Certification Authority window appears.

13 Ensure that the Select a certificate authority from the list detected in

your environment option is selected and that the local OCS front end
entity is selected.

Dffice Communications Server Certificate Wizard

Choose a Certification Authority
Certificate requests are sent ko a certification authority available on your !
nebwark. Al

Select a certification authority to process your request. Certificate wizard will
automatically impaort the selected CA's certificate chain if necessary.

1+ Helect 8 certificate authority From the list detected in vour environment!

wagausr13do0l.r13, veg,local2\Ca

Il

"~ Specify the certificate authority that will be used to request this certificate

Example: mycaserver,contoso,comiMyCAlnstance

< Back I Mext = I Cancel

14 Click Next.
The Request Summary window appears.
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15 Click Next to confirm the listed parameters and create the requested
certificate.

Office Communications Server Certificate Wizard

Request Summary E !

‘fou have chosen bo generate a request with the Following properties,

To generate the Following request, click Mext.

Your request contains the Following infarmation:

Subject Mame: rm, polycom,com ;I

Friendly Mame: rma. polycom.com

Subject Alt Mame: sip.r13.vsg localz

Subject Al Mame: rm, polycom,com

Organizational Unit: polycom

Organization: palycam

City f Locality: auskin

State | Province: texas

Country [ Region: us

Cettification Authority

wsgausr13de01.r13 vsg local2hCa ;I
< Back Cancel |

The Assign Certificate Task window appears.

16 Select Assign certificate later and click Next (MS R2).
Select Assign certificate later and click Finish (MS R1).

Office Communications Server Certificate Wizard

Assign Certificate Task =
Assign imparted certificate. !

Select ko assign imported certificate, or to skip assignment,

€ Assign certificate immediately

Click the buttan below ta wiew the newly obtained certificate.

Wiews

< Back I et = I Cancel |

The Certificate Wizard Completed window appears (MS R2).
17 Click Finish (MS R2).
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Retrieving the Certificate from the OCS to the RMX

Workstation

1 Inthe OCS Enterprise Pools tree, expand the Pools list and the Server
Pool list.

2 Right-click the pool Front End entity, and select Certificate.
The Available Certificate Tasks window appears.

3 Select Export a certificate to a *.pfx file and click Next.

Dffice Communications Server Certificate Wizard

Available Certificate Tasks =
Select a task to run, l
5

Select From comman tasks:
" Create a new certificate
{~ Process an offline certificate request and import the certificate

" Assign an existing certificate

Select From import and expork kasks:

" Import a certificate chain from a .p7b file

" Import a certificate From a .pfx file

« Back. I Mext = I Cancel I

The Available Certificates window appears.
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4  Select the certificate Subject Name of the RMX and click Next.

Office Communications Server Certificate Wizard

Cnly the trusted certificates that have a private key and contain the Server

Available Certificates =1 !
Authentication EKU are listed below, L

Select a certificate

Subject Name: | Issued B ‘ Expiration Date | Frigndly Mame &
koren.r13.vsglocalz A 31612011 koren.ri3.vsg
pool01.r13.vsg.localz A 1/9jz011 WSEAUSOCSR,
wsgausocsr1301.r13.,.. CA 1/9fz011 wsgausacstl 3l
amihay_tls.ri3wsgl,, A 3faiz011 amihay_tls.r1;
amihay.ri3.vsglocalz A 3/12f2011 amihay.r13.mws
pool0l.r13.vsglocalz €A 1fz7iz011 Front End
shmuel.r13wsg.localz  CA 31502011 shmuel.r13 vs
e, M I 1.
rxdb.rl3vsglocalz CA 3f1zfz011 rrxd6.r13,vs
4 |

< Back I [ext > I Cancel

The Export Certificate window appears.

5 Enter the path and file name of the certificate file to be exported or
click the Browse button to select the path from the list.

The new file type must be *.pfx and its name must include the .pfx
extension.

Dffice Communications Server Certificate Wizard

Expork Certificate 3
You can export a certificate ko a PFX file, L

Enter the path of the file to export the certificate ko,

Path and file name:

Cihrmert phx

¥ Include all certificates in the certification path if possible.

< Back | Mext = | Cancel |

6  Select the Include all certificates in the certification path if possible
check box and then click Next.

The Export Certificate Password window appears.
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Write down this password as you will have to manually create a

password file in which this password will appear.

Export Certificate Password
To export a certificate, you must supply a password,

il

Type the password for the certificate you wankt to export.

Password!

< Back. I Mext = I

Cancel

Click Next.

The Certificate Wizard Completed window appears.

Click Finish.

The created *.pfx file is added in the selected folder.
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Optional. Creating the Certificate Password File
(certPassword.txt)

If you have used a password when creating the certificate file (*pfx), you
must create a certPassword.txt file. This file will be sent to the RMX
together with the *pfx file.

To create the certPassword.txt file:

1 Using a text editor application, create a new file.

2 Type the password as you have entered when creating the certificate
file. For example, enter Polycom.

3  Save the file naming it certPassword.txt (file name must be exactly as
show, the RMX is case sensitive).
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Optional. Setting the Static Route & Trusted
Host for RMX in the Load Balancer Server

If your network includes a Load Balancer server, the RMX unit must be
configured as a trusted host in the Load Balancer server in the same way it
is configured in the OCS. In addition, Static Routes must also be defined
in the Load Balancer server in the same way it is configured in the OCS,
however, the Load Balancer should be pointed to the OCS pool and not to
the RMX directly. This configuration procedure is done in addition to the
configuration in the OCS.

To set the RMX as trusted and define Static routes in the Load Balancer
Server:

1 Open the OCS Management application.
2 Expand the Enterprise Pools list.
3 Right-click the Load icon, click Properties > Front End Properties.

[% Microsoft Office Communications Server 2007 R2 (RC) [_[O]
|2 Fle  Window Help -] |
[T Office Communications Server 2007 R2 (RC) Dy e .
it Forest - r13.vsg.local2 J.(s}ﬁlce Communications
(3 Erterprise pocls erver 2007 k2
Status Database Resources
pooD;  Femove Pool
g :‘ Logging Tadl » 5 General Settings
.
@l vs Flering Tooks » Paol: loadd1 113 vsglacalz
) ve Device Updater Federation or glabal reute: v
(0 Standard s N : . Onh <Nones
3 Monitoring , IEEIEE ties '
B s wieb Corferening Properties  [12¢01: Both NTLM and Ketberos
i N Window from Here 5 kgoing compression: )
21 Unassigne web Companent Properties pression; s
g :”;55?”? Gefieh e — y feo quaity <one>
ediation
(20 Earlier ser. Help = Skatic IP routes (outbound connections)
URL: MNext Hop Address: F
SIP*@uri.ri3 . vsg.locatz uri.r13.vsg localz
SIPrF@mid6.r13.vs0.localz 46,113, vso.localz
SIP*@rmx204.r13.vsg.bocal? rmx204.r13.vsg.local2
SIPr*@anihay.ri3 vsg lecalz aminay.r13 vsg.local2
SIP*@koren r13,vsa.local2 koren.ri3.vsg local2
SIP*lor.r13.vsg.ocal2 lio.r13.vsq local2
SIPrF@noa.r] 3.vsg.local2 noa.rld vsg localz
SIPr*@shmusl 113,450 Jocal2 shinuel.r13.vsq.localz
Ntk rerticate sottinne:
4 | |

The Load Front End Properties dialog box opens.
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The definition procedure is the same as for setting the RMX as trusted
and define Static routes in the OCS. For details, see “Setting the
Trusted Host and Static Route for RMX in the OCS” on page 2.

[ Micrasolt Office Communications Server 2001 B2 =T
) o |sleid
R lood0 tronttndproperties :
-
q
(L] Assigred Conferen |
i Hly vspausocsr1320.01 | | Doman: I"""‘z“-""ls"”‘“'"""‘*2
) Standard Edition Servers |
Auchiving Servers |r-mm
[ et hop ]
Unassigreed Apphcation Cor
Irassigrad Confersnce Dir % EQON: Ip@l.rlﬁ.w.b\'dz
€ 1P gt [
1 - T | Port:  Tramsport:
| sl TS
;m: I 5061 s TS
I Beplace host i request LR e
| sl TS
sosl TS
[ ] come | v |
Ef———— | T ] 2
ok | cod | men | we |
= i —_— . . " i b r———

Make sure that when defining the Static Route it is pointing to the OCS pool and
not to the RMX directly.
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Configuring the RMX 2000/4000 for Microsoft

OCS 2007 Integration

Modify the RMX Management Network Service to Include

the DNS Server

The Management Network that is defined during first entry setup does
not include the definition of the DNS which is mandatory in Microsoft
environment and has to be modified.

To add the definition of the DNS to the Management Network in the
RMX:

Using the Web browser, connect to the RMX.

1
2

In the RMX Management pane, expand the Rarely Used list and click
IP Network Services (£ ).

In the IP Network Services pane, double-click the Management
Service @

The Management Network Properties - IP dialog box opens.
Click the DNS tab.

anagement NEtWOrk Properties

> IP

3 Routers

» LAN Ports

Metwork Service Name: Management Metwaork

MCLU Hast Name: ema
DNS: Specify 'I
[~ Register Host Hames Automnatically to DNS Servers
Local Domain Mame: 3. veg.local2
DME Servers Addresses
Primary Server; 1722612910
Secondary Server: 0000
Tertiary Server; 0000
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6 View or modify the following fields:

Table 1 Management Network Properties — DNS Parameters

Field

Description

MCU Host Name

Enter the name of the MCU on the network. This
name must be identical to the FQDN name defined
for the RMX in the OCS and DNS.

Default name is RMX.

ShelfManagement

Displays the name of the entity that manages the

Host Name RMX hardware. The name is derived from the MCU
host name. Default is RMX_SHM.
DNS Select:

e Off —if DNS servers are not used in the network.
* Specify — to enter the IP addresses of the DNS
servers.

Note: The IP address fields are enabled only if
Specify is selected.

Register Host
Names
Automatically to
DNS Servers

Select this option to automatically register the MCU
Signaling Host and Shelf Management with the DNS
server.

Local Domain
Name

Enter the name of the domain where the MCU is
installed as defined in the OCS.

DNS Servers Addresses:

Primary Server

Secondary Server

Tertiary Server

The static IP addresses of the DNS servers (the
same servers defined in the OCS).
A maximum of three servers can be defined.

7 Click OK.
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Defining a SIP Network Service in the RMX

Your Polycom RMX 2000/4000 system should be installed according to
standard installation procedures. See the Polycom RMX 2000/4000 Getting
Started Guide, which describes how to set up and configure the MCU.

When configuring the Default IP Network Service on first entry, or when
modifying the properties of the existing Default IP Network Service, the
SIP environment parameters must be set as described in “Defining a SIP
Network Service in the RMX” on page 21.

To configure the RMX IP Network Service:
1 Using the Web browser, connect to the RMX.

2 Inthe RMX Management pane, expand the Rarely Used list and click
IP Network Services (£ ).

3 Inthe IP Network Services pane, double-click the Default IP Service
(8, &k, or {3 entry.
The Default IP Service - Networking IP dialog box opens.

DefaultTPService Properties

. Metworking

Network. Service Name: |

» Routers

H.323%SIP hd

e erar ting |P Metwork Type:
3 Gatekeeper
» Ports
> QoS L

Signaling Host IP Address: 172.22.192.54
3 EIP Servers

A MPM 1 IP Address: 172.22.172.183

» Security

MPM 2 IP Address: 17z2.22.192.21

Subnet Mask: 255.255.255.0
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4 Make sure the IP Network Type is set to H.323 & SIP even though SIP

will be the only call setup used with Office Communications Server
2007.

5 Make sure that the correct parameters are defined for the Signaling
Host IP Address, MPM 1 IP Address, MPM 2 IP Address (if necessary),
and Subnet Mask.

Make sure that the IP address of the RMX Signaling Host is the same one
defined as a trusted host in Office Communications Server 2007.

6 Click the SIP Servers tab.

Default IP Service Properties

», Networking

> 1P {b Network Service Name: IDefault IP Service
» Routers
) IP Network Type: H.323&SIP -
~, Conferencing
3 Gatekeeper
SIP Server: Speci 'I
» Ports pecty
» QoS Register:
r Ongoing Conferences m Entry Queues
» Security r Meeting Rooms [T SIP Factories
[T Gateway Profiles
Refresh Registration every: 3600 seconds
Transport Type: TLS vI Send Certificate

/SIP Ervers:
Parameta| Primary SiAItarnata Server
Server I 172.16.
Server  polycom
Port 5061

Qutbound Proxy Servers:

Paramete|Primary Server

Server I 172.16.0.70

Port 5061

7 Make sure that the Registratioin options (Ongoing Conferenferences,

Meeting Rooms, Gateway Profiles, Entry Queues and SIP factories) are not
selected (check boxes are cleared).

8 Make sure that the IP address of the Office Communications Server
2007 is specified and the Server Domain Name is the same as defined in
the OCS and in the Management Network for the DNS.
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9 Change the Transport Type to TLS.
The Send Certificate button is enabled.

10 Click the Send Certificate button.

DefaultIP Service Properties

. Metworking
P

w

Routers

w

~. Conferencing
Gatekeeper
Ports

QoS

SIP Servers

VoM v vy

Security

)

Network Service Name:

IP Network Type:

IDeiault IP Service

H.323&5IP hd

SIP Server:

Register:
™ ©Ongoing Conferences
r Meeting Rooms
I Gateway Profiles

Refresh Registration every:
Transport Type:

SIP Servers:

Specify -

r Entry Queues

[ SIP Factories

Paramete| Primary ﬁmternate Server

Server 1 172.16.
Server polycom

Port 5061

Qutbound Proxy Servers:

Paramete|Primary Server

Server 1 172.16.0.70
Port 5061

The Install File dialog box opens.

Lo | cancel |
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11 Click the Browse button.
The Open dialog box appears, letting you select the certificate file(s) to
send to the MCU.

]
Install File:
B
Lookin: [0 4 x| e ® ok E-
: @cert:pem
\_.J (2] certPassword.bxt
My Recent [ pley.pem
Du:uTEnls @mntcn.pem
T_\-L}
Diesktop
My Documents
58
Iy Computer
o
Py Metwark File name: | L] Open
Places
Files of type |Ceiicate files: [ pf.”pem."ta) ~| Cancel ]
[ Ceettific ate files: [*phe,” pem . tit] }

Depending on the method used when the certificate file(s) were
created, send the certificate file(s) to the RMX according to the
contents of the file set that was created:

— The certificate files rootCA.pem, pkey.pem, cert.pem and a
certPassword.txt. The files were created by a Certificate Authority
and are sent as is to the RMX together with the required
password contained in the certPassword.txt file.

This is the recommended method.

— The files rootCA.pem, pkey.pem and cert.pem. The certificate files
were created by a Certificate Authority and are sent as is to the
RMX.

— A *pfxfile and a certPassword.txt file. The file certPassword.txt is
manually created if the *pfx file was created by the OCS using a
password. The *pfx file will be converted internally by the RMX
using the password included in the certPassword.txt into three
certificate files named rootCA.pem, pkey.pem and cert.pem.
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— A *pfx file if the certificate file was created in the OCS without
using a password. The *.pfx file will be converted internally by
the RMX into three certificate files named rootCA.pem, pkey.pem

and cert.pem.
12 In the file browser, select all files to be sent in one operation
according to the contents of the set:
— One *.pfx file, or
— Two files: one *.pfx file and certPassword.txt, or
— Three files: rootCA.pem, pkey.pem and cert.pem, or

— Four files: rootCA.pem, pkey.pem, cert.pem and
certPassword.txt

13 Click Open.
The selected file(s) appear in the Install Files path.

14 Click Install.
The files are sent to the RMX and the Install File dialog box closes.

15 In the Default IP Service - Networking IP dialog box, click OK.

16 In the Reset Confirmation dialog box, click No to modify the required
system flags before resetting the MCU, or click Yes if the flag was
already set.

P Reset can be performed after setting the system flags (for example, setting the
L ‘ MS_ENVIRONMENT flag). After system reset the RMX can register to the OCS
S server and make SIP calls.
Sometimes the system fails to read the *.pfx file and the conversion process
fails, which is indicated by the active alarm “SIP TLS: Registration server not
responding” and/or “SIP TLS: Registration handshake failure”. Sending *.pfx file
again, as described in this procedure and then resetting the system may resolve
the problem.

Polycom RMX System Flag Configuration

The RMX can be installed in Microsoft R1 or R2 environments. To adjust
the RMX behavior to the Microsoft environment in each release, system
flags must be set.

To configure the system flags on the Polycom RMX 2000/4000 system:
1 Onthe RMX menu, click Setup > System Configuration.

The System Flags - MCMS_PARAMETERS_USER dialog box opens.
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2 Scroll to the flag MS_ENVIRONMENT and click it.
The Edit Flag dialog box is displayed.

3 In the Value field, enter YES to set the RMX SIP environment to
Microsoft solution.

RMX set to MS_ENVIRONMENT=YES supports SIP over TLS only and not
over TCP.

4 Click OK to complete the flag definition.

5 When prompted, click Yes to reset the MCU and implement the
changes to the system configuration. After system reset the RMX can
register to the OCS server and make SIP calls.

Sometimes the system fails to read the *.pfx file and the conversion process
fails, which is indicated by the active alarm “SIP TLS: Registration server not
responding” and/or “SIP TLS: Registration handshake failure”. Sending *.pfx file
again, as described in this procedure and then resetting the system may resolve
the problem.

In some configurations, the following flags may require modifications
when MS_ENVIRONMENT flag is set to YES:

Table H-1  Additional Microsoft Environment Flags in the RMX
MCMS_PARAMETERS_USER Tab

Flag Name Value and Description

SIP_FREE_VIDEO RESOURCES Default value in Microsoft environment:
NO.

When set to NO, video resources that
were allocated to participants remain
allocated to the participants as long as
they are connected to the conference
even if the call was changed to audio
only. The system does not allocate the
resources to other participants ensuring
that the participant have the appropriate
resources in case they want to return to
the video call.
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Table H-1  Additional Microsoft Environment Flags in the RMX
MCMS_PARAMETERS_USER Tab

Flag Name

Value and Description

SIP_FREE_VIDEO_RESOURCES
(continued)

The system allocates the resources
according to the participant’'s endpoint
capabilities, with a minimum of one CIF
video resource.

Enter YES to enable the system to free
the video resources for allocation to other
conference participants. The call
becomes an audio only call and video
resources are not guaranteed to
participants if they want to add video
again.

SIP_FAST_UPDATE_INTERVAL _
ENV

Default setting is 0 to prevent the RMX
from automatically sending an Intra
request to all SIP endpoints.

Enter n (where n is any number of
seconds other than 0) to let the RMX
automatically send an Intra request to all
SIP endpoints every n seconds.

It is recommended to set the flag to 0 and
modify the frequency in which the request
is sent at the endpoint level (as defined in
the next flag).

SIP_FAST_UPDATE_INTERVAL _
EP

Default setting is 6 to let the RMX
automatically send an Intra request to
Microsoft OC endpoints only, every 6
seconds.

Enter any other number of seconds to
change the frequency in which the RMX
send the Intra request to Microsoft OC
endpoints only.

Enter O to disable this behavior at the
endpoint level (not recommended).
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The preferred dialing mode to the conferencing entities such as Meeting
Rooms, conferences and Entry Queues is direct dial in using the domain
name defined in the OCS Static Routes. This eliminates the need to
register the conferencing entities with the SIP server and to define a
separate user for each conferencing entity in the Active Directory.

In such a case, after the first dial in, the conferencing entity will appear in
the OC client directory for future use.

To dial in directly to a conference or Entry Queue:

Enter the conferencing entity SIP URI in the format:
conferencing entity routing name@domain name

The domain name is identical to the domain name defined in the OCS
Static Routes.

For example, if the domain name defined in the OCS static routes is
1cs2007.polycom.com and the Routing Name of the Meeting Room is 4567,
the participant enters 4567@lcs2007.polycom.com.

Another dialing method is to register the Entry Queues with the SIP
Server and create a user for each Entry Queue in the Active Directory. In
such a case, OC clients can select the Entry Queue from the Contacts list
and dial to the Entry Queue.
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Active Alarms and Troubleshooting

Active Alarms

The following active alarms may be displayed in the RMX System Alerts
pane when the RMX is configured for integration in the OCS

environment:

Table H-2 New Active Alarms

Alarm Code

Alarm Description

SIP TLS: Failed to load or verify
certificate files

This alarm indicates that the certificate files
required for SIP TLS could not be loaded to
the RMX. Possible causes are:

* Incorrect certificate file name. Only files
with the following names can be loaded
to the system: rootCA.pem, pkey.pem,
cert.pem and certPassword.txt

* Wrong certificate file type. Only files of
the following types can be loaded to the
system: rootCA.pem, pkey.pem and
cert.pem and certPassword.txt

* The contents of the certificate file does
not match the system parameters

SIP TLS: Registration transport
error

This alarm indicates that the communication
with the SIP server cannot be established.
Possible causes are:

* Incorrect IP address of the SIP server

* The SIP server listening port is other than
the one defined in the system

* The OCS services are stopped

Note:

Sometimes this alarm may be activated

without real cause. Resetting the MCU may
clear the alarm.
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Table H-2 New Active Alarms (Continued)

Alarm Code

Alarm Description

SIP TLS: Registration
handshake failure

This alarm indicates a mismatch between the
security protocols of the OCS and the RMX,
preventing the Registration of the RMX to the
OocCs.

SIP TLS: Registration server not
responding

This alarm is displayed when the RMX does
not receive a response from the OCS to the
registration request in the expected time
frame. Possible causes are:

e The RMX FQDN name is not defined in
the OCS pool, or is defined incorrectly.

* The time frame for the expected
response was too short and it will be
updated with the next data refresh. The
alarm may be cleared automatically the
next time the data is refreshed.
Alternatively, the OCS Pool Service can
be stopped and restarted to refresh the
data.

e The RMX FQDN name is not defined in
the DNS server. Ping the DNS using the
RMX FQDN name to ensure that the
RMX is correctly registered to the DNS.

SIP TLS: Certificate has expired

The current TLS certificate files have expired
and must be replaced with new files.

SIP TLS: Certificate is about to
expire

The current TLS certificate files will expire
shortly and will have to be replaced to ensure
the communication with the OCS.

SIP TLS: Certificate subject
name is not valid or DNS failed
to resolve this name

This alarm is displayed if the name of the
RMX in the certificate file is different from the
FQDN name defined in the OCS.

Note:

Occasionally this alarm may be activated
without real cause. Resetting the MCU may
clear the alarm.
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Troubleshooting

Known Issues

At the end of the installation and configuration process, to test the
solution and the integration with the OCS, create an ongoing
conference with two participants, one dial-in and one dial-out and
connect them to the conference.

If the active Alarm “SIP TLS: Registration server not responding” is
displayed, stop and restart the OCS Pool Service.

If the communication between the OCS and the RMX cannot be
established, one of the possible causes can be that the RMX FQDN
name is defined differently in the DNS, OCS and RMX. The name
must be defined identically in all three devices, and defined as type A
in the DNS. The definition of the RMX FQDN name in the DNS can
be tested by pinging it and receiving the RMX signaling IP from the
DNS in return.

The communication between the OCS and the RMX can be checked in
the Logger files:

— SIP 401/407 reject messages indicate that the RMX is not
configured as Trusted in the OCS and must be configured
accordingly.

—  SIP 404 reject indication indicates that the connection to the OCS
was established successfully.

Selecting Pause my Video in OC client causes the call to downgrade
to audio only call if the call was not in Audio Only mode at all (the
call was started as a video call).

If the call is started as an audio only call and video is added to it, or if
the call was started as video call and during the call it was changed to
Audio Only and back to video, selecting Pause my Video will suspend
it as required.

Rarely, the OC client disconnects after 15 minutes. The OC client can
be reconnected using the same dialing method in which they were
previously connected (dial-in or dial-out).

Rarely, all SIP endpoints disconnect at the same time. The SIP
endpoint can be reconnected using the same dialing method in which
they were previously connected (dial-in or dial-out).
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